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Chapter 1

Aims of this document

1.1 Introduction

This is a working document whose function is that of a RedeesComment.

This document is a self-contained discussion about cfengdis structure, operation
and syntax. It is a critical document, based on a theoreticalel called promise theory.
Its aim is to discover a rational framework for discussingatvhas been successful and
unsuccessful about cfengine 1 and 2, with an eye to the gruesengine in version 3.
Versions 1 and 2 of cfengine have appealed to a number theairegsults as they have
evolved, in amad hocway, but there has never been a unifying theory to appeal & at
general level.

The document addresses the intelligent reader and triesgofficiently pedagogical in
its applications of theory so that the widest possible auzbean understand and participate
in the discussion. However, it demands some work on the paneaeader to understand
the material.

The document is a working document, so it will be subject &gfrent revision. The
ultimate aim is to have this document define cfengine 3, asralard, in appropriate detail
for implementation.

1.2 Some theoretical results related to cfengine

The following results are known, prior to promise theory.

1.2.1 Primary theoretical foundations

It is important, when considering cfengine 3, to not loseufbon the fundamental theo-
retical constructs and foundations that have made the mwegsion useful and effective
(see, e.g., refs. [1, 2, 3] and especially the recent dismugs ref. [4]). Of these, the most
crucial are the notions of convergence and autonomoussgent

Convergencés central to the design and functioning of cfengine. Cfap@i goal is
to bring the system to a state of stable equilibrium and toethfter maintain it in that
state. Used appropriately, cfengine achieves this goabbying out a set of convergent
operations derived from the statements in its configurdtlea and applied iteratively as
required (recall that such an operation is one that can beateg without further effect
in/from the equilibrium state). Ref. [4] demonstrates tt$ approach is theoretically
rigorous and (mathematically) well-defined.



Cfengine is used within a network alutonomous agentshe project provides a dis-
tributed framework for achieving convergence on dispasgstems. Central to this ap-
proach is the notion that policies are applied locally witmdividual systems, and policy
decisions—more precisely, (technical) decisions guideddlicy—are made locally, rather
than being imposed from outside.

While cfengine can—and is—used in ways which are slightlggmpletely at at odds
with these ideas and precepts, such uses (inevitably) rgairiat the grain” with respect
to accepted best practices in computer management andemaittte. Future versions of
cfengine, and cfengine 3 in particular, will attempt to pda/system administrators with
a framework and tool suite which will both enable and encgeardesigning and apply-
ing/implementing policy via convergent operations andaalaentered focus.

1.2.2 Closures

Couch and coworkers have introduced and begun to elabonagesgstem configuration
paradigm revolving around their concept of em closuress(rgs, 6, 7]). A closure is an
automated configuration management systems. Closureshfereechical structures con-
sisting of both a high-level language for describing debirehavior, a hardware or software
based restraint infrastructure (entities) capable of kafbrcing configuration consistency
and policy adherence and preventing modification to subeysby any mechanisms other
than those it provides. As the latter implies, closures aistude software tools for in-
teracting with such subsystems at a very high, (almost) meanceptual level. At the
present time, closures are add-ons which attempt to assatalecontrol over an existing
system facility (although, theoretically, entirely newslires could be built from scratch).

In simple terms, a closure for a simple traditional UNIX seevgoverned in the usual
way by a single text-based configuration file is a system whamhpletely encompasses
all of the aspects of configuring and managing that daemon.losuce will handle all
interaction with the daemon process and with its configarefile. It will provide a tool
which a system administrator must use in order to make matiidics to the configuration
file which ensures that changes are both correct and compli#im policy. The closure
will also have the ability to start and stop the daemon whemariate, signal it to reload
its configuration file, monitor its status and restart it witaties or hangs, and the like.

Clearly, such an approach is very different from the one eggd by cfengine. While
there are several points at which a critique of closures s@wiate (most notably, in the
assumptions that configuration determines system behivioto and the work’s current
focus on static systems), such a discussion is beyond thpe sifdhis paper. In any case,
despite such reservations, closures are an appropriateagbpto many sorts of system
administration tasks, and cfengine can be used to build.thefact, future versions ought
to make doing so easy and reliable.

1.2.3 Monitoring and change

In ref. [6], Couch et. al. show that consistency and clostisystem changes can only be
achieved if one does not mix monitoring and scheduling ohglea. Observations should
not be interleaved with changes (generally preceding thetmirwa given convergence
iteration). This has implications for the way a configuratiool operates, and closures are
formed/built from its basic elements.

1.2.4 Operator ordering

Discussions of ordering of operations have been presentddri example, refs. [8, 9].
The most important result from this ongoing area of intemsasearch is that ordering of
operations is not important provided that operations atteogional. When this is the case,



simple iteration results in ordering conflict resolutiooyided that the individual operators
are themselves convergent.

A simple solution is to adopt a “normal ordering” in which alieation operators are
placed to the left of (earlier than) change operators ortibel@perators. While this might
be a disadvantage from a resource perspective, as it is joféious to clear space for
further operations or neutralize a threatening objectlduicorrectness suggests normal
ordering.

1.3 Problems with the current cfengine syntax

There are many inconsistencies in cfengine syntax that alsstoe addressed in cfengine
3. There also features which are not present in the currestorebut which important or
valuable or merely helpful to current and future users. Iindhere are features which are
probably no longer needed. This section considers suclsitem

1.3.1 Current syntax inconsistencies

The most problematical of the current inconsistencies@mgine syntax is that the object
of change is not always the primary object of syntax, e.g.:

Example 1
files:

[filelobject npde=644 action=fixall

In this example, the type of promise is “files:”, the primatyjext is “/file/object” and
various constraints on the object’s attributes, and oeraitactions are specified after it.
Similarly

Example 2
l'inks:

/1ink/object -> /object/pointed/to

give primacy to the object being changed. The syntax thushieaform of a lambda calcu-
lus:
(type object) argunents/attributes

However, now consider copy:

Example 3
copy:

/ sour ce/ obj ect dest=/destination/object

In this case, the object that is being constrained is, in thetdestination object. A more
consistent approach would have been to reverse this syntax:



Cfengine functions, called “methods” also have differgmtax because they accept pa-
rameters. Normally the response function has no parametaraplicit parameters.

Once again, it is not the object of primary interest that &fiicus of this operation. One
could perhaps have written this as

files:
/ honme/ mar k/ LapTop
acti on=Backup($this,/iu/nexus/ud/ mark/ ZZBackup,
$(gl obal . i pv4[eth0]), "mark")

Finally, the syntax for editfiles and filtering introducesqaletely different ideas about
conditional execution, iteration etc.




The promise-test-act cycle of cfengine is normally synoayswith rule-classification-
action. Here we have “BeginlfClass” instead of “class::heluse of a begin-end parenthe-
sis is itself a break with the state-based transition forthefremainder of syntax.

Currently cfengine mixes the setting of control attribugth the definition of user
variables. There is no clean understanding or distinctetwéen lists, scalars and arrays.

1.3.2 New capabilities

Cfengine is a child of its time. While it provides a very riokt ®f operations which can
address a very large variety of system administration fanstand issues, there are newer,
important areas which are currently outside of its scope ekample:

e System services understood as such (rather than as mengsigprocesses).

Entries (records) within databases/directories (e.gARased directories, the Win-
dows registry, and the like).

e Devices such as printers, again understood as such.

Expansion of anomaly detection entities to include itemshsas remote service
availability as well as the current threshold-based peartorce parameters.

In addition, there are desirable changes which would gigagihe 3 all of the capabil-
ities of other, legacy software, giving the system admiatst the option of replacing them
with cfengine (“one stop shopping”). For example, compgitimd storing multiple cryp-
tographic signatures would strength this intrusion dededeature (cf. Tripwire ==need
refs==). Similarly, cfengine’s file rotation feature shdude reconsidered to ensure that it
has all of the functionality found in logrotate (actuallye®a in its present form, it is in
some ways already superior to the latter).

1.3.3 \Vestigial features

Certain features found in cfengine 2 are probably no longeded and ought to be re-
moved. For example, the file system mounting actions ar@selged, and the multitude
of different variations could be combined or even elimidate

1.3.4 Other syntax issues

Functions are not presently allowed in class expressioms.réstriction can be lifted, with
some caveats on semantics about evaluation (e.g., at {aese-

Example 7
any: :
<rul e>
const ant 1| const ant 2: :
<rul e>
function("arg")| constant::

<rul e>



1.3.5 Encouraging convergent use of cfengine

Whenever possible, cfengine syntax should encourage atet fionvergentuse (and think-
ing). Suggestions along these lines will appear in the pped®yntax section later in this
document.



Chapter 2

Basic promise theory

Promise theory was invented to discuss the issues surmogiadtonomous operation, and
voluntary cooperation. Unlike other modeling techniqui&s,Petri Nets or UML, promise
theory is not about the stepwise development of a device. Hot about protocol model-
ing, rather it is abouequilibria, i.e. how to describe steady state behavior that has some
underlying dynamics.

Promise theory begins with the idea of completely auton@remgents that interact
through the promises they make to one another. It is thexgfarticularly well-suited to
modeling cfengine.

Cfengine maintains the principle bbst autonomyMany existing systems and descrip-
tions of configuration management assume a centralize@tyttbo change all the parts
of the system. This has a number of disadvantages. Our aiei$i¢go begin in the op-
posite manner, assumimg centralizatiorof authority, and then seeing how collaborative
structures emerge by free choice.

2.1 Motivation

The way to secure a clear and consistent picture of policgoimplex environments, is
through the use of formal methods. But what formalism do weeha express the neces-
sary issues?

Example 8 Consider a set of files and directories, which we want to hav&am permis-

sions. One has a notion of policy as a specification of the sion attributes of these
files. Policy suggests that we should group items by theiibates. The existing system
has its own idea of grouping structures: directories. Fiteiutes flow from those of their

parent directory in the absence of specific overrides.
A simple example of this is the following:

ACL1: ACL2:
1. READ-WRITE /directory 1. READ-ONLY /directory/file
2. READ-ONLY /directory/file 2. READ-WRI TE /directory

Without clear semantics (e.g., first rule wins), there is atecing ambiguity. The two
rules overlap in their application to “file” because we havead a description based on
overriding the collection of objects implicitly in “directy.”

In a real system, a directory grouping is the simplest wayeferrto this collection of
objects. However, this is not the correct classificatiorhefdttributes: there is a conflict of
interest.



Analogous issues arise from incomplete policy specificatio Consider the list of
nameservers in /etc/resolv.conf. If there is a policy wheasures that two specific name-
servers are always the first two listed in this file, an ambigpsituation arises in the (pre-
sumably rare) circumstance when both of these are unalailafiill no nameserver be
accessible in this case? Alternatively, will whatever Bgdata existed in the configura-
tion file prior to its (policy-based) modification enable asentially random choice? If the
latter, and the specified system is in fact a nameserver, hththes return to the “proper”
nameserver be accomplished?

Finally, consider what could be called a “one-sided pdli&uppose a server is config-
ured to stream backup data to a tape drive on a backup seneethat the backup server
accepts such data. It is possible for the sending servetttereixceed the incoming band-
width of the backup server or to degrade performance forrqihecesses/subsystems on
the backup server by virtue of its actions. While the senderes is clearly operating as
an autonomous agent in this case, the lack of reciprocithigfolicy has a detrimental
effect on the backup server. Clearly, something more thame meceptance or rejection is
required on the part of the backup server.

How can we solve these kinds of problems?

2.2 Policy with autonomy

By a policy we mean the ability to assert arbitrary constsaof the behavior of objects
and agents in a system. The most general kind of system oneocatruct is a collection
of objects, each with its own attributes, and each with its @alicy. A policy can also

be quite general: e.g. policy about behavior, policy abauifiguration, or policy about
interactions with others.

In a network ofautonomousystems, an agent is only concerned with assertions about
its own policy; no external agent can tell it what to do, withds consent. This is the cru-
cial difference between autonomy and centralized managemed it will be the starting
point here (imagine privately owned devices wandering adaushopping mall).

Definition 1 (Autonomy) No agent can force any other agent to accept or transmit infor
mation, alter its state, or otherwise change its behavior.

It is harder because one must then put back all of that cortpléy hand, to show how
such individual agents can form collaborative structufres, of conflict.

2.3 Promises

A promise is a general and abstract unit of intent. Promisetsyeen agents, can deal with
things like quality of service, quality of behavior, spewdfiions of state, etc. Policies of
various types have been identified. For instance, in the &amaddel[10], one has autho-
rizations (promises to grant access) and obligations (esrto follow up on a different
promise) or dependency, etc. These can all be translatthieaihotion of promises.

Consider, then, a set of autonomous agents of objects myezsas noded/ =
{ni,n9,...,nx}inagraph.

Definition 2 (Promise) A promise is a labeled directed edge (link) that connects ftwo
nodes. The promise label represents a specifically interatege of behaviog from within
a domain of possible behaviors. i, X g A promise is thus made by a nodgto a
noden,. A promise is assumed to be always kept.




Notice that, in the definition, the agent-nodes, betweerclvpromises are made, are
kept separate from the constraints between them. This ieritaupt for avoiding the kinds
of ordering ambiguities alluded to in the example above.

Example 9 (Service Level Agreement (SLA))Agentn; promises agenit; to provide
service of type ‘database access in tigier is the type domaig € [0, o] and the con-
strainty(¢) : 0 < ¢ < 10ms.

The formulation of a promise, above, has obvious charatiesiof a directed graph.
Two special types of promise will be identified below, in artiebuild/rebuild conven-
tional structures from these basic atoms.

e A promise to agree to behave like another.
e A promise to utilize the promise of another.

The first of these is essential for defining groups, roles antbstructures with concensus
behavior. The latter is crucial for client-server intefans, dependencies and access con-
trol. The rest of this paper is about logically combiningiindual promises into collective
and consistent policies that allow cooperation betweeorarhous agents.

2.4 Whatis an inconsistency?

In this elementary scheme, the only inconsistency that canras if an agent promised
two contradictory things to a second agent.

Definition 3 (Broken promise) A promise ofy; and typer from agentn; to agentns is
said to be broken if there exists another promise fronio ns, of x2 and typer, in which

X1 7 X2-

It says that an agent can only break its own promises: if antagemises two different
things, it has broken both of its promises. Two promisesfédint types do not contradict
one another, but two promises about the same thing are ci@adnsistent. Put another
way, the intersection of any;, x; of the same type must be the null set foriaihd;.

2.5 Uniformity through collaboration

What is required is a construction based on freely given gesthat allows independent
agents to come together and form structures spanning $evadas; i.e. byoluntary
cooperation Such an agreement has to be made between every pair of mvdéed in
the cooperative structure. We summarize this with the fahg:

Definition 4 (Cooperative promise rule) For two agents to guarantee the same prom|se,
one requires a special type of promise: the promise to catperith neighboring ageng
nodes, about basic promise themes.

A complete structure looks like this:

e 11 promise to ns.
e 1y promises:; to collaborate aboup (denote this as a promisé(p)).

e 11 promisesn, to collaborate aboup (denote this as a promisé(p)).

e 1y promise to ng

10



By measuringp from bothn; andns, ns acts as a judge of their compliance with
the mutual agreements between them (see fig. 2.1). Thissatoevbasis of a theory of
measurement, by third party monitors, in collaborativemoeks. It also shows how to
properly define structures in the file-directory example (g 2.1).

If only one of the agents promises to do as the other, thenwlilepoth do the same,
but one agent assumes a position of control over the otheragént which has not made a
promise can lead the other by the nose, making it follow iesyewhim. Only if both agents
promise bilaterally to cooperate, can they obtain a promhigeis a stable fixed point.

C(p)

Figure 2.1:(Left) Cooperation and the use of third parties to measweedjuivalence of agent-nodes
in aregion. Agents form groups and roles by agreeing to aad@@bout policy. (Right) This is how
the overlapping file-in-directory rule problem appearseimts of promises to an external agent. An
explicit broken promise is asserted by file, in spite of agreets to form a cooperative structure (i.e.,
in spite of an implicit agreement among the nodes at thededtt as a group).

2.5.1 Dependencies and handshakes

Even networks of autonomous agents have to collaborateeladate tasks, depending on
one another to fulfill promised services. We must find a wayxpiressing dependency
relationships without violating the primary assumptioraatonomy.

Consider three agents;, ny, n3, a database server, a web server and a client. We
imagine that the client obtains a web service from the webesewhich, in turn, gets its
data from a database. Define propositions and validities:

e p; = "“will send database data in less than 5 mg,"— n.
e po = “will send web data in less than 10 ms,5 — ns.

These two promises might, at first, appear to define a coltoorbetween the two servers
to provide a promise of service to the client, but they do not.

The promise to serve data from — n» is in no way connected to the promise to
deliver data frommy — ns:

e 15 has no obligation to use the data promisechby
e 1y promises its web service regardless of whapromises.

e Neithern; norng can forcen, to act as a conduit for database and client. (Indeed,
in the case ofi3, this is not even a reasonable expectation as any intendmtioveen
ng9 andn; ought to be transparent to it.)

What is needed is a structure that complete the backwardsiges toutilize promised
services — promises that completesamdshakédetween the autonomous agents. We re-
quire:

e A promise to upholg; fromn; — na.

e An acceptance promise, to use the promised data from» n;. In many cases, this
is analogous/equivalent to an acknowledgment.

11



db

www/db

use db

Figure 2.2:Turning a conditional dependency into a real promise. Thesgary structure is shown
in graphical form.

e A conditional promise fromy — ng to upholdp, iff p; is both presentand accepted.

Thus, three components are required to make a dependenispr¢gee fig. 2.2). This
requirement cannot be derived logically; rather, we mustgp it as part of the semantics
of autonomy.

Assumption 1 (Acceptance/usage promise ruleiutonomy requires an agent to explic-
itly accept a promise that has been made, when it will be ueedetive a dependent
promise.

One thus identifies a second special type of promise: they&isar “acceptance” promise.

2.6 Autonomous, voluntary cooperation

What use is this construction? First, it advances the mstoifef making all policy deci-
sions explicit. In the example in fig. 2.2, it shows expligithe roles and responsibilities
of each of the agents in the diagram. Furthermore, the graptepresentation of these
promises is quite intuitive and easy to understand. Thetageton has two implications:

1. The component atoms (promises) are all visible, so thenisistencies of a larger
policy can be determined by the presence or absence of dispiaiin the labeled
graph of promises, according to the rules.

2. One can provide basic recipes (handshakes etc.) foribgitdbncensus and agent
“societies,” without hiding assumptions. This is impottanpervasive computing,
where agents truly are politically autonomous and everynige must be explicit.

The one issue that we have not discussed is the question otboperative agreements
are arrived at. This is a question that has been discusskd aohtext of cooperative game
theory[11, 12], and will be elaborated on in a future pap&[XOnce again, it has to do
with the human aspect of collaboration. The reader can esesinagination in introducing
fictitious, intermediate agents to deal with issues suclinasesl memory and resources.

2.7 Interlopers: transference of responsibility

One of the difficult problems of policy consistency is in ts&rring responsibilities from
one agent to another: when an agent acts as as a conduitrbrpetefor another. Consider
agents:, b andc, and suppose thathas a resourc8 which it can promise to others. How
mightb express ta:: “You may have access t8, but do not pass it on tg'?

The difficulty in this promise is that the promise itself nef¢o a third party, and this
mixes link-worlds with constraints. As a single promisasttlesire is not implementable
in the proposed scheme:

e ItreferstoB, whicha has no access to, or prior knowledge of.

o If refers to a potential promise fromto ¢, which is unspecified.

12
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Figure 2.3:Transference of responsibility.

e |t preempts a promise fromto b to never giveB alonga — c.

There is a straightforward resolution that maintains themamy of the nodes, the principle
of separation between nodes and constraints, and whichstia&eoles of the three parties
explicit. We note that node cannot order node to do anything. Rather, the agents must
set up an agreement about their wishes. This also revealathahat the original promise
is vague and inconsistent, in the first instance, stnoever promises that it will not give
B to c itself. The solution requires a cooperative agreementfige2.3).

e First we must given access taB by setting up the handshake promises: i) from
b — a, “send B,”ii) froma — b, accept/use “send B.”

e Thenb must make a consistent promise not to séhilom b — ¢, by promising “not
B along this link.

e Finally, a promises to cooperate witth’s promises about “naB,” by promising to
cooperate with “notB” alonga — b. This implies the dotted line in the figure that
it will obey an equivalent promise “ndB” from a — ¢, which could also be made
explicit.

At first glance, this might seem like a lot of work for expressraple sentence. The benefit
of the construction, however, is that it preserves the ha#iciples of make every promise
explicit, and separating agents-nodes from their intestid his will be crucial to avoiding
the contradictions and ambiguities of other schemes.

2.7.1 Promises with strings attached

Constrained promises are a seemingly similar situationatasterred responsibility when
the constraint refers to a third party. For example, comdide previous scenario again.
Agenta desiresB from b, butb is willing to provide it only if a agrees not to pass it on to
c. In this case, suppose thaits the authoritative source f@&, makingc equivalent to the
rest of the world.

In this casea must promisé not to pass on the information &) butb makes no such
promise itself (quite the contrary, in fact).

This case is structurally simpler than the previous one @t dhandb make a pair of
promises to one another, and sending/using contingent ora’s not disseminatind any
further (i.e., to any):

e First,b promises that only it can give accessBoanda must promise to cooperate
with b.

e Then we can give access td by setting up the handshake promises: i) fliom a,
“send B,” ii) froma — b, accept/use “send B.”

This is expressed with the “&&” notation in fig. 2.4. Note that promises involve
directly.

13
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“Not C" and "send B"
b C("not C") and U(send B
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Figure 2.4:A constrained promise.
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Chapter 3

Applying promise theory to
cfengine

Promise theory is about autonomous agents. How does thasapply to cfengine? It
has always been a principle of cfengine that hosts shoulditemamous in a management
sense, but promise theory is stronger than that.

Promise theory is essentially a model for generalgeices The challenge, then, is
to see cfengine as a service carried out by autonomous agents

3.1 Agents and constraints

Cfengine deals with objects such as files, processes, digksfaces, etc. Each of these
will be represented by an autonomous agent in the sense ofiggdheory. This might
seem counter-intuitive, since files cannot really play aivacole in anything, but this we
can show that this is just a formality, and the modeling israppate.

Because cfagent’s function is #dter the configuration attributes of an object, when
they are incorrect, we need to think of two distinct phases@ppings that are involved in
each cfengine statement.

There is a set of possible configurations for an object of argtype. We can denote
the type as, e.g. file attributes, web process configuration.

By making a policy, we promise to restrict the behavior of system to a subset of that
possible realmp,, which we denotéP (for constraint). Finally, if the system falls outside
of the allowed constraint, we must identify a unique state’P to set it to, by an operation
Oq. The choice of; is arbitrary, as long as it is within the policy sBt

Consider the diagram in fig. 3.1.

e Typed PromiseslI:

A promise is a description of what subdomain of valties: state of typer may
occupy, according to policy. The sgt represents a domain of possible values for
the state. The subdomaih C p. could be represented as a regular expression, or a
list, etc.

A promise is thus a surjection from to P.

e Typed OperationsO:

For each type of promise there is an operation that bringglitrary state of this
type back into a promised range. An operation is a many-®fanction that is
convergent.

15



Figure 3.1: The mappings in policy from the space of pods#slto the policy-allowed
subset, to a representative element of the policy allowedse> P — ¢ € P

An operation0 is applied to any statg ¢ (pr — P), i.e. any state outside of policy.
It takes all such states to a single representative vglwehich is called thedeal
state An operation is an idempotent surjection frgm— P to P.

3.2 Convergent operations imply promises

A special feature of cfengine is that it expressed policyliaity through the asserted
operations. It does not traditionally separate promisenfrepair-operation.

Because of the similarities between the promise and thetera@nce operations, cfengine
tries to simplify the situation by hiding the distinctiontbeen them.

3.3 A service model of operations

The individual agents, in the sense of promise theory, aregsses, files, and the resources
of the system; in addition, cf agent (as a process) is itsetfgent.

We might want to imagine that policy means that cfagent psesito make everything
on the system “right,” but this is the wrong way to define a pisanfior autonomous agents,
because the resources control their own attributes. Cfaipeuld not promise something
about the state of attributes that do not belong to it (evendh its privileged position in
Unix often allows it).

Instead, we must turn things around and imagine cfagent tioebebserver of everyone
else’s promises. Policy is not something that is centradlfirebd, it is the sum of many
individual promises. (The fact that most agents share thesd@iagent.conf file is not yet
relevant.)

Definition 5 (cfagent as Promise Observer)Cfagent functions as a observer of promiges.
In this way, the reciprocal nature of promises (promise gpare ensured. In addition, th
monitoring allows resources to (conceptually) make presiwithin the cfengine framg-
work.

3.3.1 Between whom are promises made?

For the purpose of verification, cfagent has the naturalistaf an observer. We define
promises from every configuration object to cfagent, fotdanse:

/etc/passwd > cfagent (3.1)

16



wherer stands for{ file mode= 644, owner = root}.

But, we would also like to have the cfagent promise to resjifthe resource’s promise
is inadequate. Consider an autonomous agent that has theftasnfiguring a resource
somewhere else. What are the promises required to sustdimaimtain policy between
these independent parts of the system?

Let us consider this situation in two stages of increasimstication. We shall think
of the behavior of the prototype configuration agent cfagemich requires that a host
configure a resource within a constraint such that a measatadq should lie in a set of
acceptable policy valueB.

We shall pick a particular and stay with it so that we may simplify the notation by
eliminatingp,. The resource promises the agent that it will olfewnd also that it will
obey the agent’s wishes; the agent promises to set the valu¢ooa policy conformant
valueg, (see fig. 3.2).

resource “<5 agent (3.2)
and cfagent promises to set the valuegdb a specific value irP. These promises are

geP

use g= ¢,
resource agent resource

Figure 3.2: The simplest agreement between a configuragjentand a resource.

consistent but they do not capture the usual convergentrd@rsaf the promises made
by configuration agents (e.g. cfengine [9]). Note that tHe of the ‘use’ promise is to
authorize the agent to act: it obliges the resource to comjttythe agent’s promise. This
is the glue that makes a constraint into an action (opergation

In the second version (see fig. 3.3), we add a conditional @@iniat gives the
promises convergent semantics: if we denote the use pramsisa operato,., we
may write:

Ouseq = dp, Q;Dep

Ouse 9p = dp, v dp € P. (3-3)

We denote the complement 8fby —P. In other words, the agent promises:

= ~P
agent %®/9€7F Lesource (3.4)

The agent associates an implicit action item to this promise it will set a fixed value
from the policy set if the actual value is found to lie outsille policy set. For example, if
the resource is a file and the policy set is the set of strings, B.C'}, the agentd might
choose to set the contents of the file, i.e. the vajue B.

In the third and final version of this policy agreement, wergf@the perspective and
place the agent in the driving seat, making it the source stijator of policy rather than
merely a police force for a pre-decided rule-set.

(A =0/ b RS A) ® R 1T/ /9€TP) 4 (3.5)
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q=gq, /gellP
s > \-/ ...........
use g=d,
resource agent resource

Figure 3.3: An agreement between a configuration agent aesairce with a conditional
promise.

This is a circular promise, and we may show that it is selfsitgtent by applying the com-
position rule:

i [ qeP if(qg=q/q€—-P)C (q¢=qy/q € —P) (Whichis true)
710 if (¢ = gp/q € ~P) N (q = gp/q € =P) = ) (which is false)

In other words, setting a value— ¢, is consistent withy andg,, being elements of the
policy setP:

(3.6)

q=0,/geP

qeP/qg=q, /qelP

use q= ¢,

resource agent

Figure 3.4: A comprehensive agreement between a configaragient and a resource with
a conditional promise. Note the reversal of node-roles.

Note the interesting result that it is unnecessary for teeurce to promise that it will
have only a single ‘correct’ value, i.¢.= ¢,, it is sufficient to allow a more general fuzzy
rangeg € P. No inconsistency or indeterminacy of action arises.

3.3.2 What is an operator?

An operator is easily identified as a bilateral service ager® between two parties. The
agent promises to inform the resource that about the caraat, and the resource promises
to use that value.

A use qp please set g,
qu = resource — agent® agent — resource
ap
»
use q
= resource — agent | . (3.7)

3.3.3 How can the resource promise something?

If the resource is a file, how can it promise to adopt a statpgsed to it by cfagent? This
is a formality that we can easily deal with by splitting cfag@to a passive part and an
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active part. We can associate the active part of the agehtewéry resource, to allow the
resource to effective change its value. This is allowed ag &s the active and passive parts
of cfagent do not communicate with one another, except bexpécit promise arrows we
draw.

The point of having this construction is to make all promiGaformation transfers)
explicit, thus as long as this is the case, the particularehaichbstraction is not important.
The usefulness of this construction is in converting an iaitplogical problem into an
explicit graphical one, with simple rules.

3.3.4 Distributed promises

Notice that, the passive cfagent plays the role of a centmlitor. There is nothing in
promise theory that distinguishes the location of the agenhey might be co-located on
the same host (as with cfengine), or on different hosts (#s 8NMP). The only assump-
tion is that promises will be securely transmitted.

3.3.5 Cfengine file syntax

The syntax of cfengine has the form

object promise =
promise = Ta...
promise = m, (3.8)

which is simply a pragmatic rewrite of

T, T2,

object """ cfagent (3.9

3.3.6 Conditional promises and cfengine class triggers

If one promise is made or used, it can trigger a conditionahpse (see fig. 3.5). In
cfengine quasi-syntax:

<obj ect- 0> promni se=constrain-0 defi ne=yes
yes: :

<obj ect-1> prom se=constrain-1
lyes::

<obj ect-2> prom se=constrain-2

We might at first expect this scenario to look like the dep@acgiehain in fig. 3.5:

However, this picture is not correct, since all promisesmaagle between objects and cfa-
gent. Instead, we have the picture in fig. 3.6.

Once again, this structure indicates that the monitoriagent needs to communicate
back information to the scheduling cfagent. This occursufh classes, which themselves
are formally a service provided by the monitor to the operatl scheduler.

Note that we suppress the bilateral promises from each aflifeets, as in fig. 3.2, for
clarity.
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Tlyes

o °

U T yes

Figure 3.5: We might expect the conditional structure alioveok like this diagram, but
we must remember that all configuration promises are betwbgrtts and cfagent.

objects Q0

P T cfagent
107 Ve @

Figure 3.6: The initial object makes a promise. The agent thports back to each object
if the promise is kept a values of “yes” with a broadcast pgenio each object, of the
value of a variable “yes.” The two lower objects then makértben conditional promises
based on whether the promise is “yes” or “lyes” (not yes).

3.3.7 Cooperative promises

Cooperative promises arise when several objects promesathebehavior to a third party
(in this case the cfagent monitor).
By grouping them together in a syntax of the form,

compound — object promise = m
promise = Tma...
promise = m, (3.10)

one can imagine implicit contracts between the objectseérctimpound object. The com-
pound object can be represented by a regular expressiomplysis a directory or process
container, as in fig. 2.1.

3.4 Cfengine constructions as promises

3.4.1 Most promises

Most cfengine actions are of the simple form of a single peznaibout state from an object
(file, interface, process etc) to the cfagent node.
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3.4.2 Classes

Classes are determined by observation. The cfagent malgtermines information about
objects that are not represented in the graph (e.g. harseddike operating system type).
This information must be considered internal to the cfageate. Any node in the graph
can, in principle make observations about the environniertin cfengine all such infor-
mation is passed via the cfagent node.

Class information is passed to objects as a promise or skxsgse from the agent, and
they promise to use that information by being defined in an@miate class, as in fig. 3.5
and section 3.3.6:

cl asses:

observed class = ( Qobservation )
action:

observed cl ass::

<prom se>

3.4.3 Copy files

A copy operation is a straightforward service provision iniet the service promises the
contents of the source file and the result is transferred asdittonal promise to cfagent.

cfagent
content same .
copy destination contents data
use data source

Figure 3.7: A copy action, represented as promises.

3.4.4 Linkfiles

A link operation is a straightforward service provision ifiah the service promises the
name or identity of the source file and the result is transteas a conditional promise to
cfagent.

3.4.5 Methods

Methods are cfengine’s subroutines or function calls. Ttemy take parameter substitu-
tions, classes and can return both variables and classes ¢talling method or function.

Modeling this behavior presents a number of subtletiesarctintext of promise theory,
but we learn a lot by doing so.
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cfagent

linked .

. . rce-nam
link/alias source-name

use name source

Figure 3.8: A link action represented as promises.

Arguments represent the values of data that can be substituparameterized rules.
An argument or parameter could be

e The name of an object.

e The scope of the promise’s constraint.

The only channel of communication is in fact the promisesagpuments must be
communicated as a set of promises to relay these values lgcthlecfagent.

Each method call is bound by a use-promise to a caller thatli®spthe argument
service, and relays the data to the object agents withinltleter. Since each object can
read argumentinformation authorized to it from the locabeit, data can be passed to the
correct agent by a promise.

Agents make promises, so they are the repository of the @nsinformation. (We
write this information on the arrow to indicate which it ajgsl to, but the information
originates from the pointing object agent. Thus there isiffdlty about communicating
variable data that parameterizes constraints.)

Method agent

a b ? argument

Figure 3.9: A method is a self-contained cluster of promteea “local agent.” Each
method must have its own representative cfagent, to whomiges are made. This agent
is also needed to relay communications between the methtedshjects and the calling
method.

Return values are passed back as conditional promises fretotal cfagent node to
the calling agent. On receipt of a confirmation of action pisarthe local cfagent promises
to return a value or a boolean class to the caller.
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Chapter 4

A consistent syntax

In this chapter, we begin to consider how cfengine 3 syntdkembody promises and
convergent operations.

4.1 Lessons: What does promise theory tell us about cfengifie

The preceding discussion has led to the following key casichs with respect to applying
promise theory to the design and functioning of cfengine:

1. Cfengine provides/makes possible a framework of intaroanicating independent
agents working together by voluntary cooperation. Theseesponsible for manag-
ing the resources.

2. Itmustinclude capabilities which are able to monitoe(sfd), transmit data (cfservd
or local), and act to alter state (cfagent).

3. Parameters can be passed within this framework as condifpromises.

Since all promises are mediated through cfagent, cfagaheisecipient of all policy
promises, except when promises are usefli ne orel sedef i ne to trigger conditional
promises. A basic promise therefore consists of a resowjsetoand a number of con-
straints.

1. There is a resource object with a privileged significance.

2. There are different types (or categories) of promise. nigmating the distinct, or-
thogonal types must be one of the objectives in designinggife 3.

3. Resource objects should not overlap—e.g. /etc/* antpaetswd—at least with respect
to the same promise. Ideally, no overlapping of objects aidnd permitted. How-
ever, enforcing this would make operations like tidy unnggable since tidy must
be able to traverse and examine paths which are cited ast®bjsewhere.

4. Boolean results can be used as conditionals (cfengissasda

5. There must be a constraint (promise) about the objedtibates and/or character-
istics, for each type of promise about the object. Howewverafi constraints need
be embodied in &onstrai nt stanza (see below). Constraints can be defined
formally as such, but they are also implicit in the optionsdis every object speci-
fication.
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6.

4.2

Methods are not necessarily closures, in the sense oftalmjentation, for the re-
source objects. They are simply named clusters of promiesibly parametrized
as patterns. However, if there are no broken promises, queryise is a closure
with respect to its data.

. As each method has its own local agent with its own statehestiefs about the

environment, belonging to a specific method has the potédistigprejudicing the
state with respect to which the parametrized promises adent@are is required to
avoid this pitfall.

A data model

4.2.1 Objecttypes

The following object types are proposed:

File system objects: i.e., files and directories. The cp@ading action item is
files-and-dirs.

Processes: processes whose existence should be verifiéghtiuld be signaled,
and so on. The corresponding action iterpiocesses.

Command: external command to be run. The correspondingetdim isconmrands.

Devices: Devices to be validated, configured, etc. Cuwyeitie defined devices
would be network printers and network interfaces. The poading action item is
devi ces.

Database records: specific entries within LDAP directoriee Windows registry
and potentially other directories and databases. The soreling action item is
records.

File systems: local disk partitions and remote shares wbahbe mounted, un-
mounted, shared or whose status should be validated. Thesponding action item
isfil esystens.

Misc. system configuration: configuring /etc/resolv.comd &etting the time zone.
The corresponding action itemsysconfi g.

Packages: files to be installed on or removed from the sysfém.corresponding
action item ispackages.

Methods: user defined cfengine “functions” which can be p&taized and reused.
The corresponding action itemngt hods.

Note that all other current action sequence items are rethovkeeir functionality re-
mains, but appears in a more consistent and (hopefully)argent way in the syntax.

4.2.2 Constraints

Making templates for the many command attributes in cfem@ithas been suggested as
a way of rationalizing syntax. An alternative is to sepatate definition of constraints
entirely from the place where they are used. This approaahdady used in “filters” and
“acls,” which are merely constraints already. It seems natio generalize this idea. An
editfile block on a file is also a constraint on a file attribut® ¢ontents).
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Cfengine 3 constraints—or promises—are a syntactical amesim for grouping a set of
attributes into a named, reusable unit. In keeping with e theoretical underpinnings,
constraints can also be referred to as promises (and bottokdg are supported).

Multiple constraints can be applied to a given object. Hosvel is very important to
understand at the outset that any constraints must be @éekdgfined to be orthogonal. In
addition, since some items that can appear within constraém also appear as settings at-
tached to the item itself, the same considerations appiyagt, the item specification itself
is also a constraint.) Cfengine 3 will always flag multiplesifications of the same setting
as an error regardless of the source(s) of the duplicatioep®in the case of overrides of
global defaults (set in theef aul t s constraint).

Constraints must also be constructed and applied so thaitemls which are applicable
to the latter are included. If there are options within thasteaint which are invalid in the
usage context, an error will result.

Constraints may be grouped using titeoup constraint type. However, any “circular”
nesting is an error.

Constraint types

The following types of constraints can be defined:

e per ns: sets of permissions specifications, including traditiddgidl X file owner-
ship and modes, ACLs, and other related items.

e what fi | es: File system objectinclusion, exclusion and/or ignoregrat (regular
expressions).

e copy: Settings related to file copying, including the source fmees for files, com-
parison criteria when deciding whether to update and exjstie, and the like.

e execut i on: Settings related to command execution.

e transacti on: Settings related to the application frequency and outaofofengine
specifications (e.gi,f el apsed, expi reafter, define,informl og, and
SO on).

e edi tfil e: File editing specifications.

e 1ot at e: File rotation specifications and conditions.

e checksum Specifies file checksum comparison parameters.

e spool : Specifies parameters related to tidying up spool diregsori
e dept h: Settings related to recursion and link-following.

e filter: Currentcfengine 2 filters.

e def aul t s: Sets default values for various parameters. Can be odemidith the
const r ai nt s=nodef aul t option in any item.

e gr oup: A named set of constraints which can be applied as a Notie that overuse
of this feature will result in unreadable configuration filesd is thus strongly dis-
couraged

See the examples in the next chapter for more details.
Open question: what would constraint parameters look like?
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4.2.3 Assignments

Currently cfengine mixes the setting of control attributéth the definition of user-variables.
There is no clean understanding or distinction between, Istalars and arrays. These
should be separated.

4.2.4 Objectrules

It is proposed, first of all, to terminate all statements vei#mi-colons in order to define
syntax more clearly. This also makes it easier to parse.
A policy statement needs

e A promise (constraint).

e A maintenance response (convergent operation).
e Transaction attributes (administration).

For example, something like this:

Example 10
obj ect _type:

cl asses::

<resource object> constrai nts=tenplatel, tenplate2,
setting = value, ... ;

A resource object is then a set of one or more objects (as dedinave), specified as a
single item, a list, a regular expression, and so on.

4.3 Handling functions

What should the handling functions (really callbacks, amtors” or function objects)
look like? How should they behave?
We would like to:

e Make the language extensible
e Discourage the use of arbitrary, non-convergent functions

My feeling is that we have to be very careful about this. Thalg® not to create as
much freedom as possible, but to balance flexibility withstoaint.
Methods will have the following general structure:

net hod name( parani, paran?, ...)

{

control :
met hod- specific control directives
[ prenet hodcommand = conmmand]
[ post met hodconmand = conmmand]
actionsequence = |i st

paranet ers:
type paranil [default=value] [valid=range-or-test]
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type paran® [default=value] [valid=range-or-test]

sendcl asses = |ist-of-classes
returns:

|ist-of-variabl es

returncl asses= |ist-of-cl asses
vari abl es:

| ocal -vari abl e-decl arati ons

action-sequence-sections

Methods are invoked in theet hods stanza (see the examples).

Methods may call other methods (including themselves?).

Local variables and positional parameters are derefedanite a dollar sign as usual:
$paraml. Parameter default values allow arguments to beeaimwhen the method is
invoked. Without a default value, a missing parameter \e#luit in an error.

Note that the outermost “level” of every cfengine 3 configiorais inherently a method.
This is indicated using the reserved method nafengi ne (which takes no arguments).
This results in the following general configuration file stiure:

nmet hod cf engi ne

{

control:
pr obes:

action itens ...

}

constraint perns sysfiles

{
addi ti onal constraints and nethods ...

4.4 Type-inference

4.5 lteration and arrays

One usually wants to iterate over objects rather than ated# i.e. many objects can have
common attributes, but a single object cannot have mangreiift sets of attributes. Thus,
implicit iteration over a promise-set is easily accountad f

The semantics of iteration must be defined in each contextnBtance, iteration over
a remote server could mean fail over: try until successati@n over a file object would
mean do all these things.

Iteration over the following:

I$(1ist1)/$(1ist2)
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must be also defined. The most obvious meaning would be theretdcombinations
of the items in the two lists (please consider all contralaures in the this subsection as
pseudo-code and not as proposed syntax):

foreach i in listl
{
foreach j inlist 2
{

1$(i)/%())
}
}

In an array context, an intuitive interpretation is to usesarutive elements of two
arrays, thereby stepping through the them sequentially:

# requires sizeof (array2) >= sizeof(arrayl)

foreach i = 1 .. sizeof(arrayl)
{
[$(arrayl[i])/ $(array2[i]) #or i ->j
}

In this second case, consistency is obviously contingetti®@oardinality of the arrays.
Finally, for associative arrays, iteration logically sktbaonsist of using elements with
matching keys:

foreach k in keys( $(list1[]) )

{

I$(listd[Kk])/S(list2[k]) if $(list2[k]) !'= NULL

}

This latter formulation should exclude elements from eitireay which are not present
in both arrays.
4.5.1 Recursion

In languages like ML, one has “tail end” recursion, in whicteaursive function can read
off a stack in order to process a list. Is this a desirable @rypof cfengine rules, once
parameters are allowed?

4.6 Compliance with standards

Common criteria
Service management
Configuration management

4.6.1 Anomaly detection additions

e alerts here

disk free space

CPU usage

Free memory

Reachable network connection
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Chapter 5

Specification through examples

This section provides examples of configuration file entiaesll of the cfengine 3 capa-

bilities. Be aware that we do not concern ourselves withselasn this discussion in order
to focus on the constraints and operations themselves.diti@u, we assume familiarity

with the functioning and features of cfengine 2, so the exgti@ns of individual examples
are somewhat terse.

5.1 Constraints
Constraints have the following general structure:

Constraint type nane
{
optionl = val uel ;
option2= val ue2 ;

In the interest of regularizing the syntax, equals signseHaeen used here are else-
where. However, colons are also acceptable (as in cfenditterXspecifications).

5.1.1 perms: Permissions, ownerships and other attributes

This is the most complex constraint type. It includes the Atefinitions found in cfengine
2 (several distinct types), as well as standard UNIX owripssaind file modes, BSD flags,
and permissions for other entities such as database remodd=sxported file systems.

Multiple permission types can be mixed within a singler ns constraint. However,
errors will result from both internal inconsistencies (ticgtion?) between the items (e.qg.,
both an ACL specification and a UNIX file mode) or applying astoaint containing items
which do not apply to that specific context (e.g., includin§Bflags and having it be
invoked on a Linux system).

What follows are sample constraints each containing asiitgn which serve to illus-
trate the latter.

The following is an example constraint defining UNIX file owsleips and permissions:

Constraint perns sysbinaries

{

pernmtype = unix ;
owner = root ;
group = 0 ;
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node = 755 ;
}

A uni X per mconstraint must contain at least oneoviner , gr oup, andnode.
The following constraint defines a POSIX ACL:

Constraint pernms chem

{
permtype = posixacl ;
met hod = append ; # or overwite

user:*:rwx ;
group: *:rw ;

ot her: »: noaccess ;
mask: *: rwx ;

user: mark: +r x, =w ;

user: ael een: renove ; # currently the keyword is default
group: chem +rw ;
}

If you wanted to set the ownership of the file(s) as well, thea would create a con-
straint with both a unix and a posixacl item, but the unix itammuld need to omit the
mode.

Here is an example, which also illustrates constraint giraup

Constraint perms rootbin

{
per nt ype=uni x ;
owner =r oot ;
group=bin ;
}
Constrai nt group chenperns
{
constrai nt s=root bi n, chemacl ;
}

The following constraint defines a Windows NT/2000/XP/2@@3..

Constraint pernms w nchem
{
perntype = wi n2kacl ;
met hod = append ;
group: Everyone: renove ;

user:mark: full:allow; # one can use either predefined perm ssion
user:ael een: nodify:allow; # set nanes or atom c perm ssion codes
group: chem rwxdp: al | ow ; # update to post-Wn2K: rwxdabt ui spno

}

The following constraint defines an ACL for Windows sharempissions:

Constrai nt permnms xpshares

{
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pernmtype = wi nshareacl ;

group: Everyone: renove ;
group: Authenticated Users:full:allow; # full or change or read
group: Chemread: al | ow ;

}

An analogous form can be used for permissions on Windowstrggintrieser nt ype
= wi nr egacl ), with the defined permissions letters modified to supparsé¢hthat are
valid in that context.

The following constraint defines additional file attribugsvided by BSD-based op-
erating systems:

Constraint permnms nodel ete

{
type = bsdfl ags ;
flags = uchg, uunlnk ;
}
5.1.2 whatfiles: Inclusion, exclusion and ignore lists

The following constraint illustrates this constraint typehich specifies inclusion, exclu-
sion, and/or ignore lists for various contexts:

Constraint whatfiles fpfiles

{

i nclude = "\.dbx$" ; # regul ar expressions

include = "\.prg$" ;

include = "\.idx$" ;

exclude = "\.=*junk" ;

excl ude = nodefault ; # don’t use the global exclude |ist
ignoredirs = /tnp ;

}

5.1.3 execution: Command execution

Here is an example constraint for a shell command or process:

Constrai nt execution normal
{
useshell = fal se ;
chdir =/ ;
chroot = none ;
background = true ;
umask = 022 ;
uid = 0 ;
gid =0
}

Theui d andgi d options refer to the process execution context. Ownergidper-
missions settings for files that may be created are specifaed geparateini xper nms
constraint.
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5.1.4 transaction: Action control and outcome

This constraint type includes items which specify frequyemutcome classes and log-
ging of actions cfengine may take. Here is a simple examplitwketsi nf or mto
true, specifies logging to an external file and to syslog aretifps that detected er-
rors/inconsistencies are to be repaired:

Constraint transaction fixverbose
{
inform= true ;
log = file, syslog ;
action = repair ;

}

This example constraint specifies classes to be defined amal/esl when an action is
and is not taken (the fact that all four possibilities arespre here shouldotbe construed
as good practice; it is merely illustrative in this instance

Constrai nt transacti on defi nes

{

define = hupinetd ;

el sedefine = killinetd ;

undefine = killsyslog ; # renmove cl ass(es) on success ...
el seundefine = hupsysl og ; # ... or failure

}

i f el apsed andexpi r eaf t er may also appear inr ansact i on constraints.

5.1.5 editfile: Modifying file contents

This constraint type is the most problematic and the mostdif to use in a convergent
manner. Indeed, some/most existiagi t f i | es editing directives are (inherently) non-
convergent, or at the very least are quite difficult to use melably convergent manner
(unless they folloveEnpt yEnt i r eFi | ePl ease).

On the other hand, the following directives are almost abvegnvergent (at least in
the absence of bugs in cfengine itself). Another way of sayfis is that it is very chal-
lenging to create closure using directives editing othanttihose in the following list. The
cautious/prudent system administrator might consideitifignedi t f i | e constraints to
these:

e Appendl f NoSuchLi ne,Appendl f NoLi neMat chi ng,Appendl f NoSuchLi neFronFi | e
and theirPr epend variants.

e AppendToLi nel f Not Cont ai ns

e Comment Li nesCont ai ni ng,Comment Li nesMat chi ng, and theiHash, Per cent ,
Sl ash andUn prefixed variants. Note that thdash, Per cent , andSl ash ver-
sions are removed from cfengine 3; use$e¢ Conment St ar t andSet Corment End
directives to set the desired commenting method.

e Del et eLi nesCont ai ni ng,Del et eLi nesMat chi ng,Del et eLi nesStarting,
Del et eLi nesCont ai ni ngFi | el t ens, and theiMNot variants

e Enpt yEnti reFi | ePl ease: note that virtually any directive(s) following this
one will be convergent.

e Fi xEndof Li ne
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o All of the War n directives.
e Repl aceAl |

e Set Corment St art , Set Conmrent End, Spl i t On, UMask, Aut oCr eat e, and
Begi n ... End blocks.

Here are two exampledi t f i | e constraints. The first one comments out lines begin-
ning with “rs” with a hash (#) character:

Constraint editfile hashrs

{
Set Comrent Start = "#" ;

Set Conment End = "" ;
Comment Li nesStarting "rs" ;

}

This constraint uncomments any lines containing the sgecjfiath string, and then
adds such a line to afile if it is not already present somewlvéhen it:

Constraint editfile addnotd

{

UnConmment Li nesMat chi ng ".*/usr/local/bin/notd. pl.=*" ;

Appendl! f NoLi neMatching " x/usr/local/bin/notd.pl[ $]" "/usr/local/bin/notd.
}

Theedi tfil esi ze andedi t bi naryfi | esi ze settings can also be specified in
anedi tfil e constraint.

5.1.6 rotate: File rotation settings

The constraint type specifies settings for rotation of logsfiand other files. Here is an
example, which rotates files which are more than 500 MB in sizare 30 days or more
old, compresses the old copies using, gzip, keeping up tédldbpies, and using numerical
suffixes to name the saved copies:

Constraint rotate varlog

{

rotate = 10 ;

conpress = gzip ; # others: conpress, bzip2
suf fix = nunber ; # or tinmestanp

age = 30 ;

size => 500MB ;

test = AND ; # could be OR

}

These features would make cfengine 3 essentially equivaldacilities like logrotate.

5.1.7 checksum: The checksum database

This constraint specifies the location of the checksum datalas well as the validate vs.
update mode for cfagent:

Constrai nt checksum system

{

checksundat abase = /var/ cfengi ne/ dat abase ;
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checksunpurge = of f ;
checksunupdate = of f ;

checksuntypes = "md5, sha" ; # can store >1 checksumlike Tripwire

}

5.1.8 spool: Cleaning spool directories

Thespool constraint is used to specify parameters for cleaning uplgficectories (see
fil es-and-dirs below for an example use):

Constraint spool printl
{

del et enonuserfiles = on ;
del et enonownerfiles = off ;
war nnonuserfiles = off ;
war nnonownerfiles = on ;

}

5.1.9 depth: Recursion and link traversing

These constraints specify recursion depths, whether eéaandaries should be crossed
and whether links should be followed. Here is an example:

Constraint depth alltheway

{

recurse = on ;
xdev = of f ;
links = foll ow ;
}

5.1.10 filter: Specify complex file filtering criteria

The current filtering mechanisms are, in fact, constraantsl, should be incorporated into
cfengine 3.
The following simple example selects regular files with tbeigl bit set:

Constraint filter setuid

{

node = +2000 ;

type = reg ;

result = node.type ;
}

5.1.11 copy: Settings related to file copying/updating

This constraint type specifies options related to file cogyfor fi | es-and-dirs:
op=copy. Here is an example which specifies file comparisons basedaatification
times, no file purging, and a list of three potential locasidor the source files:

Constrai nt copy updates

{

type = ntime ;

sources = norway: /depot, sweden:/ new, denmar k: ;
srctype = tree ;
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purge = fal se ;

}

5.1.12 defaults: Default values for various parameters

This constraint type sets default values for many parareeRneviously, these were set in
thecont r ol section. Note that this constraint is automatically agplieevery context,
regardless of whether any other constraints are used ¢oast r ai nt s=defaul ts

is always assumed—see below). However, it may be overrid@dethe nodef aul t s
keyword in the constraints list for an entry.

Constraint defaults

{
bi nar ypaddi ngcharacter = "\ 0" ;

def aul tcopytype = ntine ;

def aul t pkgmgr = rpm ;

dpkgi nstal | cormand = "/usr/bi n/ pkgngr %" ;
excl udecopy = regexp(s) ;

excl udel i nk regexp(s) ;

expireafter 1;

i felapsed = 120 ;

inform= off ;

fileextensions = list ;
Iinkcopies = list ;
repchar =" " ;
repository = path ;
rpnconmand = command ;

rpm nstal |l command = command ;
sensi bl ecount = 2 ;
sensi bl esi ze = 1000 bytes;

split =":";
suni nstal | command = conmand ;
suspi ci ousnanes = list ;

Note that this constraint type doestaccept a name.

5.2 Action sequence stanzas

5.2.1 files-and-dirs

This item specifies configuration and maintenance for filéesyobjects: files and direc-
tories. It encompasses the functionality of thepy, di sabl e, editfiles,files,
i nks,directories,andtidy action sequence items of cfengine 2.

Here is the general syntax:

files-and-dirs:

cl ass::

f s- obj ect
general settings ...
op = copy | disable | rotate | editfile | tidy | validate
operation specific settings ... ;
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The op setting specifies what sort of operation is used to configuraaintain that
object or set of objects. Only one operation may be specifiedddition, the set of file
system objects specified within the various stanzas in #ug@ ought to be exclusive: an
file or directory should ideally be present only once (aftass processing), either by being
listed explicitly or via wildcards (the one possible exéeptto this may be witltop=t i dy
where directories that are mentioned elsewhere might dgmitraversed). If you need
to perform multiple operations on a single file or directahyn you probably want to
encapsulate the actions within a method (for an examplethgegection on methods later
in this document),

Examples for each operation type follow, beginning withgheplest.

tidy

Here is an example use of thé dy operation, which deletes files that are 5 days old and
older from a list of directories:

constrai nt transaction

nane = verbose
syslog = on
inform= on

files-and-dirs:
/$(dirs) op=tidy constraints=verbose, nodef aul t
recurse=i nf age=5 type=ntine xdev=on
i nks=keep rndirs=fal se ;

This example removes links which point nowhere from userédirectories:

files-and-dirs:
hone op=tidy recurse=inf links=tidy xdev=on ;

The link tidying options present in many places in cfengirs@ethus all gathered here
in the new scheme.
The following example tidys the system spool directories:

files-and-dirs:
/ $(spool dirs) op=tidy recurse=inf constraint=nyspool ;

The presence of apool constraint indicates that this invokes the special spaeldi
tory cleaning facility. In the interest of readability, weght wantto add aact i on=cl eanspool
or similar option.

Other options for this operation are the normal inclusirdlgsion optionsi(ncl ude,
excl ude, i gnore andfilter), along with the remainingr ansact i on constraint
options not used here (the fodef i ne options plud f el apsed andexpi reaft er).
Note that the latter group are valid for every operation tgpd so will be mentioned only
briefly from here on.

disable

Here are some examples of thesabl e operation:
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files-and-dirs:

/ etc/ hosts. equiv op=di sabl e ; # => hosts. equi v. cfengi ne
hone/ . rhosts op=di sabl e dest =. BadBoy ;

/ et c/ gshadow op=di sabl e repository=/usr/local/depot ;

/etc/inetd. conf op=di sabl e suffix=old ; # => inetd.conf.old

/lib/testlib.s o op=renanme dest=reallib.so ;

As the final example illustratesgnane is a synonym fodi sabl e.
This operation also accepts the transaction options asaselfpe andact i on.

rotate

The file rotation functionality is separated from the digadpenaming operation in cfengine
3. Here is an example:

constraint rotate

{

# rotate every 30 days and when size > 500 MB
nane = |logfiles

rotate = 5 # keep 5 files

size => 500MB
suffi x = nunbers

age = 30
conpress = bzip2
test = or
}
files-and-dirs:
[var/l og/ * op=rotate constraint=logfiles type=file

lusr/local/log/sqllog op=rotate rotate=2 suffix=tinmestanp age=7 ;

The first example shows the use of a constraint to specifydatation parameters. The
second uses only explicit options.
The transaction-related options are also valid withrtbeat e operation, asiseposi t ory.

validate

Validation is the bread-and-butter operation for files airdaories. This operation tells
cfengine to bring such objects into line with the desirecceffmmtions. It is one of the key
components of convergent system maintenance.

Here are some examples:

prom se uni xperns

{

nanme = syspermns
owner = root
group = bin
node = 755

}

files-and-dirs:

/ $(sysdirs) op=val i dat e constrai nt s=sysperns recurse=inf ;
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/$(adndirs) op=val i dat e owner =root group=0 node=550 recurse=inf ;

hone op=val i date constrai nt s=suspectfil es, nodefaul t
node=u-s, g-s,go-w # turn off set{u,g}id, non-owner w
recurse=i nf xdev=off |inks=traverse ;

These examples descend into directory trees and verifwiiheship and permissions
on the files, correcting them if necessary. The first two exesgre quite similar, with one
using a promise/constraint and the other using explicibogt The third example uses the
suspect fi | es constraint (not shown) to employ inclusion and exclusidasuand also
deactivates any default inclusion, exclusion and/or igrists that have been defined.

These examples verify the presence of important files amttdiries, creating them if
necessary:

files-and-dirs:

/var/| og/ messages op=validate constrai nts=sysperns acti on=create ;
/ scratch op=val i date recurse=of f npde=777 action=create ;

The current version of cfengine also providesaart i on=t ouch option. This op-
tion is almost impossible to use in a convergent way for agsfile (i.e., when it is not
equivalenttaact i on=cr eat e). We should consider removing this “touch of evil.”

This operation can also be used to verify the presence of sioriimks, creating them
if necessary, as in these examples:

files-and-dirs:

[bin -> [usr/bin op=val i date constrai nts=sysperns ;
[sw bin +>! [usr/bin op=val i date type=absol ute recurse=off ; # Mac fink
/903 -> /nf/src/g03 op=val idate nofile=force # ok to point nowhere

The transaction-related and file inclusion/exclusiorgignoptions are valid with this
operation.

Note that the file copying capabilities present in the cfaad “link” stanzas are not
present here. They are incorporated iof=copy.

copy

The functions of the cfengine 2 “copy” action item becomet jpdif i | es- and-dirs
op=copy. The “copy first” option in cfengine 2 becomes a standard phttis facility
whenever more than one server appears irstfrever s list.

Consider these examples of copies from local and remotersgst

# note that the local target file is now the object!
files-and-dirs:

/etc/hosts. all ow op=copy type=ntinme srctype=file
sour ce=/ depot/ hosts. al | ow ;

[ etcl/ hosts op=copy type=ntine
sour ce=norway: / depot srctype=tree ;
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/etclissue op=copy source=norway:, denmark:, sweden: ;

[usr/local/rpns/+.rpm op=copy type=checksum recurse=off
sour ce=norway: / depot / r pns,
(sweden, denmar k) : / pub/ r pns,
france: (/usr/share/rpms,/opt/rpns),
(a,b):(/c,/d) ;

/usr/ | ocal / pat ches op=copy source=norway:/etc/depot/patches/*.rpm
recurse=of f purge=true ;

The first example is a simple local file copy from /depot/hadlsw to the file of the
same name in /etc if the modification time of the former isrlate

The next example is a similar remote copy. It attempts to @file named hosts in
/depot/etc on server norway. If there is such a file, and itdifization time is later than
that of the local file, the copy will be made.

The sr ct ype option is needed to disambiguate where on the server cfaggnb
look; it tells how to interpret any path specified in the saulist. The first example uses
the optionf i | e, which means that the source will give the full path to theraeisfile; in
other words, it forces the source path to be interpreted &s path and not as a directory.
The other options ardi r ect or y, which says to look for a file of the same name in the
specified directory, antr ee, which says to look for a file with the same pa#fhativeto
the specified directory. The defaultds r ect or y when no wildcards are present in the
source specification arfd | e when wildcards are present.

If no path is specified with the server name, then the samegsathe target object is
assumed.

It is possible to have lists of sources: servers and/or tiress. The third example
will try to update the /etc/issue file if necessary. It wilaseh the /etc/directory on servers
norway, denmark and sweden in turn, stopping at the firstdanstance of the file. The test
as to whether to copy the file (here, using the default cateficreation time) is performed
for the first matctonly.

The next (fourth) example illustrates several points. Adedrd is used in the object
specification, which means that every file in the specifiedadary with the extension .rpm
is a candidate for updating. There is a substantial list wfate directories to check. The
parentheses allow lists to be applied on either side of thancadrhus, “(a,b):/c” expands
to “a:c, b:c”; parentheses on both sides result in all ordem@nbinations: “(a,b):(/c,/d)”
means “a:/c, a:/d, b:/c, b:/d.” Lists iterate from left tght.

When there are multiple target object and multiple sourcations, then the search
is conducted for each item individually. In other words, le#gem is looked for starting
from the start of the (fully expanded) source list, regasslef where the previous item
was located (cfengine optimizes searching internally)e Tifst located version of each
individual file is used.

In the course of such searches, nonexistent directoriesrapdy ignored.

The final example illustrates using a wildcard in the souistenith a directory as the
object. In this case, all of the matching files in the remoteatory are candidates for copy-
ing. What is being updated here is the specified local dirgcto is being synchronized
with the remote directory. In this case, all .rpm files on temote server which are not
present in the local directory or a newer than the versiohéndcal directory are copied.
In addition, any files in the local directory which are notgeet on the remote server will
be deletedfur ge=t r ue), regardless of their extension (see the next example).

Legally, you can have wildcards in both locations:

files-and-dirs:
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/ pub/ .t xt op=copy purge=true
source=norway:/text/=*.txt, sweden:/data/*.txt ;

This will update all of the .txt files in /pub from either norwar sweden, as appropri-
ate. It will also add any files present in either location vhéce not in the local directory.
Finally it will remove any .txt files from /pub which were naidnd on either server. Us-
ing the .txt extension for both remote locations effectiMahits the scope of the purge
operation to those files.

Note that there is a potential pitfall here. If there are fdesoth norway and sweden
(but not on the local system already), and those on swedeneaver, they will probably
not get updated. To do so would be to add to the original fitaljmamically, which is not
a good idea (IMHO). Such use is therefoi@ recommended.

This operation also accepts the file inclusion, file perroiss; filter, transaction, and
depth options, as well as the currenteal t h,r eposi t ory,ti nest anps,typecheck,
force,forcedirs,forcei pv4,size,trust key,encrypt,verifyandfi ndertype
options. The functionality of the link-related options isdable inop=val i dat e.

Thei ncl ude, excl ude andi gnor e options also now take the keywonadgl obal
in addition to patterns; it says to deactivate any globadéfined in thedef aul t s con-
straint.

editfile

This operation performs file editing. Note that all of thedkavork” happens in the con-
straint. Here is a simple example (which uses a constrairttefiaed earlier):

files-and-dirs:
hone/ .1 ogin op=editfile constraint=addnotd ;

The recursion, file inclusion, filters and transaction amican also be used with
editfile.

But | Want to Do More Than One Thing to a File!

Write a method (see below).

5.2.2 processes

Process handling is little changed from cfengine 2. Thansacti on, executi on,
filter andwhat fi | es constraints may be used (although in the latter case, ibisgss
names rather than file system objects, which are matchedarathe existing est art,
useshel | ,si gnal , mat ches andact i on options.

5.2.3 shellcommands

Like pr ocesses, this action item is essentially unchanged. The@nsact i on,execut i on,
filter andwhat fi | es constraints may be used (although in the latter case, ibisgss
names rather than file system objects, which are matchedarathe existing i meout ,
previ ew, noabspat h, useshel | , acti on andbackgr ound options. Aper s
constraint can also be used to specify the permissions fdiilaa created as a result of the
command execution.
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5.2.4 devices

This section is used to configure and validate devices. Tfieaetbdevices at the moment
are network interfaces and LPD-based network printers.
Here is are some examples:

devi ces:

et ho type=neti face host nane=gudi nne i pv4=192. 168. 0. 100
net mask=255. 255. 255. 0 br oadcast =ones
def aul trout e=192. 168. 0. 200 ;

i bsen type=printer protocol =l pd # coul d al so support SMB?
addr ess=nexus # | P address or hostnane
net mask=255. 255. 255. 0 # if different fromloca

# nane of the queue on the specified server--onmt to use default
queue=lp ;

The transaction options also apply here.

5.2.5 records

This section checks for the presence and settings of daarakdirectory entries. Here
are some example entries from this section:

records:

"ui d=ael een, ou=users, dc=ahani a, dc=cont dbt ype=l dap server =l dapnast er
attri but e=gi dNunber val ue=589
action=warn ;

"ui d=*, cn=users, dc=ahani a, dc=cont dbt ype=Il dap action=fix
bi nddn=$(| dapadm n) passwor d=xxx
server =| dapnaster port=636 # SSL
attri but e=l ogi nShel |
val ue=/bin/tcsh ;

"$HKEY_CLASSES_ROOT/ . t ex" dbt ype=wi nreg server=seattle
attribute="Percei vedType"
dat at ype=REG_SZ val ue=t ext
action=create ;

The first example checks the value of the gidNumber attriloutiee LDAP record with
the specified dn, warning if it is different.

The second example sets the value of the loginShell atéritautbin/tcsh for all users
in a Mac OS X domain if it is not already this value. The wildt@m the dn string causes
all matching dn’s to be considered. This example also iliies additional options for
locating and binding to the LDAP server.

The third example checks for the specified record in the Wirsd@gistry on the speci-
fied server, creating it if necessary, and ensuring thatdtiing is as specified (in Windows
parlance, the key is $HKEX_LASSESROOT, the value is .tex and the data is text). Note
thatact i on=cr eat e implies alscact i on=f i x.
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SQL databases offer more challenges since they are redatather than hierarchical.
Presumably, cfengine 3 would have to use some ODBC-bas#ityféar interacting with
them.

Specifying the object(s) of interest is challenging. Thibeeights should be considered
preliminary. Here, we look at the contents of a single cbk, ¥alue of the column “state”
in the row where “id” is 123456 in table “addresses” in dat@®mployees”

records:

"state from enpl oyees. dbo. addresses where i d=123456"
odbc=myconnecti on val ue="CT" action=validate ;

You could also useact i on=updat e to modify the value. Note thatr omand
wher e are keywords separating the field, database and where clause
Open questions about SQL databases:

e Is any of this really a good idea?

e Should multiple fields be allowed, with a value list of the gal@ngth to compare
with?

e How complex a where clause should be allowed? What abowjovhat about
field lists containing fields from different tables?

e Do we want to just have the user put in the whole SQL query? ,Ifrd@t can be
done with the results?
5.2.6 filesystems

This action is designed to check for the presence of impbidaal and remote file systems,
as in these examples:

filesystens:

/ hone devi ce=/ dev/ hdbl type=ext3 ;
[ usr/src/g03 devi ce=norway: / nf/src/ g03 type=nfs ;
[office devi ce=/seattl e/ of fice type=snb
opti ons="user =ael een, passwor d=xxx" ; # for nount

Unwanted file systems can also be unmounted:

fil esystens:
/j unk action=unount force=true ; # default action=nount

File systems can also be exported/shared using this ation i

filesystens:
/ hone2 action=export type=nfs
witelist=$(nfsallow) ;

[ openoffice action=export type=snb shar enane=o00
readl i st="+users" witelist="+chem +phys" ;

These entries validate the presence of the specified filerayaitnong the export/share
lists for the local system. Signaling/restarting serveusinbe handled separately.
The transaction options are also valid here, aignar ri val s.
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5.2.7 sysconfig

This section is used to configure /etc/resolv.conf and the one:

sysconfig:
# this action type uses keywords as objects
resol ve domai n=nydonmai n. net nanmeserver =$(serverlist)
current =keep ;
tinezone zone=EST5EDT ;

Ther esol ve object can take theear ch option instead oflonmai n. Whichever one
is chosen determines which keyword appears in the first liribeofile (i.e., “domain” or
“search”). The other value that theair r ent option can take ipur ge, which removes
any nameserver entries currently in the /etc/resolv.ctnf fi

The transaction-related options also apply here.

5.2.8 packages

This is pretty much the same as the current one, with oneiadditoption:

packages:
openssl pkgngr =r pm cnp=ge versi on=0.7 pkgdir=path ;

Thepkgdi r option specifies a list of directories in which to search fackage files
when the desired package level is not installed.
The transaction-related options also apply here.

5.2.9 probes: Probe system state and set/unset classes

The pr obes section is used to define and launch probes: items whichrdgtercurrent
system state. Regardless of this section’s placementgeprate always done before all
actions. Thus, “probes” is not a valictt i onsequence keyword.

Probes are structurally similar fa | t er constraints in structure. However, they are
used to probe the current system state prior to cfagentgakin action. They incorporate
similar tests and functions as filters, but they define andligiefine classes depending on
the results.

This probe checks whether the SSL package (RPM) in installed

Probe has_ssl

{

ExecResult = "/usr/bin/rpm-q openssl (not installed)" ;
test = ExecResult ;

define = needssl ; # al so, el sedefine

undefi ne = havessl| ; # al so, el seundefine

}

5.2.10 methods

This section is used to invoke methods. See the separaiersbetow.
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5.2.11 Moved and deleted action sequence items

The following table lists action sequence items which haserbremoved along with the
item providing the same functionality.
Cfengine 3 item

Cfengine 2 item

addmount s
bi nservers
di sks
nount al
nmount i nfo
unnount
required

br oadcast
defaul troute
netconfig

i nterfaces
editfiles
copy

di sabl e
files
directories
l'i nks

tidy

checkti mezone

resol ve

i gnore

mai | check
homeservers

filesystens
files-and-d
files-and-d
filesystens
filesystens
filesystens
filesystens
devi ces
devi ces
devi ces
devi ces
files-and-d
files-and-d
files-and-d
files-and-d
files-and-d
files-and-d
files-and-d
sysconfig
sysconfig

rs
rs

rs:

rs

rs

rs

op=editfile

: op=copy
rs:
rs:
:op=val i date
rs:

op=di sable—rotate
op=val i dat e

op=val i dat e

cop=tidy

what f i | es constraint

removed
removed

5.3 The control section

Based on the previous discussions, it is clear thatthet r ol section has been greatly

reduced. It now functions more in accordance with what ithaditerally implies: to

specify the overall functioning of cfagent.
The following items remain in theont r ol section:

e access: allowed users

act i onsequence: action list

al I owr edef i ni ti onof : variables which can change value

bi ndt oi nt er f ace: outgoing network interface

chi | dl i bpat h: library path environment variable value for child proesss

domai n: local domain

dr yr un: just say what we would have done

excl amat i on: control shrieking

honepat t er n: where home directories are

i nt er f acenane: nonstandard network interface name

| ast seen: remember/forget when hosts last connected
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e nodul edi r ect or y: path to methods files

e schedul e: set schedule for running cfagent

e secur ei nput : do/don’timport files not owned by process’ owner
e showact i ons: Add info to output prefixes

e site (synonymf acul ty): Name ourselves

e ski pi denti fy: do/don’'tassume DNS registration

e snt pser ver : server for outgoing malil

e spl ayti ne: interval for load sharing

e sysadm system administrator’s email address

e sysl og andsysl ogfaci | i ty: use/don’t use syslog and specify syslog facility
(respectively)

e ti mezone: time zone in use on local system
e ti meout : connection timeout period

e ver bose: output verbosity

e war ni ngs: whether to output warnings

The following items are new:

e Nothing so far ...
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5.3.1 Moved and deleted control section items

Cfengine 2 item

Cfengine 3 item

addcl asses
addi nstal | abl e
aut odefi ne

bi nar ypaddi ngchar act er

checksundat abase
checksunpur ge
checksunupdat es
copyl i nks

def aul t copyt ype
def aul t pkgngr

del et enonuserfil es
del et enonownerfil es
del et enonuser nai |
del et enonowner mai |
dpkgi nst al | command
edi tbi naryfil esize
editfilesize

enpt yr esol veconf
excl udecopy

excl udel i nk
expireafter

host nanekeys

i fel apsed

i nform

| ast seenexpi reafter
fil eextensions

I i nkcopi es

| ogdirectory

| ogti dyhorefil es
nount pattern

net mask

nonal phanunfil es
nf stype

repchar

repository

r pnconmand

rpm nstal | command
sensi bl ecount
sensi bl esi ze

si ngl ecopy

split

spool directories
suni nst al | command
suspi ci ousnanmes
war nnonuserfil es
war nnonowner fil es
wanr nonuser mai

war nnonowner nai

removed (unnecessary)
removed (unnecessary)
removed

def aul t s constraint
checksumconstraint
checksumconstraint
checksumconstraint
removed

def aul t s constraint
def aul t s constraint
spool constraint
removed

removed

removed

def aul t s constraint
edi tfil e constraint
edi tfil e constraint
removed

def aul t s constraint
def aul t s constraint
def aul t s constraint
removed

def aul t s constraint
def aul t s constraint
alerts

def aul t s constraint
def aul t s constraint
removed
files-and-dirs
removed

net devi ces
files-and-dirs
removed

def aul t s constraint
def aul t s constraint
def aul t s constraint
def aul t s constraint
def aul t s constraint
def aul t s constraint
files-and-dirs
def aul t s constraint
spool constraint
def aul t s constraint
def aul t s constraint
spool constraint
spool constraint
removed

removed
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5.4 Methods

Here again is the basic structure of a method, this time meagity annotated:

nmet hod name( parani, paran2, ...)
{
# Can contain the usual control directives, as well as commands
# to be run at the start and end of the nethod.
control
nmet hod- specific control directives
[ before = command ; ]
[ after = comuand; ]
[ actionsequence = list ; ]

# Positional paraneters; default values nmake them optiona
par anet er s:
type paranil [defaul t=value] [valid=test] ;
type paran® [defaul t=value] [valid=test] ;
# Sendcl asses are defined classes which are carried into the |oca
# class space of the nethod (others are invisible)
# Built-in classes are always present.
sendcl asses = list-of-classes

# Returns: both variables, returned as nethod.nanme (as in cfengine 2),
# and a list of classes to be set (both are optional)
returns:

|list-of-variables ;

returncl asses = |ist-of-classes

# Decl arations of |ocal variables
vari abl es:
| ocal -vari abl e-decl arati ons

# The heart of the nmethod -- the code ..
action-sequence-sections

j..

Here are some simple initial examples of methods. This fkatrgle disables a list of
network services controlled by xinetd which is specifiedtadiist parameter by moving
the files from /etc/xinetd.d to /usr/local/sbin/xinetdused. The suffix “.save” or a user-
supplied suffix will also be applied to the moved files. Themoetstops the xinetd daemon
before moving the files and restarts it afterwards.

nmet hod fix_xi netd(services, suffix)

contr ol
before = "/etc/init.d/xinetd stop"
after = "/etc/init.d/ xinetd start"

par anet er s:
list services
string suffix default=".save" ;

files-and-dirs:
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/ etc/ xinetd. d/ $(services) op=di sabl e suffix=$(suffix)
repository=/usr/l ocal/sbin/xinetd. unused ;

The following method illustrates a way of performing twoians on a file. The method
first copies a list of files to a specific directory, then it tetathe same list of files. Note
that ordering is handled by ttief i ne option to the copy operation.

nmet hod nyrotate(indir,outdir,files,days, nunber)

par anet er s:
list indir ;
directory outdir ;
list files ;
i nt days defaul t=7 valid=1:20 ;
i nt nunber default=5 ;

files-and-dirs:
/ $(outdir) op=copy source=$(indirs)/$(files)
owner =r oot group=r oot node=550
define=do_rotate ;

do _rotate::
$(indir)/ $(files) op=val i date action=rotate conpress=gzip
age=$(days) rotate=$(nunber) suffix=nunber ;

This example method installs a package for a service if itoisatready present and
then starts the new service:

net hod newsvc(nane, rpndir, rundir, script)

{

paranet ers:

string nane ;

dir rpndir ;

dir rundir default="/etc/init.d" ;
string script default=$(nane) ;

packages:
$(nane) pkgngr =r pm pkgdi r=$(rpndir) el sedefi ne=nopkg

servi ces:
I nopkg: :
$( nane) op=start initdir=$(rundir) script=$(script)

Theel sedef i ne option to thepackages entry ensures that the method will not
attempt to start the service if the package installatiols fai

Here is a simple method for verifying and managing proceasssciated with defined
system services, using the operating system supplied Hooki®ing so (e.g., the control
scripts in /etc/init.d on traditional Linux/Unix systems)ts workings are based around
classes which are activated based on its parameters.

net hod svc_ctrl (pnane, type, p2, p3, acti on, t est op)

{

control:
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actionsequence = ( processes shell commands ) ;

par amet er s:
# process nane or regexp to match
regexp pnane ;

# paraneter sets class indicating service type
class type defaul t=svc_unix valid="svc_uni x| svc_w n| svc_cust" ;

# the next 2 paraneters have type-dependent definitions
# type p2 p3

# unix script nane script dir

# win servi ce nane unused

# custom start cnd stop cnd

string p2 default=$(pnane) ;
string p3 default=/etc/init.d ;

# paraneter sets class indicating what to do
class action default=restart valid="verify|start|stop|restart" ;

# process-section option for service verification
string testop defaul t="matches=>1" ;

returns:
returncl asses = svc_ok ;

processes:

verify:: $( pnane) acti on=warn $(testop)
defi ne=$(svc_ok) el sedefine=need_restart

svCc_cust & estart::
$(pnane) signal = kill define=need_start

shel | commands:
svc_uni x& need_restart|!verify)::
"$(p3)/$(p2) $(action)" define=$(svc_ok)
svc_wW n&(need restart|!verify)::
"net stop $(p2) & net start $(p2)" define=$(svc_ok)
svc_cust & need_start|!verify)::
"$p2" define=$(svc_ok) ;

svc_cust &st op:
"$p3" define=$(svc_ok)
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5.4.1 Invoking methods

Methods are invoked in theet hods stanza, as in these examples:

net hods:
fix_xinetd($(badservices),) ;

nyrotate(/var/log,/usr/local/raw ogs, $(! ogfil es), 30, 10)
pre="/etc/init.d/syslog stop"
post="/etc/init.d/syslog start" ;

newsvc("bacul a",,"/usr/local /sbin/bacula",) ;

The invocation of the myrotate method runs specified commaedore and after in-
voking the method, which serve to stop and restart the sydd@gnon, actions which are
necessary in this invocation for a series of syslog-basgfél&s, but are not always so (and
thus are not included in the method).

Here are some sample uses of $we _ct r| method:

nmet hods:
svc_ctrl (snb, sve_unix,,,verify,,) ;

svc_ctrl(cron,svc_unix,,,start,,) ;
svc_ctrl (wat chover, svc_uni x, wover,/usr/local/etc/init.d, restart,) ;

svc_ctrl (hol ster, svc_cust,"/usr/local / sbi n/uphol ster -n3",,
verify, "nunber=<3") ;

svc_ctrl ("Event Log",svc_wn,,,verify,) ;

The first example determines whether the smb daemon is rgystarting it if it is not.
The second example similarly starts the cron daemon.

The third example restarts a service called “watchoveirigithe wover script in the
specified directory, passing it the keyword “restart” asygidal for UNIX initialization
scripts.

The fourth example causes the holster service to be redtaigang the specified com-
mand.

The final example verifies that the Event Log service is rugoima Windows system,
again starting it if it is not.

In all cases, the method defines the clags ok if its operations are successful.

5.5 Miscellaneous

A promise usually does not contain an operation, but hereresé@scribing the condition
in terms of an operator since they share the same information
Cfengine does not promise anything that it cannot (at lesstgt to) repair by itself.

Node/ t arget = <type, nane>

Qper ati on Prom se
/ \ /
command condition
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/ of state
attribs

i felapsed state\ converged

Graph operations: jtarget name, type, prongdge,

iifelapsed,expireafter,condition¢, = bounded in time aatesi.e. if belongs logically
with the operator and not with the target

An operator has a jTYPE, target,templateg,

Goals: efficiency, correctness, simplicity

A Cooperative promise C() is like a shared template.

A Use promise is a copy or access service U() in response tocasscontrol list

Speci al :

Undo | ast

Cl assifiers:

Pr obeServi ce: :
ReadDat a: :
IsFile etc::

Sear ch paraneters:

filter
mat ches=?

Tar get -t ypes:

files:
processes:
comands:
nount s:
[ink: (?)

i nterfacel/ service-port:

Prom ses/ Qperators: { group syntax? }
source (copy/link)
access (owner, group, node) | acl
si gnal
execute
| P-config
gos

To evaluate a rule, you'll need to expand each target ruggrabling all the piecesin a
list first, and then expanding variables, before constngdfie evaluation context.
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