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Abstract

We present a model for policy based management, stressegotk of decisive autonomyn
generalized networks. The organization and consistencggeht cooperation is discussed within a
cooperative network. We show that some simple rules caniredit® formal inconsistencies, allowing
robust approximations to management. Using graph theaietnking methods, we evaluate also the
probable consistency and robustness of cooperation in wonetregion. Our theory makes natural
contact with social network models in building a theory ofyasive computing. We illustrate our

model with a number of examples.

Index Terms

Configuration management, ad hoc networks, peer to peemgiee computing.

. INTRODUCTION

The dream of pervasive computing is that of a future world imiclr computing devices
are embedded into smart surfaces, kitchen appliancesesousies, and all manner of other
commonplace objects. One of the central issues is how to geasizch a vast number of devices,
with so many different masters. Many organizations expediet able to ‘control’ these devices
using traditional management ideas. The question arisés wbether this is realistic.

Pervasion is not merely for smart environments. In addittotfie ubiquitous devices, pervasive
environments may be found in many other contemporary smenatata centres, web hotels,
and even the autonomous agencies of the Border GatewaycBrdBGP), where many ‘AS’s
interact. It is about a common theme: the reliable inteoactf many autonomous parts.

In this work we introduce a theory for describing pervasigmputing management, beginning
from its principal point of departure from classical managat: autonomy. This introductory
paper summarizes a framework for discussing the behaviquolizy driven, collaborative groups
of computing devices. We confine ourselves to an overviewhefrhodel and its applications
here, deferring detailed analyses and proofs for later work

We study autonomy, not necessarily because it is ultimadelirable but because it is an
extreme viewpoint, atomic in nature. Given autonomousdg blocks, we can construct
cooperative or competitive structures without prejudReevious approaches to model pervasive

computing are mainly technology driven and take a data ntiodeView of a presupposed
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architecture[1]. Ontology approaches and multi-agentesysinspired work has been used|[2].
A common theme has been to provide a framework, perhapsghrauddleware to map an
adaptive environment onto a traditional computing netwarknagement scenario[3], [4], [5],
[6]. Another theme has been the security model for pervasoraputing. Again, the general
approach is to try to design a security system with forekedgé of the actors in a network.

Our paper differs from these approaches in that it presuroegrior design roles, nor any
traditional system architecture. Rather it assumes owallimr completely autonomous service
provision and uncontrolled emergent behaviour. The ainotsta suppress or design away such
emergent behaviour, but to understand and manipulate lteg@dmmon good.

The outline of our paper is as follows:

« We begin by describing the idea of network policy usprgmisesa representation in terms
of labelled graphs.

« We discuss some results and peculiarities of promises anddas of voluntary cooperation,
and give an example of how this model applies to a networkicewiew of management
in a pervasive computing environment.

« Finally, we discuss simplifications of this theory, necegsa order to make the resulting
picture manageable.

Our manifesto is to find a language for describing collabesabhetworks of basic services,
such that their basic functions and roles are self-evideptovides a recipe for approximating the
complexity of a pervasive system to a level at which is becoomenprehensible and manageable.
The attraction of our model is that it can synthesise many-kredwn results and therefore it

makes contact with established areas of research in ditietds[7], [8].

[I. POLICY AND PROMISES

An important paradigm for controlled environmental ad#ptais thepolicy based manage-
mentscenario[9], [10], [11], [12], [13]. In this scenario, sgais are configured by specifying
constraints on their allowable states and behaviour, aedettare propagated to them in the
form of rule-sets[14], [15]. Each device is individuallysponsible for responding to events
and changes within the bounds of these rules. Each systaefdhe becomes an autonomously

deciding agent in a network collective.
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We require a formal language for representing a specificaifdhe host and network policy,
both for definiteness, for comparison and for analysis. @¢\epproaches have been used in
the past[16], [17], [18], [19], [20], [21], [22]. Other foraisms that might be considered for
describing policy include process algebras[23] such asrtialculus[24] or Petri nets[25] or
process algebras with probabilistic extensions[26]. Hmxethese formalisms are more about
understanding events in fully specified systems, with syomuization and resource constraints.
They do not capture the behaviour of a system given an imgtekfgowledge or specification,
such as that one usually faces in a management scenaric iBhilius additional uncertainty to
be handled.

The language of voluntary cooperation is a language of mesfi27] made in aerviceview-
point of cooperation. Some promises are somewhat like S&=ivevel Agreements (SLA)[28].
Autonomy implies that one cannot require anything of ageintsctly; all agents can do is to
make promises about their own behaviour. In ref. [29], haticp is identified as a specification
of the average configuration of the system over persistemsti An important aspect of this
definition is that it allows for error tolerances, necedsiaby randomly occurring events that
corrupt policy in the system management loop. There is agtntibtic or stochastic element
to system behaviour and hence policy can only be an averageegy in general. We do not

require a full definition of host policy here from ref. [291. duffices to define the following.

Definition 1 (Agent node)An agent is an autonomous entity in a graph. Autonomy implies
that each node makes all of its own decisions. No node in thphgcan be coerced or may

make a demand of any other. No agent can require any propkeeyadher.

Agents have knowledge and can perform (simple) computstiBromise theory is not related
to the Actor Model[30], nor is the concept autonomous agdmssame as term used in Multi-
Agent systems[31], [32] where ‘autonomous’ simply mears dyents work independently. We

define a promise as follows:

Definition 2 (Promise):A labelled edge{n,, 7, ns) , in the graph whose nodes are agents.
We use the suggestive notatian = n, for the triple, to denote thai, asserts its compliance

with a policy constraintr to n..

Thepromise bodyr will in general consist of &yper, which describes the domain of possibility,

and a constraing which specifies the restrictiog C 7 imposed by policy. These might be
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parameterized in further tuples. To avoid complication,skall suppress the detailed structure
of promise bodies in this paper.

A promise is a property of the two interacting nodes. For sicitg we shall think of promises
as being timeless, i.e. we are suppressing the ability te pavymise constraints depend on time
in this paper.

Example 1 (Service Level Agreement (SLA3% part of a Service Level Agreement, an agent
X promisesr : y C 7 to agentY’, i.e. to provide service of type ‘database access in yme
is the type-domairy € [0, oo] and the constraint(q) : 0 < ¢ < 10ms.

Definition 3 (Policy): A policy is simply a collection of promises.

Graphs are a natural and ideal representation of the retdtips between nodes, but plain
graphs alone are insufficiently expressive. Labelled ggaph least, are needed to distinguish
between the different kinds of inter-host relationships; adgebra of the labels is needed to

evaluate the implications of combining relationships urideal policy constraints.
Example 2: Some example promises (suppressing type) are suggestad: bel

. X E0yn agentX promises to never exceed the limgit< ¢p.
« X =¥ X: agentX promises to satisfy = gp.
« XSy x promises to keep to a sub-language of the language
« x Ly agentX offers serviceS to Y conditionally if it receives promisé’ from some
other agent.
Each variable above can be of a number of different typeatingl to different services. All of

these definitions have in common the simple set-theoreiical y C 7.

As graphs between agents, promises have the form of a nosittva, spatial Markov pro-
cesses, since only nearest neighbours influence one artbtbetly. If two neighbours develop
a common set of values, in some sense, then one can make esothat are conditional on
other promises. We can then form more general Markov chamsye shall see below.

We shall identify three main kinds of promise below, whichyniee understood broadly as:

« Promises for giving (servicey.

. Promises for receiving (usagé)(r).

. Promises for coordinating other promis€ér).

The first two are fundamental, the third is a convenient cartbn, based on others.
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« A service promisebody, denoted byr, is the basic type of promise which denotes a

restriction of behaviour by the promising agent in the marofea service:
a>b (1)

involves an offer of knowledge from to b and implies a specification of future behaviour
towardsb.

. A usage or acceptance promjsgenotedU (), is the promise to receive or use a service
7w promised by another agent.

a i) b (2)

involves a receipt of knowledge by the promising ageritom b.

« A coordination or subordinatiopromise, denoted’(r), is the promise to do the same as
another agent with respect to a promise badyhis is not a primitive type, but we denote
it by the shorthand:

a o b (€))

involves thath informsa about its actions with respect to promises of typpend the receipt
and usage of that information by This promise is a subordination for the agent because
a is willingly giving up its autonomy in the matter of by agreeing to follow)’s lead. We
might call this a ‘slave’ promise.
The utility of promises is that they form a basic, graphicahduage for discussing the
interactions of autonomous systems and their policies.l@ihguage is elementary and therefore
requires some effort to use; however, a general abstraatitnclear semantics allows one to

build up systems according to easily understood patterns.

IIl. CONSISTENCY AND SUSTAINABILITY IN POLICY

There are many reasons why a policy promise might not be Hémse include unforeseen
failures, human errors, specification errors, emergerdgceff and so on. The breaking of a
promise can be easily be viewed as a fault that is to be repdimethis graphical framework, it
is easy to make contact with classical reliability theoB}[3NVe shall only touch on this in the

present paper.
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If policy were simply a matter of finding a route from one nodeanother, as in network
routing, one could provide multiple paths and other stiatefpr redundancy. However, the graph
edges are labelled with constraints that must be compatiidenence there is a problem with the
combinatorics of the constraints. One must consider tbhezehe effects of composing multiple
constraints on the distributed system, allowing for thebpimlistic nature of the individual
assertions[34], [35], [36]. For the present work we assurseparation between the agents and

the constraints which leads to an enormous simplificatiologic:

Assumption 1 (Separation of constraint and identitjo promise constraints shall refer to

the identities of agents in the graph.

One can make controlled deviations from this rule in ordeyeneralize promises in a progressive
manner. We shall make only one such exception in this papeotimection with coordination
promises.

In some cases, the presence of multiple promises can leadnivadictions. Due to our
assumptions of autonomy and separation, these are noteseler call such contradictions

broken promises, for want of a better term.

Definition 4 (Broken promise)A promise X = Y is said to be broken if there exists a
counter-promiseX =3 Y, wherem;, # .

Theorem 1 (Separation eliminates inconsistendyhen the separation rule is obeyed, an au-
tonomous agent can only break its own promises.

Proof: For a third party to be involved in the breaking of a promisee anust have
transitivity of promises. Since agents are autonomous awve bnly knowledge of themselves,
there can be no transitivity without referring to agent iates. [ ]

A promise might be deliberately intermittent in time, buéths not the same thing as it being

broken.

A. Policy coordination

When autonomous agents make promises, they do so without gmpori regard for one
another. Their promises do not have to be consistent, nar ocomplementary whole. This is
the price of autonomy. For management, we are interestesderatanding what incentives it

takes to make nodes behave cooperatively of their own eaolitFor this we must look at the
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economics of the network; however, for the time being, wel sharely assume that cooperation
is a desirable property between such agents and we seek al farechanism for binding nodes
together without violating the assumption of autonomy.

Logically, the meaning of coordination is straightforwa@bnsider the three nodes in fig. 1.

On the surface, a promise made by néde nodec does not imply any constraint or information

Fig. 1. Serial composition of promise and subordinatioadteto limited transitivity.

about a promise from node to nodec: the nodes are autonomous. But, what if we introduce
an additional promise from to b? Then, we can ask nodeto coordinate with nodé about its
behaviour towards. This requires an additional promise, but not the same kfn@r@mise as
offers c¢. This must be a special type of promise: a meta-promidedbout the a new promise
that a will make to c.

Definition 5 (Coordination (subordination) promiselet K (w) mean ‘knowledge about the

promises with bodyr. We define the coordination promise:

y KD
x @y = { x VEM) 4)

X Comﬁl)y(w) Yy
The slave agent promises to do the same as the master agentedtires the master node to

inform the slave of its intentions and for the slave to agreedmply with these.

Notice that this is also a subordination of the agent, sihpeamises to follow. It also breaks the
ansatz about not referring to agent identities (in a coletolvay). Hence we give this promise
special status.

We may now write an equivalent promise for the case in whicpromisesb that it will
coordinate on the matter af, given thatb promisesc 7. Let us use the symbols” to signify

the composition of these promises.
C()

T
T
a—b ®b—c = a—c. (5)
N—— N——
‘Coordinate with’  Promise

November 28, 2006 DRAFT



IEEE TRANSACTIONS ON SOFTWARE ENGINEERING, VOL. XX, NO. Y, MINTH 1999 9

This allows us to deduce something about the need for censigtof interaction with a third-
party. We see that this combination of promises implies thate must be a promise from «

to c.

n
. '\N

Fig. 2. Mutual coordination by third-party mediation.

Lemma 1 (Consistent promises)wo promises made to a third-party nod€, by two other

nodesn; andn,, are consistent (see fig. 2), i.e.
m =N & ny— N, (6)

if and only if the two nodes additionally promise one anotbeoperationC'(7) in the matter

of 7.

Proof: Consistency implies

nq l N & ns l N, (7)
but from, egn. 5 we may write
™ C(ﬂ') ™
n—N < ng—nyg@ny — N (8)
No l N <« ngcﬁi)nl & nq l N . (9)

Thus, using eqn. (7) on both sides of these equations, weederi

C(m C(m
N9 (H)nl = N (H)ng . (10)

By measuringp from bothn; andn,, n3 acts as a judge of their compliance with the mutual
agreements between them (see fig. 3). This allows the basistbéory of measurement or
observation in collaborative networks.

Thus, for groups of agents to cooperate, what is requireduteabased mechanism that allows

independent agents to come together and form structurespha several nodes, lwpluntary
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C(p)

Fig. 3. Coordination and the use of third parties to measueeeqjuivalence of agent-nodes in a region. Agents form group

and roles by agreeing to coordinate policy.

cooperation Such an agreement has to be made between every pair of noaadged in the
cooperative structure. We summarize this with the follayvin

Notice, also, that if two nodes pledge their promise to aerex party (a form of allegiance),
then they have made an implicit agreement with one anotisex, alhich binds them together.
This result is important for seeing the actual groupingsotés and structures in a policy graph.

Property 1 (Coordination promise rule)For two agents to guarantee the same promise, one
requires a promise to coordinate with neighbouring agexies.
A complete structure looks like this:

e My Promisesp to ns.

« Ny promisesn; to collaborate about (denote this as a promisé(p)).

. n; promisesn, to collaborate about (denote this as a promisé(p)).

e 715 Promisesp to ns
The cooperation promise will turn out to be an importancenpof contact with the theory of

games and voluntary cooperation[37], [7]; we return to thistter in a separate paper[38]..

B. Common knowledge

Since agents’ knowledge is private, they do not normallyspss each others’ knowledge about
the world. The graphical construction assists us here. \&fanas that knowledge is transferred
from an agent to another agent by virtue of promises, i.ent@geho send and receive promises

are aware of them.

Theorem 2 (Common Knowledge)et A be the set of agents and lef% be a service from
a source agent that provides information or knowledg& to other agents. The scope of

knowledgeK, originating froms, is limited to agents in the set of nodes that are ‘downstieam
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of s with respect to a promisex. The guaranteedscope of common knowledgk is limited
to agents that are connected by a bilateral promigehat is accepted with a counter-promise

U(mk). No other agent possess the knowledge of the source agent

Proof: Agents have knowledge only about themselves and knowlesigaly transferred
through promises with an acceptance handshake[39]. Teaem follows from the fact that the
only nodes reachable by, promises are those connectedstby a usedr; promise (see ref.
[40] for the importance of downstream nodes, and topoldgiessifications of directed graphs).
The 7x promise is necessary but not sufficient for disseminatiengdaranteethe scope, we
must have an additional agreement to use the knowledgedemyi.e. counter-promisé (m )

for each agent at distanédrom s in the chain
TK

n; - N1

Nj1 U(LK) n; (11)

completes the construction for guaranteed knowledge. [ ]

C. Conditionals and dependencies

In order to reproduce familiar features of centralized ngamaent, such as cooperative depen-
dencies, and requirements, we need introduce conditionahipes and attendant agreements to

obey them. To do this, we begin with the notion of a conditiqggramise (see fig 4):

Fig. 4. A conditional promise is one promise that follows oonfi another.

Definition 6 (Conditional promise)A promise made conditionally on a Boolean condit@n
known to the promising agent is written:

ny 7LC n2 (12)

i.e. ny promisesn, « if the conditionC' is true.
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Lemma 2:A conditional promise is not a promise unless the condit®mlso promised to
be true (denoted’(C)).

w/C
ny — Ny

T(C)
ny — No

The proof of this is trivial from the knowledge of the agents.

=1 l> U (13)

There are potentially several ways of promising thais true. e.g. | promise to deliver data
if “I trust you”. One must then define a relationship betweeétrtst you” and other conditions.
These relationships have to be established between prdagpss in advance, and lead to a
grammar, which we shall not go into here. A simple constarctve need a lot is the following.

The receipt of a promise is defined to be ‘true’, for instarsmewe write
ny 7T1_/7>T2 UP) (14)

i.e. | promise your;, if someone promises me.

/T2
ny — No

Ul(m2)
ny — N9

= N1 l> To (15)

i.e. if | usem, then | can deliver onr;. This is one use of a use-promise.

Because each node is independent, a node that makes a @oaldgiomise does not neces-
sarily know about a promise that has been made to it. To makeonditional promise real, it
must both be the recipient of a promise and confirm that it wgk it by promising to accept the
promised service. For typographic clarity we use the sys\Bobnd ¢ for serial and parallel

composition of promises below.

Property 2 (Acceptance handshaké&)e define a third kind of promise, the “usage” or “ac-
ceptance” promisé/(7), and a notational simplification for the bilateral handshakreement

between two hosts.

<n1 N Nno X ngUg)nl) = N S No . (16)

The asymmetric arrow shows that is promising something ta,, and thatn, accepts this,
marking the fact that there is a qualitative asymmetry inageeement: one node provides to the
other, and the other merely confirms. One might want to c&l ¢bnstruction an interface[41].
We now want to define what happens when we try to make a proméedepends on such
an agreement. We consider the case of a forward confirmafiatejpendency, but the same

argument applies for backward confirmation with use-presiis
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Definition 7 (Dependency)A dependency promise requires the recipient of the senace t
receive assurance that the dependent service will be used.

by U(m, T/ T
T —d> o & ( No (—>d)n3 ) o /—>d7’L3 ) = Ny — ns, (17)

where & represents the parallel composition of promises. We usdadll@ving shorthand for
this:

w/Tq
nlgn2®n274 nsg = nglng. (18)

Example 3:For example, see fig. 5. Consider a web-server that dependsdatabase.

db use—db ~ www/db wWWwW
a—-b®b—cdb—c = b—c. (19

The serverb makes a conditional promise to the clientvhich is verified by the agreement

about database support from and thereby is turned into a real promise. The recipienhef t

www/db

db

use db

Fig. 5. Turning a conditional dependency into a real promdseommon solution is shown in graphical form.

use-promise depends somewhat on the situation. This isneuexample. The question depends

on who needs assurance to complete their belief in the peomis

What is important about this definition is that the logicadlguivalent promise is unaware
of the dependency. Agent has not promised anything to node This will have important

implications for chains of dependencies. We state theviollg theorem without proof.

Theorem 3 (Forward chain theorem)et n; — n, be a promise that depends on a chain of
agreements with a number of other nodes. The resultant peotoin, comes only from node

ny, and locality is preserved (see fig. 6)..

=2
M4 = Ny <nim—>1/72br;—1 D ny i(;r;)bi—l) =n1 — N (20)
i=m
or
_ =2 mi_1/m; 0
N1 — Ny n; 74 Ni—1 = N1 — Ny (21)
i=m
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The proof of this result follows straightforwardly from thaefinitions above, by induction.

Proof: Start by relativising egn. (18) and write for two cases:

. 7rm71/77m - 1
m m—
Nm+4+1 — N & Ny, 74 Np—1 = Ny, — N1

7Tm72/7rm71

Tm—1 Tm—2
Ny = Np—1 @ Nyp—1 74 Nm—2 = Nm—1 — Np—2.
Combining these and iterating leads to eqgn. (21). [ |
A, A3 Agp
4 3 2 1 0

Fig. 6. Chaining of agreements. A final promise can dependngmamber of chained agreements (dependencies), but these

are not visible to the end node and the end node receives act djuarantee from any of the dependencies.

D. Promise example

An example illustrates how promises force a disciplined wayhinking about systems, as
a result of the constraint of autonomy. In fig. 8, we use presiito model the behaviour of
the configuration management system cfengine[11], [42]s Ebftware is designed for use in
pervasive scenarios.

A particular problem for autonomous agents involves howmia&es chain-like dependencies:
in this case, a decision fork. The requirement of making @@mhl chains of promises is often
used as an argument for centralization of control in systémsfengine, such chains of promises
can be made by voluntary cooperation alone. If one promisgaide and exploited, it can trigger

a conditional promise (see fig. 7). In cfengine quasi-syntee writes:

active_class::

<obj ect- 0> proni se=constrai n-0 defi ne=yes

yes::
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<obj ect-1> prom se=constrain-1

lyes::

<obj ect-2> prom se=constrain-2

One might at first expect this scenario to look like the depewyg chain in fig. 7:

Tlyes

Fig. 7. We might expect the conditional structure above tk llike this diagram, but we must remember that all configarat

promises are between objects and cfagent.

However, this picture is not correct: promises are made é&tmautonomous objects and an
external observing agent (the cfagent). The implied chainbdigation (nodes shooting wish-
arrows) in fig. 7 is not enforcable. Instead, we must have it in fig. 8, which shows more
clearly the bilateral nature of the relationships, and @tléhe necessity of having an external

mediating component to broker the conditional promises.

Communication in cfengine occurs through ‘classes’. Cieaglasses are service-promises,
provided by the monitoring agent to the resource monitois B message-passing service. The
appearance of a bilateral interaction between collabayatigents turns out to be a theme of
some importance in promise theory, which has rather deepecpuences for management, and
we return to discuss this in ref. [38].

Finally, one can illustrate the use-promises as an examplemote file synchronization

(copying) in cfengine (see fig. 9). Here a source promisesrtwigle data, and the receiver
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objects O

cfagent

Fig. 8. The initial object makes a promise. The agent themrtepback to each object if the promise is kept a values of
“yes” with a broadcast promise, to each object, of the valiia wariable “yes”. The two lower objects then make their own

conditional promises based on whether the promise is “yeslyes” (not yes).

promises to use the available source data, as well as totriépaurrent state to the monitoring

agent.

Policy Agent

content is policy,

(use data)
use policy

Receiver

Data source
serve data

Fig. 9. Autonomous file copying in cfengine, represented edadative promises. The copy-destination agent promntises
monitor ‘cfagent’ that its file will be the same as the sourgerd’s file. The source agent promises to deliver the file guest.

The destination agent promises to use the data from the esoit;o time is anything forced onto the agents.

Let the nodes be denotéd, R, A), for source, receiver and agent. Lié¢ be S’s policy and
Pg be R’s policy.
A s A Re

U(PR U (data)

s Ag R Ao P g g gdt R (22)
In each case, the nodes maintain their autonomy. There isead for any ‘push’ or override
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semantics, i.e. no need for external authority to achieeesfyinchronization.

IV. REGIONAL POLICIES. GROUPS AND ROLES

In this section we show how promises lead to a natural topoddgnderstanding of policy in
a network. Networks cooperate and rationalize their a@iwiby delegation and role assignment.
We need to understand how such concepts arise from autorsonsdworks.

Roles have been defined many times in computer science. Badfmes them to be groups[43]
that tie membership to function. When a subject assumeseahelor she is given certain skills
or rights within the system. This delegation of rights angatalities is performed by some
central monitor, usually a system kernel. A role, accordingCanright and Engg[44] on the
other hand, is a type of node that defines the topology of tta ¢paph. A role can be source,
sink, bridge, a member or a region, or a dangler (a dead endstl@th a source and a sink).

We consider roles to be associated wiypesand categories of promises In this respect,
we can associate a group with a role, given that the membetiseofroup make (or receive)
the same type of promise to (from) some third party, or settioéioparties. In other words, we
are guided by the typed structure of the graph alone.

For example, web servers, clients, etc are roles. Senientcletc are other types of roles.
Roles are effective labels for groups of nodes. In this retspee can define a group as follows.

We can define notation for a promise from one set of nodes tthanset of nodes by:
{ni} — {n;} (23)

This, however, does not really make sufficient sense for siddat are autonomous, because
we do not know, in advance, whether the ‘promiser-node$ kékp the same promise to the
‘promisees’, unless they have agreed to do so (see pramogit)).
Roles arise in several ways. In topological terms they goedygeneralizations of the concept
of sources or sinks in a graph.
« An appointed rolearises when a node or group is being pointed to by a set oficdént
promise arrows (role-sink). In a sense, the nodes vote onhalsaa particular role (like an
election), by promising their allegiance

« Roles byassociationare uncoordinated agents that happen to make the same psomis
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Fig. 10. A cooperative role is defined when a group, formed throughualutooperation, agrees to offer the same
promise to another node, or set of nodes. The nodes that aregpdo have a role that is appointed by the fact

that they are all promised the same thing from another grdumdes.

« A cooperative rolarises when a group of nodes is united by making a coordimatibordination
promise to one or more other nodes. They take on the role @rarttunity’ or ‘organization’

of dependables.

Definition 8 (Role):Let A be a set of autonomous agents. The family of sender/receiver
subsetsS, R C A of in a promise graph, which take part in promises with bodiesdefine
II-roles. Any such subset or R in the graph is said to play a role of (sender/receiver) tMpe

in the promise graph.
Example 4:The set of all agent nodd$” C A that promises to provide web service to any
agent:
W (24)
plays a role, which we can call ‘web server’. This is calledo# rby association, since the
members ofit’ are not connected in any other way than they make the samegaom

Definition 9 (Coordinated Group)A subset of nodeg. C N is defined to be a cooperative
group, if and only if each node, ig., participates in a mutual agreement to coordinate with

every other node in the promise:
G. > X (25)

C(m)
for some node or set of nodeés. Every node in the group has a promige— G, for the given
7. (See fig. 11)
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11 Appointed role p Appointed role

. o

om e

Lo T[ ) p //// . \\\\
“,b//, 8 » \\\\ ‘\\ (p)//’
' C(n):
| : p Coordinated rol:

Tt Coordinated role

Fig. 11. Typed roles distinguish between the type of promise usecfimel the structure. Natural groupings result

from the autonomous behaviour.

Definition 10 (Coordinated roldz.): A coordinated group, by implication, must also promise
one or more external nodes The label-paitRk.(G.) = (7) may be used to label tr@operative
role of the groupg.. (see fig. 10)

i.e. nodes are unified into a group by virtue of their makirggghme promise to an external node,
or set of nodes. Only a complete sub-graph of collaborativeeaments can make a collaborative
group.

Example 5 (Load balancing)An example of what it means to build a collaborative struetur
is shown in fig. 12. This picture may be interpreted in a nunabevays. Let us suppose that each
node is a PC, and that this represents a typical searchestyge configuration built from these
off-the-shelf PCs. To give the client a consistent servibe, PCs in the load balancer have to
agree to harmonize their policies with respect to the cl{egzmnember that they are autonomous
and that this is, by no means, automatic). The four databasers are also autonomous and
have their own policies (perhaps because they belong terdiit departments). They have not
agreed to harmonize their policies. Even though they plgyegific role in the network, they do
not form a group, because there is nothing to bind them. [idhd balancing collective agreed

to “use” all of these servers, that would make them an appdigtoup.

V. EXAMPLES

In ref. [45], we have provided a detailed example of the pemwithat might be made in a

small, pervasively equipped shopping mall. The promisestgpes are illustrated in fig. 13 as
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C
Service—client Load balancer Databas

Fig. 12. A promise graph of a typical load balancing configuratione Eircular region represents a fully connected
graph of collaborative agreements, making all the indexaggnts behave equivalently towards a service-client.
Their mutual agreements define their role in this collaboratThese in turn are promised individually service by
four database servers. Notice that these to not have hitdinal promises, so they might not even be used in the

current policy. This might be considered an error of confidion.

different marked lines. We do not have the space here to shdtis model in detail, however, we
note that this mesh of promises can be analysed straighafdtyy with this theory, to unravel the

relationships and weaknesses within it. Readers are eef¢éorref. [45] for a detailed discussion.

Fig. 13. A example graph of typed promises between fifteemtage

Applying the role definitions, of section VII, to the tangleeeb in fig. 13, results in the
simplified, functional view in fig. 14. This diagram exhibitse various relationships between
the agents in operational terms. Continuing, by calcujlpinrcommon currency graph for node

reliability, based on held agreements, leads to a rankinthefreliability of the agents. The
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Fig. 14. A simplified schematic graph based on the derivedsrélom the previous figure.

ranking reveals that the system is particularly vulnerabléhe failure of agent 2. This weakness
is due to its central place in the graph. However, what isr@sting is that, even if we delete
this node (indicating perhaps its failure to fulfill a roletin the system), the theory shows that
the remaining promise graph survives as a functioningyentit

Fig. 15 shows that the removal of this node leaves a conneetgoin of the system, with func-
tioning roles, and a single isolated node, which represte@soutside world service provider’
in the model of ref. [45].

Fig. 15. Archipelago view of the network. Eliminating the linzode 2 isolates the ISP node and forms two network regions

dominated by two of the shops and bridged by the intermediasgomers.
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VI. A THEORY OF MANAGEMENT

We close this brief overview of promises with an importantotiary: how does our model of
policy assist in managing a pervasive environment? We\etleat management is about the abil-
ity to guide systems in approximate terms, using incentivesitice autonomous change, without
the necessity complete information about system spedditaind state. Unless the amount
of information required to formulate a policy is considdyakess than the total information
describing the state of the system, one must surely conidesystem to be unmanageable[46].
We would therefore like to examine ways of coarse graininggloninating detail from the
information about policy in a way that is faithful to the appimate estimations of sustainability,
but which requires far less detail.

A policy, based on promises, leads to a labelled graph ovesiply disjoint or partially
connected sets of agents in different regions. Can one tagle graph and replace it with a
graph that ‘captures the essence’ of this picture? The exmsoof promises, is type-less, as we
have already discovered. To ‘manage’ this scenario we rebd fable to answer questions like:

. Are there any logical errors or missing agreements in thevor&t?

« Which nodes are providing services with acceptable SLAs?

« What roles are necessary to distinguish or extend the fumality?

« Where are the vulnerable parts of the cooperative network?

« How much incentive do | need to provide to guarantee coojperditom an agent?

« What is the probability that a failure will be fatal?

Our theory addresses these questions directly. The firstpfawts should already be clear,
within the scope of this paper. We turn next to valuationshef promises that can tell us about

the stability of the network as a functional entity.

A. The Common Currency Promise Graph and Probable Commiavith Policy

Each promise is associated with a topic or a theme and a edmtstihe details of which have
been largely suppressed in this paper for clarity. Thus esge or link in the promise graph
is labelled. Promises with different labels are not digecthmparable, but it is useful to see the
extent of larger classes of promise within the graph, in otdanodel the collective behaviour
of the autonomous agents (if the agents are not really aatoos, then this gives a convenient

management perspective).
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For example, there are promises of the form “| offer you a wetvise”, “I will store your
data”. We can think of the basic promise typessasvice typesThere is a number of these
distinct types that are, in principle, separate and distarad call these&. We have also identified
promises of collaborative types denotédand usage types denotéd These can be joined
together into a common graph by a mapping which concealsaield, e.g. using a function
that maps promises or types into the reals. Thus, we canraohst weight for each promise in
an unlabelled graph, in a variety of ways.

This implies that there is a common ‘currency’ in any conadcpolicy graph[46], which
evaluates how much a promise is ‘worth’ to our managementeid@dl variables can and must
be expressed in terms of a common scale of measurementare. éxists an equivalent graph

of directed relationships, at each moment, that has nodabaly weighted edges.

Definition 11 (Common Currency Equivalent Grap®:common currency equivalent graph
(CCEGQG) is a snapshot of the labelled promise graph, in whatheromise is reduced to a
single dimensionless value which can be summed.

The value of the currency can be defined as any linear coniamat functions which take
a label and map it into the reals. Then the common currengyhghas an adjacency matrix of

the general form:
Ay = arfi(ni = ny) + aafo(ng = ng) + ...
= Oé1f1(Azlj) + Oé2f2(A?j) +. (26)

where the promises range over whatever subclass or subgrirofses we wish to consider. An
obvious candidate for reliability studies is to make the nwm currency of the graph “probability
that a promise is kept”. In this case, the graph has the festof an epidemic process[47], in
which the function along each link if the probability if irdgon given that the original node is

infected. One can then see how efficiently policy ‘infects tagents.

B. Importance metric for resource management

Any non-labelled graph can be represented by a matrixcalled the adjacency matrix, in
which the indiceg, j of the matrix run over the node identities in the graph. A zeme element
A;; # 0 means that there is an edge or link in the graph fiom j. The value of the element

is a weight associated with that edge. Often these weigktsiarply 1 or O.
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A labelled graph can, of course, be represented as a mati@bels, but this limits the ability
to use the matrix for numerical reasoning. An undirectedplgrhas a symmetrical adjacency
matrix.

One can formulate a precise definition of how constrainedraarhous agents are by their
neighbours, using the topology of the graph as a guide. Iticpéar, the concept known as
eigenvector centralitycan be used to discover useful perspectives for managemyeranking
the nodes in a graph according to a specific interpretatiatheinks[48], [49], [46].

If one multiplies a row of the adjacency matrix, of ones anges, by a column vector of ones,
this simply counts the number of promises which that nod&anges with its neighbours. One
can use this fact to self-consistently sum the promises ftaentire graph and see which agents
are most entangled. By rescaling, this leads to a uniquangnik terms of the connectivity.

Since the labelled edges of the promises lead to many typgzhgr one must decide how to
deal with the different labels: whether to separate themeorave them (see next section).

Let v; denote a vector for the cooperative ranking of each nodéhen, the importance of
node: is proportional to the sum of the importances of allisfnearest neighbour&/(i):

v Y vy (27)
J=N (i)
Writing this more compactly gives

V; X Z Aijvj s (28)
j
where A is the adjacency matrix, and hence:
AT =M\0 . (29)

The ranking vector is seen to be an eigenvector of the adjgceratrix A. If A is an N x
N matrix, it has N eigenvectors (one for each agent in the network), and quoorelngly
many eigenvalues. The eigenvalue of interest is the prah@mgenvector, i.e. that with highest
eigenvalue, since this is the only one that results from sungrall of the possible pathways
with a positive sign. The components of the principal eigetor rank how self-consistently
‘central’ a node is in the graph. Here, it signifies how mangnpises an agent is involved in.

The highest valued component is the most “central”, i.e.nfwst entangled in promises.
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C. Applications

Applications of the centrality have been given in refs. [J@}], [46] and further applications

for directed graphs are studied in ref. [40]. We note somth&urpoints:

First of all this decomposition shows us which are the coteteparts of the graph, i.e.
which agents are inter-related at all?

In a symmetrical, undirected graphand AT have the same eigenvalues and eigenvectors.
However, if there are directed links (corresponding to saheed agreements etc.) then the
ranking is different.

Sources and sinks, signifying incomplete agreements, shpveadily in these graphs and
are thus easily identifiable with a simple method.

AT gives a higher ranking to the recipient of a promise, wheréagives a high ranking
to the provider of a promise.

If one takes the undirected common currency graph of allaboltative ‘C'(7)” promises,
this shows us the collaborations, social structures osraeongst the agents. Tightly bound
regions will form topological roles[44] and the highest kang node will be that which is
most important in binding the collaborative structure.sTis both an agent that one should
be wary of and which should have enough resources to fuilt@ntractual obligations.

If one takes the common currency graph of all promises of typ@d U () together, these
represent dependency relationships. Even though the pesnoinly have meaning between
pairs of nodes, the viewpoint offered by the eigenvectohéslevel of entanglement of the
agents in a collaborative network. Again, this allows onéotrus attention on agents where

problems more likely will arise. One now has a choice betweaking by AT or by A.

VII. EXAMPLE: SOFTWARE MANAGEMENT

Let us draw another parallel with autonomous pervasive cimgp management, namely

software engineering management, and show how promiseytlmeoovers some well-known

insights into the structure of programming objects[51]hiTexample is subtly different to a

‘real’ network of autonomous devices, because program fkowriven forward by an external

agent (the system scheduler), so the autonomy of the obgeatsa semantic level. Objects keep

their promises without a mutually economic incentive to do s

November 28, 2006 DRAFT



IEEE TRANSACTIONS ON SOFTWARE ENGINEERING, VOL. XX, NO. Y, MINTH 1999 26

A service view of software has been developed in detail, @afbe since the example of object
orientation, in particular Smalltalk. Software is a cotlen of objects, including storage and
methods, which perform services for one another like ‘pssion to access’ or ‘transfer data’.
The theory of object orientation has been built up very mudud the tree-like hierarchy, but
developments such as Aspect Oriented Programming undeitive fact that computer programs
are not well modelled by strict hierarchies.

Our theory of promises can be applied to programming by itrgagévery addressable item
in a program as a node in a graph. By explicitly adding arrowrstlie services that bind the
objects together, one obtains a graph of the necessary diclesu relationships between the
objects. The traditional approach to deciding encapsuias one of doctrine, but our approach
yields an answer to the natural boundaries based only onotee in the promise graph. This
graph is constructed only with the principle thait objects are private (autonomous) unless
they promise to give up that autonomy in order to cooperath amother. We provide only the
smallest example here as a taster of this approach, to beiedpd elsewhere.

How do we form such a graph? Consider a simple programmirigrasent:a = b. This is

a graph with two nodes andb and two promises:

b g
a Uso(ia)luc) b (30)

i.e. a is promising to yield its value ta, anda is promising to use it. Function calls are services
that promise tausedata passed as arguments, and promisetiorn values as a service in an
assignment. By drawing all of these functional entities ades (at the appropriate level of
abstraction for the problem one is trying to solve), and thefilling in the necessary promises,
the structure emerges without preconception.

Consider a well-used example of the ‘logging problem’. Tisi®ften used to motive aspects
and global objects such asngleton design patterngConsider a program that has to log at
different levels of importance (e.g. normal, verbose, dglaic.) to a variety of output streams
(e.g. console output, the system log service, files etc.)p@uwelonging to the debugging level
should only be forwarded if system debugging is switched Tdrere must therefore be some
state information that promises to inform of the output lebat has been selected. Similarly,

the program specifies the importance of each message.
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out put (debug, ' ' Debug only nessage’’);

This means the output service must promise to use both tHardddevel of the message and
the value of the user options. It must then promise to deliverappropriate data to the correct
collection of basic streams. Notice that Use-promises gtavalent to access controls and are
therefore linked to encapsulation mechanisms in languagdsoperating systems. A solution

to this issue is shown in fig. 16, with comments. Given thigpgrave can apply the common

D&L = data®oggingoption
. . SYSLOG/DB:,

data/data (relay) Singleton wrapper

data/D&L

U(data) Use(data)

data/datd
CFSTREAM(gate

“\-stream interface

Ullocalvar)

i :
/ -
/ .
e ) : w STREAM(gateway)
B . % 3
i ) =77

. , logginhoption - ~>7" /" Usetoggrigoption)
: / — . L
. : - .

DATA
HERE

...... i p

. . \ Level ’ ’

option repository \ /0 tevel Use(evel)
\ 1:1 correspondence between streams. .
M and clients ’

lével input "debug” etc

L
e & o o [ ]

client function generating output

Appointing role

Fig. 16. Promise graph of the interaction between an adaptiiput stream and its underlying resources. The ovals shew
derived roles and regions, indicating the minimal form ofagsulation that follows from the labelled promises. Wewslwo

stream instances in the centre of the diagram, but this wilvggo many for each different context of a program.

currency metrics in a simple way. Even from this small graph,eigenvector centrality measure
makes the final destinations (COUT/SYSLOG) into the ‘mogtamant’ nodes. This means that
they will be the most depended on. If one increases the ammiuimput specialization data
sources, the stream interface nodes grow in importancgisgdow the centrality metric gives
an impartial view of the amount of derived workflow througle tfifferent objects. The reliability
of the program will clearly depend on the reliability of thedes and links. The importance
metric shows us where to concentrate most of the attentiorlounstness[52].

Such a software graph can clearly become very complicatthaps prohibitively so, if one

tries to bite off too much without special tools. But even listsingle issue it provides a neat
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solution based on a straightforward recipe.

The management of program design involves making a largebauwf organizational deci-
sions about objects and their levels of privacy and encapisanl Promise theory offers a method
for addressing this issue based on minimalism. We call theltr@ policy for design. One sees
that computer programs are examples of pervasive servites.idea must be explored further

elsewhere.

VIIl. CONCLUSIONS AND DISCUSSION

Clearly the notion of building a picture of network policy lmpmbining multitudinous au-
tonomous promises is both complex and overwhelming in itaideDoes this mean that this
approach is impractical or worthless? We believe not.

As a management tool for understanding and designing poatityas attractive properties; it
makes hidden assumptions explicit and thus it helps one tavahthe requirements for solving
different problems. Promises assist one in assessing ttertaimties remaining, since they take
a more realistic view of cooperation within a network thannmnéoftware driver’ models.

There is a close similarity between the promise approachthedoperator approach used
by the autonomous agent cfengine, in configuration managendthough cfengine is not
explicitly concerned with network management, its modusrapdi is to build a policy from
atomic promises about certain resources available on ctargpthat are optionally linked by a
network[11].

Cfengine builds up consistent and stable structures by singgredictable properties through
the application of independent, atomic operations, satigfcertain constraints[53]. These rules
can be considered at promises between the cfengine agerthan@ésources. By making the
building blocks primitive and having certain propertiegeccan prove certain types of consis-
tency.

If policy is really aboutautonomoustatements of intent, why are we bothering to show how
to put them together to build larger structures? It is onlyshydying such effects that one can
find out which policies are robust to damage. Ideally, onehilge able to determine what a
“typical node” should make as its “typical promises”.

By translating the detailed graph into a graph of commonenay, we can make certain

approximations and predictions about their meaning. Fanmpte, research on eigenvectors of
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directed graphs suggests that one might be able to reduce smmplex questions to very simple

tests[40]. We hypothesize the following:

Hypothesis 1 (CCEG minimum requirement)he minimum requirement for a network policy
to be sustainable across all affected nodes is the existeh@e positive definite principal

eigenvector for the adjacency matrix of the common curresmyivalent graph.

Further work is required to answer this question. Howevetrue it would be remarkable,
because there is a second motivation for the common currgraph, namely the economic or
cooperative motivation[38]. Our preliminary studies dd nontradict this hypothesis.

We are now in a position to be able to attempt to answer vitaktjans in future work. How
stable is the network to cooperation? Could it ever be cotalyistable or completely unstable?
The models of voluntary cooperation indicate that policguigd be formulated in a way that
builds both rewards and punishments into interactions éetweers in order to secure stability.

In this paper we are afforded just enough space to lay thedftions for studying the
uncertainties inherent in pervasive computing ‘managemimremains to be seen how easily
these concepts can be harnessed to develop stable ruld-dmmgeeratives in the real world. We
return to these details in the subsequent papers.

This work is supported by the EC IST-EMANICS Network of Exeake (#26854)
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