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Abstract

Systems with decentralized authority are sometimes cergildto be ‘unmanaged’ or even unman-
ageable. Promise theory is an approach to policy that assgoraplete decentralization of authority.
Cooperation between agents or systems is entirely volgrgarwhy would agents cooperate in forming
policy? By exhibiting the relationship between promiseottyeand game theory, we propose that there
is a natural economic incentive for cooperation in distiglousystems with autonomous control. The
possibility of trading between agents motivates the dédimibf a common currency. Our results are
especially applicable to the analysis of policy in a Servigented Architecture. We derive minimal

requirements for the existence of stable Agreements betagents, with or without monetary payment.

. INTRODUCTION

A promise is a specification of policy asserting that a spettifbehaviour will fall within
particular bounds[1]. Promises cannot be forced onto agrytmey are made voluntarily, and
they signal autonomy of decision-making. Promises can iBertesl either from an agent to
itself or from one agent to another, and each promise impliesnstraint on the behaviour of
the promising agent. The atomicity and autonomy of promiseges them a tool for detailed
analysis of policies, either for finding contradictions andonsistencies or considering their
value to the agents making and receiving them..

The theory of promises is a graph theoretical framework fataustanding policy relationships
in networks, where bounds and constraints have to be mét{Zjrevious work, promises have
been assumed predefined. Here, we would like to ask: whathatitmakes autonomous agents
form promises, keep them or betray them? This is a questiahithparticularly important
when considering agents in an economic framework: e.g. evtie¥ outsourcing of tasks is an
integral part of a distributed operation, or in a pervasiubiquitous) computer setting where
agents interoperate on a puredg hocbasis. There are no authoritative controllers arranging
and forcing such cooperative promises onto agents.

In this paper we consider the following problem: considelysteam of agents that behaves
autonomously, in the sense of refs. [1], [2] (this is not tocbafused with the weaker idea of
autonomy in Multi-Agent Systems|[3], [4]). We show that plisengraphs can be mapped onto

economic games and hence rational economic principles sad as a tool for predicting the



equilibrium outcome of general policies in agent interacs. Clearly rational game theory is
not the be-all and end-all of economic interaction, but itiistepping stone that will allow us
to address more complex decision models in future work, sischeputation and trust, as well
as completely irrational choices.

The plan for our paper is as follows. We introduce the ideaotdintary cooperation for agents,
and show how such agents can make value judgements abouispsoie map this valuation
of promises onto a utility function or payoff-matrix fa¥-agent interactions, and hence find a
relationship between games and promises. We posit thabthgah of such a game is a natural
prediction of a stable policy. We summarize some results @dna known from the theory of
cooperation, based on two person games and suggest howdisedts can be interpreted in the

framework of computer policy.

[I. VOLUNTARY COOOPERATION ANDSERVICE

Consider an assembly of agents, denotgd = 1, ..., N, each of which is entirely responsible
for its own behavioural policy towards neighbouring agees. exhibits complete autonomy).
No agent takes orders from any other. Examples of such amtpruan be found in software
like cfengine[5], [6].

Agents exhibit cooperative behaviour by making promisea teeighbour, if they perceive a
value in doing so to themselves. Hence each agent must béleapfaevaluating the worth of
promises and services made to it by other agents, in rel&biots own load of commitments.
We assume that each agent has its own algorithm for makisgutigement.

So why should an agent choose to cooperate, when there ishgdttat forces it to do so,

and when there is no guarantee that its peers will do the samaturn?

Example 1 (Opportunism)Consider two autonomous agents, agérdand agent3, where A
takes the role of a server, arigl a client. Servers and clients typically have opposing e,
as the client wants the best possible service for the lowese¢ @vailable, while the server is
more concerned of receiving a high price for as little effmstpossible. In an attempt of acting
selfishly, A could deliver a service of poor quality, or not at all, whilecould be tempted to

not pay (enough) for the service.

1) What mechanisms are needed in policy for the agensdaid cooperating (emergence)?



2) What is necessary for the agentskeepcooperating, once started (stability)?

These are typically macro-level economic concerns. Theyxem what isprofitable for a
group as a whole. Yet there is no implication of governancéhefassembly of agents from a
central point, or commiting them to a plan of authority tretecided externally. If we look at

each individual agent and assume it selfish, the agents &econcerned with:

1) Whatbenefitscan | gain from interacting with my peers?

2) What might llose from interacting with my peers?

3) How should Ibehaveto maximise my gain, or minimise my loss?

Benefit and loss can be viewed differently by each agent degrah its world view[1], [7].
To predict the overall behaviour of the group of autonomagengs, all these issues need to be
addressed.

Services are about committing to behaviour that is valuéble client. We can use promise
theory to define this in terms of interactions between a nunobagents. Agents are initially
peers that have no predecided roles. It is useful to begih géneral definitions that can be
specialized to the view of network services later.

Definition 1 (Promise):A promise is an autonomous specification of future behaviguan
agent.

We denote a promise from one agentto anothern, by
ny L %) (1)

wherer is called the promise body. e.g.

« m= P -is a promise, to another agedt, to perform a service or behaviolit.

. m=U(P) - a promise to use/accept or receive the offerPopromised by another agent

A promise body is a tuple, in general, which containsype (e.g. promise of web service,
promise to make a backup etc) and a constraint (e.g. webcseirviless than 5 ms, or backup
every hour on the hour). We do not need to define this more ulyrdfere.

Definition 2 (Commitment)We reserve the special term commitment for promises thaineq
an investment of effort on the part of an agent to fulfill, ilecommitment is a promise that

costs an agent some measurable work or effort.



[1l. PREVIOUS WORK

In the literature, several attempts have been made to fargperation of agents in so-called
‘autonomous’ systems. However, the meaning of autonomyftendess strict than ours, e.g.
implying only that agents work independently, but can &@ commanded.

Mobile ad-hoc networks rely on nodes or agents performirgicbservices for one another,
such as providing routing information and forwarding pasken demand; this is a requirement,
as there is typically no central infrastructure for perforgithese tasks. At the same time, the
nodes often suffer from limited power supply, and perfomgniyasic, but crucial tasks for the
benefit of its neighbor nodes, is very energy-consuming. dilnous selfish choice would be
to avoid performing these kind of services, to the certasadvantage of the other nodes. If
a significant portion of the nodes are selfish, communicatity other nodes will be nearly
impossible, and the ad hoc network basically non-existent.

A common approach has been to assume certain functionalithe hardware to make it
necessary for the nodes to cooperate in order to have theeddanctionality. One example is
the socallechuglet countemwhich increases for each time the node forwards a packet balfbe
of another node, and decreases when the node sends onewfhitgmokets[8]. Unless the nuglet
counter has a value greater than zero, the node is not ablsetohe network for sending its
own packets.

The above is an example of stimulating cooperation betweeles) but this is in no way an
example ofvoluntary cooperation. It relies on having some sort of homogeneaugéaproof
hardware for all nodes, which makes it impossible for eactiento not cooperate, at least to
a minimum, we claim that this is an example of enforced coatpen. It implies an external
authority which is obeyed implicitly by all of the agents. dther words, such agents are not
have elected to give up their autonomy.

Another approach which is closer in spirit to voluntary cergtion, is the so-callegputation-
basedsystem. Such systems implement mechanisms for discovanddogging bad behaviour
in the agents, which again can be used as aid for other nodasnish bad behaviour.

Another example is peer-to-peer (P2P) content distributistems. The main purpose of each
system is to distribute some piece of content to as many peepessible during some period of

time. The strength of these systems is their efficiency @ fierm of epidemic spreading), which



is the result of the fact that all peers with a downloaded goikeep uploading to other peers,
and hence contribute to further distribution. One impdrtaputation factor, is how long the
peers who have finished downloading stay connected aftgratesfinished. There are several

different approaches to keep the nodes connected for asa®mpssible[8].

IV. THE VALUE OF A PROMISE

How shall one measure the value of a promise to the giver ordbeiver? A promise offers
a constrainton a set of values; it has ndefined valuein any form of recognized currency.
Moreover, autonomous agents haeriori no common concept of universal currency. Each
agent is free to decide on some valuation of a promise asstfgedt could be a measured level
of service quality, or any function of the service quality.pfomise by a ‘famous’ or ‘royal’
agent could be worth more than a promise by a commoner. Altiealy it could be a heuristic
such as an arbitrary scale of ‘business relationship vabuedther subjective valuation. Such
subjective valuations are the basis of economic marketsyesavish to allow these kinds of
heuristic judgements.

We assume that each agemt possesses @aluation functionv;(-) which it can apply to
promises given and received in order to determine theirevdin general, an agent can only
evalute this function on a promise that it knows about, ire that it makes;(n; — n;) or one
that it receivesy;(n; —— n;). The currency of this value; is private to the agent; concerned.

In some cases, agents will have to agree on a currency sthimdarder to make agreements.
Trading of promises will turn out to be important to stalil&nd reliability—i.e. whether agents
choose to keep their promises.

Example 2: The value to Internet Service Providers in Border Gatewagtdeol peering
promises is known to be based more on fostering good rektom business acumen than
on technical measurements[9], [10]. It is important to actdor these business intangibles in
modelling economic collectives.

We assert then that one should take seriously a multi-coyreiew of promise interactions. An
aim in this paper is hence to motivate these promise valugtiespecially those which arise
from mutual trade of promises. We begin by exploring the a@ssti value-driven interactions

between the agents, or games.



V. GAMES AND PROMISES

The mechanism of rational, voluntary decision-making use@conomics is the theory of
games[11], [12]. In this section, we would like to show thaere is a natural relationship
between game theory and certain constellations of promvidesh provides a motivation for
keeping those particular promises out of all the promiseagant might make. We shall confine
our discussion here to normal or strategic form games.

We alert the reader to a potential confusion of notation .h&he symbolr is normally used
for a promise body, i.e. the details of the constraint beibgeoved in a promise. This is often
used also for the payoff or utility matrix in game theory. Weak therefore use the symbol

Uiji... for the payoff orutility matrix of an/N player game.

A. Games

We follow Rasmussen in our description of games to avoidatpg well-known definitions[11].
A game is a number of players, wherei = 1... N, a set of actions, payoffs and information.
A playern;'s action setis the entire set of actions or pure strategies availableno An action
combination is a set of one action per playerin the game. Playen;’s payoff or utility is

denotedU;(sq, s2, - - ., sy) and has one of two interpretations:

« It is the utility received at the end of a trial by a player, éd®on what the player did.
. It is an estimated or expected utility to be considered asration of the possible or

expected strategies a player might choose in a future game.

It is this second interpretation that most closely relagtomises, since we shall identify
promises with expectations of actions. However, we shoeldlbar that the latter cannot exist
without some measure of the former. This duplicity of intetption mirrors a similar one in
promise theory, in which one can measure the reliability pf@mise with a scalar probability
value. The probability can then be regarded as a history ddyep or as a prediction of future
behaviour.

A strategyis a rule that tells player; which actions; to choose at each instant in the game,
given his or her information set. An equilibriugi = (sq, s9,..., sy) iS @ strategy combination
consisting of the ‘best’ strategies for each player, witbpert to the expected payoff. Several

such equilibria might exist.



There is a class of games in which the possible actions or snofva player are the same in
each round of a game. Thus each round of an extended gamessrigdishable from multiple
games, except perhaps in the information available aJailetbthe players. Iterated games are
special because bo#ach roundand the entiréerated gamesan be represented as a utility matrix
of the same form. Thus we may discuss both extended interscind one-shot interactions
using a utility matrix formulation as long as we restricteation to such games. We shall do

this here.

B. Promises

Promises are static snapshots of policy. A promise graph asdhat in fig. 1 can be viewed

in two ways: either as an equilibrium over a complete inteoacepoch or as a single round in

Fig. 1. A simple exchange of promises.

an repeated interaction. To make the move from games wiibrscto games with promises,
we simply replace actions with promises. Any ordering ofrpises (who makes which promise
first) is analogous to an ordering of actions. In a game onaiders a strategy to be a choice

of actions. Here we shall assume it to be a set of promises:made

where{r} is potentially a bundle of different promises made from oteyer to another. This
bundle might also comprise the empty set.
The payoff or utility received by théth player or agent in the system is the sumitefown
private valuations of promises made and received:
Ui({mh (o Amtn) = S u (nj L G G nj) 3)
i
Any kind of promise can be evaluated, regardless of whethisra service promise or a use-

promise[1] (give or take promise).



VI. CLASSIFICATION OF GAMES

Games are classified in various ways, particularly with reéda cooperation and conflict.
Definition 3 (Cooperation):An interaction is cooperative if players coordinate thati@ns
in order to improve their final payoff (utility). Cooperatiomight be contingent on available

information.

Definition 4 (Conflict): An interaction is a conflict if the actions or intentions ofeoplayer
can adversely affect the payoff (utility) of another pldgeactions.
Let us give some examples of these representations of gantegmns of promise exchanges.

A. Cooperative, no conflict

Consider two agents helping one another to provide a suffidevel of service for a third
party. By helping one another, they are able to work togetbhemeet 3's requirements and
secure contracts with the third party and hence both profiy fire not in competition with one

another. This scenario is shown in fig. 2.
1 pay
(ey] 3

pay

Fig. 2. Cooperative game, no conflict.

Two agents 1 and 2, make coordinated promises to serve nod@lee3third party promises
to reward both agents for their service, independently. Vidlees of the remuneration promises

v12(pay) are not related.

B. Cooperative, with conflict

Consider now two agents who bargain with one another dyréatlservices from one another.
Both need these services from the other, so the servicesatwable (fig 3). By making each
other’'s promises contingent on what they receive from themthe value each of them receives
becomes moderated by the other player. If they cooperate ani¢ another, they can both win

a fair amount, but each change can have negative consegugmoagh the feedback. Agent 1



p/m Ti/p

Fig. 3. Cooperative game, with conflict.

promisesr if the other promiseg and vice versa. The values(p/7) and vy (7/p) are inter-

dependent.

C. Non-cooperative, no conflict

Two agents providing a service in a free market promise timesservice to a third party,
without any cooperation (fig. 4). The third party makes it®ich and accepts the promised
service partly from one and partly from the other. Each ispsed a payment. Again, the value
of the payment promises are quite independent, hence ther@ ¢onflict between agents 1 and
2.

Fig. 4. Non-cooperative game, no conflict.

D. Non-cooperative, with conflict

This example is the classic and well-known Prisoner’s Ditear(fig. 5). Two agents promise
to talk (or not talk) to their prison keeper (a third partyhelprison keeper rewards both agents
depending on the combined promises of both of the agents.afleats 1 and 2 are not in
a position to cooperate (being held in different cells), they affect one another’s outcomes
indirectly. This is a conflict because the actions of eaclygrlaan have consequences for both

of them, and it is non-cooperative because the two playersatacommunicate.



1 reward/f(1,2)
talk?

3

reward/f(1,2)

Fig. 5. Non-cooperative game, with conflict.

E. Constant-sum games

Let us now show that we can represent the special case ofarrstm (usually zero-sum)
games, provided a certain level of cooperative infrastmgcts in place. Such an infrastructure
is often assumed in economic texts, but here we must be moefutaA constant-sum game
is special because it implies an ability for one agent to rmbrithe value received by another
agent. In a world of complete autonomy, that is forbiddencasieach agent makes its own
value judgements. Hence, to understand such a scenario, use sacure certain agreements
between agents to agree on a currency standard. Constangames are not dependent on
centralization, but we present two versions of such a gantte avid without centralization, both
of which however show the fragility of the concept.

Theorem 1 (Constant-sum gaméy:promise interaction that forms a constant-sum game re-
quires a finite number (at leasf) of agents (V players and at least one adjudicator which may
optionally be taken amongst the players), and all agents agree on a standard currency.

Proof: ConsiderN promise interactions of the form:

PR @

Each agentn; promises an adjudicatad some service or behaviour;, and the adjudicator
promises, in return, a piece of a common rewaydsubject to a constrain(m, o, ..., Ty).
We would like this contraint to be that the sum of the values@eged by the agents is constant,
i.e. we would like

N ri/x(m1,m TN)
x=> u(A" TLE ™ ) = const. (5)
i=1



However, each agent’s valuation function is its own privaséimate and is unknown td, so
the best it can do is to arrange for
N
X=_ va(4 i/ XL Mg ) n;) = const. (6)
i=1
Egns. (5) and (6) can only agree if each agentakes an agreement to use the same valuation
v; = va, Vi, implying that the agents have a common currency. In a deréchframework, this

implies an agreement of the form

v

U(va)

between each node and the adjudicator. Hence the payofixniatrthe game is:
T Ti/X
U; (UZ(TLZ — AA 5 nz))
o T ri/X
= Uy <’UA(TLZ- —>A,A—>n2-)>. (8)

The adjudicator node has the role of book-keeper. There ignpediment to identifyingA as
any one of the n; agents, the conditions are binding and sufficient regasdéésnvhich agent
plays the role ofd. Similarly, agents with the role ofi can be repeated any number of times.

[
The issue of who elects the adjudicator of the game (gamé¢emas still open, and we shall
not discuss that further here.

In the proof above, we made use of a centralized construclibis is not strictly necessary
for the currency. It is sufficient that every agent or playartigipating in the game should share
a common knowledge of the valuation standard for currendyadreys a constant sum rule. The
knowledge of the currency standard can spread epidemittathyigh a promise graph to achieve
the same result, provided the agents all abide by the saras. rlihis requires a special source
node for the standard, which can be identified4aso there is still a adjudicator node. One can

argue about whether a cooperative group agreement is néedgcrantee such behaviour, i.e.

{ni} 2 {n}. )



this seems to obviate the need for a source nodedikbut this is illusory, since this kind of
fixed-point condition needs to be seeded with a boundaryitondo make it converge. The
nodes must however subordinate themselves to a set of hdepreserves:
> vi(n; =5 n;) = const. (10)
7Ti7i7j
This cannot be done without relinquishing part of their aotoy. Turning the argument around,

it is likely that constant sum games do not represent a tealigeraction of autonomous agents.

F. Multiple strategies and mixtures

We have tacitly identified the promise of actions with stgéde in the interpretation of a
game in normal form. A promise becomes an alternative in ttpe@ation of rational play.
However, there are subtleties about actions and promisks tmldressed. What if, for instance,
two promises are mutually exclusive? What happens when we ifoixed strategies? There are
two ways we can envisage mapping games onto collectionsoohipes:

. Strategies are binary: either we keep a promise or do not &gapmise.

« Strategies are multiple: distinct alternative promisesfiiture action, some of which might

be mutually exclusive.

Consider the game matrix for a two-agent game below, withofisy

(1,2) T UP) 3
my | (10,5) (4,6) (3,2)
m | (0,5 (7.2) (5.4)
¢ | (10,5) (6,6) (8,3)

The normal solution concept for such a game is to search fagqganibrium configuration of
strategies for the players. Generally, such equilibriauiregl mixed strategies to balance their
books. However, this leads to a difficulty in interpretatiom promises. Some promises might
be mutually exclusive, some promises might break other m®snetc. Thus we cannot simply
search for a numerical equilibrium for this matrix withouyipdying the logic of promises to
the problem also. The formal ambiguity can be dealt with byimg promises conditional on
certain prerequisites. However, there will be many gamgesented in the literature that assume

information channels that are unavailable to autonomoestag Readers should therefore take



care to remember the implications of complete autonomy.aitiqular, two agents can only be

assumed to share common knowledge aboiftthey agree[2]:

s
ny — N2

To M ni. (11)

The issue of mixed strategies is something that must be sskellein both of the cases above.
In a zeroth-level approximation to promise theory, one galhemakes a default assumption
that promises are always kept. This allows one to discuskthe of promise graphs. However,

as soon as one considers the matter of observation and edpeeiais, and takes seriously the
issue of why agents would keep promises, this default assampecomes too simplistic to

model real situations. We discuss some of these mattersimekt section. For the remainder
of the paper, we restrict out discussions to two-person gafoe games that are two person

factorizable).

VIl. REPEATED BARGAINING. CONDITIONAL PROMISES

A dilemma that is faced by agents is whether to favour a lomg teenefit with a certain
risk, or short-term guaranteed rewards by choosing a pabeyards neighbours. If an agent
only interacts once in its lifetime with another, it has nothto lose by betraying the trust of
the other. However, if there is the possibility of a futur@nsal against it, the reckoning is a
different one[13].

Agents have the possibility @fading promises of different types using a valuation based on an
agreed measure of common currency, as pointed out in refT[#2$ allows them to secure long
term relationships with one another in a way that securdslisyaof interaction. Selfish agents
will only predictably continue to interact if they receiverse net payoff from the interaction.

However, in a real world pervasive computing scenario, onsstnibe careful in attributing
the failure to comply with promises to non-cooperative lvahar, as one might in economics.
There are several reasons why an agent might fail to live ufg wommittments in a cooperative

relationship:

« Environmental uncertainties beyond the control of the aggervene (noise).

« Unwillingness to cooperate emerges (change of policy).



« The failure of a dependency agreement, which invalidatesraliional promise (a third
party spoils it).
This is not an extensive list, but each case is significant iamgbrtant to the fragility of
developing a regional policy in the ad hoc assembly of irdiliais.
So, given short term certainty versus long term risk, howhniggents choose to behave?

Suppose they surmise an incentive to cooperate:

1) Under what conditions would cooperation emerge and blelesta a group of selfish-
minded individuals?

2) What kind ofbehaviouris it most beneficial for each individual to choose (straj@gye.
How does one harmonize selfish interest with common goals?

3) What might be done to promote the emergence of cooperatiargroup by altering their

policy for interaction?

VIIl. THE GAME THEORETICAL VIEW OF COOPERATION

Cooperation between autonomous agents is voluntary ance gheory has a number of
attractive qualities for describing this situation. Thesferred solution method of such game
theoretical problems is the concept of Nash equilibriurh[A2 equilibrium is the end result of
a ‘tug of war’ between players. Game theory therefore endsthe notion oftability in the
result of the contest.

This is an appropriate model for management. The restni¢tidwo players simply means that,
in a graph of interactions between individual agents, eagotiation is made between individual
pairs, without reference to third parties. This is also wisagppropriate for an autonomous

environment. We recall some basic notions from game theory.

Definition 5 (Two person iterated gamek gameconsist of twoplayers or agents, which
interact and make choices. For each chaicby playera, and counter choicg by the other
player, they each receive a payoff, which is determined by#yoff matrixII, with components
[II,];; (see fig. 6). The game can consist of one or sevexahds A game of several rounds is

called aniterated game.



Ci. D.

2| (R,R) | (S,T)

D,| (T.S) | (P.P)

Fig. 6. The payoff matrixl, ») representing rewards for a single move in a dilemma game.cbhgonentgII];; represent

the four quadrants foi, j = 1,2

The benefits or losses each agent gets as a result of theciidarare shown in the one-shot
payoff matrix. In other words, the matrix implicitly givesraimerical description of the possible
risks of an agent, and also what the agent can get away withrétaionship to another agent.

This matrix form of the game represents what happens dwimgencounter between two
agents. If they should meet again, and the previous encommgdt have influence on how the
agents act next time they meet, this is modelled by seuerationsof the game. Each iteration
hence represents one interaction between two agents, andtiraction could be defined in

several ways.

Definition 6 (Move and strategy)The choice of actionM,; e {(1,0),(0,1)} = {C, D}
made by agent in round: of a game is called anove These concern keeping or breaking a
given promise to the other player. For historical reasams, it referred to as ‘cooperation’ (C)
and ‘defection’ (D). A complete sequence of choiC{éga,i\Vi} for agenta takes over the entire

game, constitutes th&trategyof that player.

The vector notation for moves is made with regard to fig. 6 ideorto interface with the
definition of the payoff matrix. Moves are in fact micro-gagies in the interpretation of the
dilemma game as a normal-form, strategic game with congiagbffs. To avoid confusing
micro- and macro-strategies, or extensive and normal foamesg, we use these terms: move
and strategy as defined.

To account for the effects of a receding history, the totaloffaof a player in an interated

game is generally a discounted sum of the payoffs in the iddal rounds[14], [15]. LetM/, ,



be the move made by agemtin the rth round of the game, and I&t, be the payoff matrix in
this round for agent (player), given a counter-playet, then overm moves,

m T .
Htotal,a = Z o (Ma,r Ha ME,?")- (12)

r=1

The factoré < 1 is called the discount paramter. One normally imagines elhésed at the
present and looking out into (i.e. predicting) the futurasdéd on past experience, so that
recedes into the future. What happens in the distant futurdigtant past) is less important than
what is immediately upon us, so its importance to the payoféduced in weight, atiscounted
This duality between past and future is the same as that iprababilistic theories in which
evidence from the past is used as a model for the future.

The dilemma game has proven to be a very powerful tool for rid@eg cooperation. The
goal of this method is typically to find stabs®lutionsto the iterated game, by balancing short
and long term gain against one another.

The iterated game is played for a given number of rounds aadtbst profitable player, either
during one round, or in the long run (several iterations)swifihe actual winner of a game is
not really of interest to us in policy based management. Vihanportant is the equilibrium
outcome, i.e. which strategies or choices of promises agdmdose to keep. To be able to predict
the outcome of such an iterated game, one needs:

« The strategies of the other players involved in the game

« The number of encounters/interactions with the other pkaye

« The payoff/reward for the different combinations of enceus

« The start state.

For our scenario of autonomous agents, this translategimtimg out what kind of behaviour
is most beneficial for an agent in the long run, dependent aat wind of environment the agent
acts in, how often each agent meets agents with certain lmelaand so on.

Which strategies that are successful, will certainly depemall these parameters. To predict
the outcome of a simple game model might be completely imbplesahen the space of possible
values for these parameters grow beyond certain sizesnstarice when the number of agents
grows, and behavioural patterns vary.

For this reason, the method sfmulationsis commonly used for these kind of tasks. This

means that we do not calculate absolutestatic solution to the game, but rather vary the



condition, and examines the output for the different sdesarn this manner, we look for

behavioural patterns that turn out beneficial for each agetgpendently of the environment.

IX. PROMISES CONSTRUCTING POLICY

Consider a set of agents 0f, wherek runs over an index sdt We interpret a promise, made
by an agentq,, as a declaration of intent to behave in accordance with &ydh, which is
private to that agent. In other words, a promise is a unit ditpdased management. We would
like to know: in what sense is a single promise a stable oab#di quantity? And furthermore,
when would collections of promises made between intergcigents form stable and reliable
structures? How shall we model this?

It is clearly plausible that there is a connection betweentito person games of the theory
of cooperation and the likelihood that promises are keptveen individuals in a pervasive
computing environment. We shall now show this.

A promise grapH’ = (I, L) is a set of nodeg and a set of labelled edges or links between
them L. Each directed edge represents a promise from one agenbtbeanThe set of links
L falls into several non-overlapping types, representirfteidint kinds of promise. Thus each
promise begins with a labet;, denoting its type, and with a specification of the promise

constraint, which it promises to uphold.

Lemma 1 (Games are bilateral promised)et a two person strategic game be represented by

a pair of2 x 2 matricesll,, and moves\i; wheren;,i = 1,2 are the agents and b = 1, 2 label
the choices to cooperate or defect in the payoff matrix, [¢Ig,,. There is a mapping of each
game between the players onto a pair of promises.

Proof: For the players in the game, introduce a promise of typ@and a return promise
of type m,, which are traded in the manner of fig. 7a. Now Tét) be a ‘truth’ function that
maps any promise into a one of the vaIL{eZé,ﬁ}, indicating whether the promise is obeyed
or not by the promising agent. The truth function may be aased with a move in a game, of

a type that maps one to one onto the promise type, and hencdenayitten equivalently:

— —

[Ua (nl = Az,nz NS Al)]ab - [Ui]ab (15)



wherewv; is the matrix-valued valuation function for agentwhich interprets the value of the
mutual relationship to agernt 7, represents the promise body, which is labelled by the types
a,b. We must have eithefA,, A;) = (ny,n2) or (A1, Ay) = (n3, n3) to mediate the game. The
proof is now trivial noting that the arrow is from promisesto games, by a policy determined
function v;. [ |
Note that, although we can identify a game with a pair of ps@sj not all promises can be
meaningfully viewed as games, as we see in section Xll. Aaganable functiom; can be used

to defined the mapping from promise to game, since the fumetias to provide a autonomous
valuation of received promises by each agent The game can then be used as a prediction
about the rational behaviour of the agents as they interact.

A consequence of this relationship between promises andegafor autonomous agents, is
that promises are not a complete specification of policy. @t also specify a policy for
stabiliizing the cooperative relationship over time, ieestrategy for the entire iterated game.
Thus, although promises only provide a snapshot in timedewelopment of the policy graph

must account for the role of time. We shall not take this paimg further in this paper.

Proposition 1 (Policy must include iteration strategy): complete specification of policy for
autonomous agents in iterative, relationships must irclugame strategy over multiple moves,
i.e. when to keep promises, given the circumstances of taetag§ince authoritative models are
built from autonomous models with additional promisess timplies that even authority-based

management includes an implicit game strategy.

We now wish to elaborate on this point.

X. (NON)-COOPERATIVE DILEMMA GAMES

A common approach for modelling and analysing cooperataio iuse dilemma games from
two-person game theory[14], [15]. Here two individualstheut strictly opposing interests,
have the possibility of exploiting each other’s willingse® cooperate for selfish gain. This is
a scenario that has shown to fit several real-life cases[18], It is known as a cooperative
dilemma.

In the dilemma game, each player can choose between twaetiffenovescooperate(keep

promise) ordefect(i.e. do not keep promise). The interpretation of the dileaamgame symbols



is thus: T is the payoff for receiving services from another agent,levhefusing to contribute;
R is the reward two agents receive when both are cooperafingg the inconvenience both
agents experience when they both refuse to collaborateSdadhe inconvenience of servicing
an agent who refuse to contribute anything back.

There are many possible outcomes, which depend on theveetaties of these parameters. For
the game model to qualify as a Prisoner’s Dilemma, in the comuosage of the term, certain
requirements need to be fulfilled: @) > R > P > S, and (i) R > @ These requirements
ensure that conclusions associated with the game are true.

A player can win the maximum payoff by ‘defecting’ (failing tact according to its own
promises) when the other player is ‘cooperating’ (actingoading to its promises), but if both
players are defecting, they both receive a lower score tithey both had cooperated. Constraint
(ii) assures that mutual cooperation is more beneficial Higamnating cooperation and defection
between the two players.

What makes this game model interesting, is the controvéisyeven though the choickefect
is dominant both players will actually end up with a better result caagpieg in the long term.

This model is completely analogous to a scenario of automsnagents, looking to establish
agreements (promises) between one another, in order tte@darger system voluntarily. There
is a potential long-term reward associated with providiegviees for other peer agents, but

avoiding a commitment could thus seem beneficial in the stuort

Xl. | TERATION STRATEGIES AND TEMPORAL POLICY

Would a promise made in advance of an interval of time inadae likelihood of service
cooperation between the hosts[16]? This would, again,ysuiepend on the penalty for non-
compliance. Such considerations are important for matghkiervice level agreements etc. The
suggestion is that actual bilateral agreements are rejuwéh implementable penalties for
stable relationships to form. This is a necessary, but nificent condition.

We model this situation with multi-move games in which onerggcan follow the history of
its interaction with another angunishprevious defections from the other player by failing to
behave cooperatively in return. This scenario implies ¢hatrategy based on cooperation could

be successful, given that the opponent’s strategy rewardgecation.



An example strategy, which has received much attentionaditirature, idit for tat. This has
proven to be very successful in playing cooperative dilesimigh a good average performance.

Tit for tat is a macro-strategy and it is defined as follows:

Definition 7 (Tit for tat): Let r label a sequence of rounds in a game, and\?gt € {5, ﬁ}

be the move taken by agent 1 in roundetc. The tit for tat strategy is defined by:

Ml,l = C_: (16)
My, = My,_
R S (17)
M2,r - Ml,r—l

Notice that the agents always start @obperating or obeying policy rules, and then do against

the opponent what the opponent did on fireviousmove.

The success of this strategy, in dilemma games, is chaissdeby the fact that it gets high
scores on average, even though it does not necessarily @lway (i.e. it does not always
maximize the utility of its interaction). This strategy hseveral beneficial qualities:

« Simplicity.

« Rewards cooperation, and hence performs well with its owm’t

« Punishes defection.

« Forgiving, hence single defections from opponent playeesdot harm the game too much.

The disadvantage is that it does not exploit recovery frondoan noise well enough. It tends
to end in fruitless reactive oscillations between agentgecthey have started. A continuous
generalization of the game has further instability proldgi].

What this means for a group of autonomous agents in a dilemaneegusing tit-for-tat, is
that they will perceive a high level of payoff compared to rstgeacting differently. This is a
useful result, as behaving accordingtiiofor tat means cooperating unless other agents refuse,
which again mean that a large grouptiffor tat agents again would imply a group wheat
agents cooperate all the time.

However, in terms of the stability of promised relationshig tit-for-tat strategy is probably too
susceptible to oscillation. Some thing is required to damm& the oscillations that would ensue
on random error. A small amount of noise to unleash os@ltetithroughout a peer network, in

which the agents had dependent promises.



The real dilemma in these games is this: if an agent in a tgaditationship does not retaliate
to broken promises, it will allow itself to be exploited. Hewer, if it does retaliate, it participates

in the contributing to a policy instability in the network.

XIl. GAMES AND THE ECONOMICS OF PROMISES

What is the complete relationship between games and prefisle need to establish how the
strategies of individual agents in a network interact afecaione another. Some relationships are
purely fortuitous, with no guarantees of receiving a payofftheir actions. Others interactions
are games which are bound by a trade of mutually beneficiahiges. Thus not all promises
are games, but all dilemma or bargaining games involve mesiiHow does the probability
of keeping a promise relate to the experience gained fromtie dilemma games, and the
discount parameter?

Since the cooperative dilemma gives us a natural notionatfiestequilibrium for autonomous
agents, let us ask: in what sense is a promise a cooperaterarda, and which agents fall
outside this assurance? In [2] we illustrated three diffeigroups of possible promise types.
These were the Service promise types, the Collaboratiomigeotypes, and the Usage promise
types.

Consider two nodes, nodé and nodeB, which each represent an autonomous node. As
described in [2], a promise = b from a to b is represented in graph notation by a directed

edge (arrow) from node to nodeb, and the label on the edge defines toatentof the promise.

Definition 8 (Policy dilemma):A bi-lateral promise between two nodes, in which cooperatio
is interpreted akeepingthe promise, and act as promise, and defection is definedt&eaping
the promise. In order to qualify as a bargaining game, botleaanust receive some utility from

the bilateral arrangement.

Consider the images in fig. 7. Here we see a number of promegghgy some of which are
policy dilemmas and some of which are not. There are three lsasegories of promise[1]:
1) In a service promise of the form-> b, nodeb is the recipient of something of value (the
promised service).
2) In a use-promisey v b, nodea promises nodé that is will avail itself of a service ,

which is has been promised by some node. In this case, hddes not receive anything
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Fig. 7. Some 2 person games and their corresponding pramises

tangible, except an assurance thawill use the service it has been offered.
3) Similarly, in a cooperative promiseci?) b, nodea promises nodeé that it will imitate b’s

behaviour with respect to service Again, the only thing receives is an assurance.

We must now ask: are all these dilemma games? Consider fig. 7.

In case (a) the two nodes exchange services or other simdanipes of some value to one
another. We may consider this interaction as representlmgya@ning game between the players,
if the promises are judged beneficial to the agents.

In case (b) however, the assurance of usage does not seemhetwobargain with. Indeed,
nodea says “if you do not give me, | will not use it!”. This is hardly a bargaining position.
One could similarly apply (b) to a cooperative promise: “tfuydo not give mes, | will not do
as you do with regard te” (give myself s). Again, there are no grounds for bargaining.

In case (c), there is a game, since the two promises are ot fequiag: “if you don’t do as
| do, | won't do as you do”. In both cases, the promises are ofabgalue and so they have
a symmetry of mutual assurance, and we can define them to bena. ¢gadeed, case (c) can
easily be shown to be a stable fixed point.

Case (d) contains no game either. Nedgives nothing in return to nodeefor its servicess;

nodeb offers nothing in return to node for s;.



The services are promised without any trade taking placerder to have a game, an agent
must be able to exert an influence against its peers. It mus& samething to bargain with.

There are two kinds of nodes that do not fit into this contrdcitability.

Definition 9 (Opportunist):A network sink (a node with out-degree zero)agportunist It
is vulnerable to loss of service, as it offers nothing in netdt is a non-profit node.

Definition 10 (Altruist): A network source (a node with in-degree zero) isaltnuist. It is
vulnerable and exploited, as it gives without taking anyghin return. It is a ‘single point of

failure’ for the dependent promises.

For example, we could repair the lack of economic incentivedioperate in case (d) by modifying

the graph to allow for some chain of payment (see fig. 8). Thggests a reason for introducing

sl

"
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Fig. 8. An act of uncertain altruism can be turned into anmtieezed bargaining game by assuring some payoff to theliattr

a trading currency which is independent of that in ref. [2].

XIl. M INIMUM REQUIREMENTS

We can now propose some minimal requirements for sustarabimises, based in economic
incentives.
Proposition 2 (Common currency)fhe need to bargain or trade with different currencies

motivates an undirected graph of common currency, reptiesehilateral promises.

This graph is easily constructed from a knowledge of the pgemalone. The common currency
graph was exposed in ref, [2], from a different perspecti@ving two independent motivations
for such a graph is strongly suggestive of its importancéecapart from the ability to model

an underlying game. Indeed, the stability it engenders sstgga second principle for binding

stability between the autonomous agents.



Proposition 3 (Principle of sufficient remunerationfEvery agent should receive a ‘handshake’
promise in return for giving a promise. The handshake candbeed in any currency used by

the agent.

This proposition can easily be proven if one posits equtitoras a criterion for a well-formed
policy. Given this principle, each interaction can be cdastd mutually beneficial to the agents
concerned. If there are several promises between two ntldexs,the combined value of the
promises between any pair is the value that counts for tregdining.

Example 3 (Binding agreements}he literature of games and economics often refers to ‘bind-
ing agreements’ in the sense of agreements that are enftwcesbme legal framework. In
promise theory there is no such outside legal frameworkeasmbne builds it from promises.
Such a framework is very complex. A third party (governmentasv court) must promise to
make laws known. All agents must promise to use the law. Thegtmpromise to make visible
any contracts and practices they make to an arbitrator, whorh must promise to inform law-
enforcers of any breakage of laws. These in turn could eafarcisolation (incarceration) of an
agent. To make an agreement binding by force, one must smbdedneself to an outside force,
or suffer large consequences. Such a scenario takes catdeefra-structure. This shows that
commonly held assumptions can represent very complex sosrihich is why criminals stand
a chance of succeeding in breaking laws).

The idea of offering different interpretations of curre@s been considered also by Piaget[19].
In his view, societies of agents bind into working constedias because they value one another
by different criteria. Consider a transaction performetiveen two ‘agents’, represented bly
and B, where A performs some actioon behalf of B. Piaget assumes the following basic
conditions, which differ from our starting point:

« A common scale of values for all agents.

« Conservation of values in time.
and remuneration values:

rA : Renouncement valu@his value represents thevestmenmade by agentl in order

to perform an action on behalf ds.
Sg . Satisfaction valueThis value represents the satisfaction expressed® las a result

of receiving the action from.



tp : Acknowledgement valu@his value represents the acknowledgement madé g
A as a result of receiving the action.
VA : Reward value This value represents the associated value of receiviagatiknowl-

edgement fromB, as experienced byl.

Piaget distinguishes between so-calledl and virtual values, wherer and s are the real
values, and andwv the virtual values in the transaction. The virtual valuas tinto real values

when they are 'cashed in’.

XIV. STRUCTURAL STABILITY OF THE COOPERATIVE NETWORKS TO NOISE

A central issue is whether the cooperative behaviowstable over some time interval. It is
not reasonable to expecbontinuousstability during a larger time interval due to the interfece

of noise from random faults and environmental influence$ what about on average?

Example 4 (Compliance ranking)lConsider a graph of nodes, each making promises to a
subset of the other nodes. Each promise is represented byram laetween the node making
the promise, and the node which is the receiver of the pranmsthe result graph, the number
of directed edges indicates how maretationshipsare established in the group, which also
says something about hoslusteredthe group is. Using graph theoretical terminology, we can
compute theconnectivityand theclustering coefficienof the group[20], [21], [22], [23].

Once the initial promises have been established, the sttegeaspect is whether they will be
kept. In a dilemma scenario, this translates into whetheh emde will cooperate or not over
iterations. After each iteration, each node’s actions asduated, and it is determined whether
the nodes cooperated or defected. If a defection has taleme,pthis isrecordedin the nodes
they defected against, and this can be used for the speciieg’snaext choice of action.

If we assume all nodes are playitigfor tat, and the environment is without noise, it is possible
to determine, without uncertainty, what choices each noilenvake in the next iteration. This
means we can determine which nodes will cooperate, or how mvdihcooperate. However, this
requires monitoring all separate occurences, or all itemat which is very resource-consuming,
and not very effective for our purposes. So, what we choogiotas to run all the- iterations,
record all incidents, and then compute theerage probabilityhat each node will cooperate over

the given time interval. The longer the time interval, therenaseful is this number to predict



the cooperation rate for the group over time. This averagerobability is simply the number
of times a node has kept a promise, divided by the total nurabéerations. This means that
we assume actions being taken onitdrations

The probability of whether each promise will be kept, is tlrenumber in the intervdD, 1],
which in graph theoretical terminology isveeighton the corresponding promise edge. Having
established this method of analysis, what is left is to defuat we could achieve from the
simulations. Our motivation is to find out under what corati the probability of cooperation
is as close td as possible.

For two agents, we can easily predict the stable configuratimder tit-for-tat by computing
the spanning eigenvectors of the common currency promiaphgrTo do this, we write the

strategy as an iterative matrix operator whose fixed poirlisbe the stable solutions of the

policy:

M, 01 My
A = (18)
M, 10 M,
which has stable eigenvectors
M, 1 1
= , (19)
M, 1 —1

This shows that the two strategy modes that can persist igridgeh are that both agents agree
to agree (either keep their promises or not) for all time,h@ytenter into an eternal battle of
opposites (cooperation and defection) for all time. In theemce of an initial condition (as in

def. 7) there is no way to pick out which of the former is theesdsut it seems reasonable to
assume that promises will initially be kept if an agent bath® make them. This method can
be extended to larger graphs and we shall return to this matiater work.

Random error in providing service, or signal noise, is itee in any real world computing
scenario—a pervasive computing scenario, even more ste systems a tightly interwoven with
an unpredictable environment. What would be the effect oag@nt suddenly being swamped
by noise and being unable to meet its commitments? Woulduhilisash open warfare in the
policy graph? Alternatively, what if a misconfigured or neédus agent were to start behaving
in a non-cooperative manner, while engaged in promisedioakhips with other peers[24]?

Such a scenario can be modelled by the introduction of rogeata in the graph, or using

the eigenvector approach to find limiting configurations ihick certain agents defect. The



interesting issue then is: will they be able @gploit other agents using other strategies ltke
for tat, or will the cooperative group be able to ‘defend itself’?n@arily, if an agent following
the tit for tat rule enters an environment of agents following other ratan policies, will the
new agent be exploited, or is it possible for it to obtain thene or higher level of benefits in
the new environment? Studies on these matters have beasrmed in the literature and one

observes the following.

Definition 11 (Invasion and dominanceAn new strategy is said tanvade or dominatean-
other strategy, if aewcomergets a higher score with @ative than a native gets with another
native[15].

A native is an agent uses the same strategy as everyone ekse @stablished group of
autonomous agents. The concept of invasion is closelyeekled whether an enviroment can
be stable independently of the new agents entering the gRelated to this, [15] defines the

concept ofcollective stability

Definition 12 (Collective stability)A strategy is said to be collectively stable if no other

strategy can invade it.

It would be interesting to compare this to the eigenvect@ragach. A related concept related
is evolutionary stability due to Maynard-Smith[25]. A strategy is evolutionarilyalste if a
population of individuals using that strategy cannot baded by a ‘mutant’ adopting a different
strategy.

In game theoretical terms, to evaluate the iterative stahilf a strategy to the fullest, it
is necessary to investigate the answers to the followingtipues: Can the strategy invade a
population playing different strategies? Once estabtisie the strategy collectively stable? It
is known that the discount parameteplays an important role in stability, often referred to as
the ‘shadow of the future’. Our assertion is that this can bdeustood on the basis of general
game theoretical experience[26], [20], [15], [18]. Thisolwiedge motivates general principles
for policy constraints, which can bind even lawless, autnoos agents into a social contract
of cooperative behaviour. Such a contract will become emiregly harder to takr for granted in

pervasive environments.



XV. CONCLUSIONS

In this paper we have considered the relationship betweemipe graphs and the theory
of voluntary ‘economic’ cooperation (see fig. 9). We havevamnahat, given the ability of
agents to make their own valuations, there are promise eoafigns that form economic
games. We propose thaustainable configurationare naturally predicted by the outcomes
of these equivalent games. The body of work from cooperajame theory suggests that a
complete view of a human-computer system policy, as an ieguin of individual promises,
requires two things: a common currency for motivating coapen, and a stabiliizing principle
of remuneration (trading), that invokes bilateral promaitzbind all nodes together. The fragility
of the network is easily analyzed by methods of graph andbiiiy theory.

What does the game theoretical connection tell us aboutrbigapility that a promise graph

will be a stable and lasting structure?

Games and

Economics

Logic and
Algebra

Graph Theory

Promise
Theory

Service
Agreements

Reliability
Theory

Queueing

Networks

Fig. 9. An overview of how promise theory sits in the middleaofange of tools and brings them tigether in a simple way.

Naive cooperative game theory suggests policy strategiesnbiximizing the utility of an

autonomous agent’s policies.
1) Initial cooperative behaviourWhen establishing a new promise or relationship, an agent
should always act in a cooperative way, i.e. should keep tbhenise made to another
agent.



2) Punish bad behaviourtf an agent fails to fulfil/keep a promise, this should be gheid

by the environment, so the agent lose some privileges.

3) Reward good behaviouAgents that keep their promises should be rewarded.

This viewpoint is naive as we must also deal with defectidrag happen by accident: i.e. faults
or ‘acts of God’. Immediate punishment is an efficient, but necessarily desirable strategy,
unless used as an incentive to motivate redundancy andtédeiance of systems. Simulation
leading to empirical conclusion is an avenue for future gtud

Another vital feature of voluntary cooperation is the notwf recognition of the agents. The
perceived effects of future reprisals must be sufficientipartant to a node, in order to affect
its behaviour. Thus promises must beervable

According to the theory of cooperation, maintaining a selflicy can lead to a stable
environment of cooperative agents as long as certain mmeints are satisfied: in particular, the
future must be significantly important for each agent to lergsted in keeping a promise. Thus
long term relationships are conducive to stability. Ad hacaunters are inherently less certain.
A separate study of promise theory in ad hoc networks is tpi tof a future paper.

Pervasive computing scenarios typically imagine an ex¢tgrdynamic environment, where
the number of agents involved changes. Also, they are asktorige veryheterogeneoysvhich
would imply a wide variety of different promises. Undergdarg the global impact of this world
requires a common currency or economic model by which to edrand trade promises into
another. The full picture of what happens in these scenasio®t trivial, but our framework
suggests a way to make it possible from the common curreaagformation. See also ref. [2].

In ref. [2], we alluded to a strategy of simplifying the diste detailed view by replacing it
with a common currency graph, in which each agents’s spgmiimises are collapsed into an
overall view of its reliability. The numerical value traags into weights on the edges of the
graph. There are clearly different ways of determining ttlges on these graphs.

« Estimated edge value®ne possibility would be to simply guess a probabilty thait$ of
agents will keep promises of various types. This could bedbas observation, unsupervised
learning, or even simulation. However, this requires a Kedge of some kind of history
of actual agents.

« Negotiated edge valueg&nother possiblity, which captures the essence of a syst@m

less initial input, is to consider a worst case scenario eafdrm of a bargaining game.



There are many threads to pick up on. We hope to report on thesgure work.
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