Page 1

NTNU
Norwegian University of Science and Technology
Department of Telematics

TTM9 Verktay og metodikk for studium av trafikk og
palitelighet, lab

Traffic and Dependability;
Toolsand Method L aboratory

Prepared by
Peder J. Emstad, Poul E. Heegaard and Bjarne E. Helvik
2001-08-28
Revised August 2003

Draft 2004-08-23 C:\Documents and Settings\mykkeltv\Mine dokumenter\L ab-description_250803.fm



I ntroduction - Objectives Page 2

1 Introduction

This document defines the in depth study subject TTM9 Traffic and Dependability; Tools
and Method Laboratory given asan element in the specialisation in dependability and per-
formance at the Department of Telematics, the Norwegian University of Technology and
Science.

1.1  Objectives

The objective is to make the student familiar with the common tools and techniques for
investigating the dependability and traffic handling properties of telematic systems.
Emphasisis put on the carrying out of systematic and well documented investigations, as
well as extraction and presentation of the findingsin a style suited for publication.

1.2 Outline of tasks

The lab consists of four tasks outlined below. The first task is somewhat larger than the

other tasks which have an approximately equal workload. It isrequired that at |east tasks
1,2, and 3 or 4 are done satisfactorily in order to pass the subject. All tasks are based on
the smplified network server cluster presented in Section 2.

1. Smulator. Based on the description of the network server cluster, its environment and
operation policies, aDEMOS based simulator shall be devel oped. With this simulator,
aseries of experiments shall be carried-out. The results will be used in the succeeding
tasks.

2. Data analysis. The objective of thistask isto perform statistical analysis on alog of
events which may stem from the operation of a system, a simulation, measurement
equipment etc. Simulation traces are used.

3. Trafficanalysis. Thetraffic handling capabilities of the network server cluster are mod-
elled and analysed, and results compared with simulations.

4. Dependability analysis. The dependability of the network server cluster is modelled
and analysed. Both block schemes and state diagram (Markov model) techniques shall
be used, and the results are compared with simulations based on lessrigid assumptions.

Note that the output from the simulation study (trace files) will be used for data analysis
intask 2, and simulation results shall be used for comparison with analytical resultsin
tasks 3 and 4. Hence, it is advised to study all tasks before starting the definition of the
simulation and the simulation experiments. Furthermore, the experiments are not speci-
fiedindetail, and it isapart of the*lab work” to decide which parameterization to choose,
which simulation experimentsto run etc. The suggested default values should be regarded
as areference point, not the value.
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It isstrongly advised that the students establish a proper book-keeping, encompassing an
(updated) plan for the work and of work done (what isinvestigated, i.e system configura-
tion and parameterization; where are the results; what is observed, etc.).

1.3 Tools

The recommended tools for the work areidentified below. The students may use other
tools with similar capabilities. However, in this case the students must validate that the
tools applied are able to solve the problems at hand and no support can be expected with
regards to “technical problems’ with other tools than those listed below.

1.3.1 Simula/DEMOS

The SimulaylDEM OS simul ation language/tool should be familiar to the student. A very
brief introduction, documentation and how to access the tools is found on the web page
http://ww.itemntnu.no/fag/ttm110/ci m Si mul aC nmDenps. ht m

1.3.2 Mathematica

The students should have gained some familiarity with Mathematica from previous
courses. Mathematicais a universal tool e.g. symbolic and numerical mathematics, plot-
ting. For abrief introduction, documentation and how to access the tools is found on the
web page

http://ww.item ntnu.no/~bjarne/ mua-item htm

For dependability analysisin task 4, special packages and notebooks demonstrating the
application are available. Contact Bj ar ne. E. Hel vi k@t em nt nu. no for material.
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2 System description

2.1 System structure

A network server cluster isregarded. Each server in the cluster isidentical. The servers
operate in load sharing, where several load sharing strategies may be applied. The imple-
mentation of the various load sharing strategies are taken care of by aload balancing
function within the network. This load balancing requires system information and
processing which have a cost. The load balancing function is considered as a part of the
system, but the equipment and software performing it is not included.

Internet

———’

-
-

Load Balancing
function

Figure2.1 Sketch of system studied

Draft 2004-08-23 C:\Documents and Settings\mykkeltv\Mine dokumenter\L ab-description_250803.fm



System description - Workload and load balancing Page 5

The system has a sufficient performance and is said to be working when at least m out of
the n serversare in operation.

Parameters

The most important parameters for the system structure are listed below, each with a sug-
gested variable name for the simulator and a typical value.

- Number of server servers, n; INTEGER numServers; 3
- Number of serversrequired for sufficient performance,m; INTEGER oprServers; 2
- Maximum queue lengths in each server; INTEGER maxQ; 10

2.2  Workload and load balancing

The number of usersinthe systemisso largethat it may beregarded asinfinite. Each user
represents asmall and equal workload. Handling of tasks from the same user is such that
all tasks offered to the server cluster may be regarded as independent of each other and
identically distributed. A task may be served by any working server, and only onevisit to
aserver isrequired to complete the task. The distribution of the workload per task is
unknown. The load balancing function in the network, cf. Figure 2.1, may assign tasksto
servers according to candidate policies:

a RR (Round Robin). Tasks are assigned to the n serversin a sequential circular
order,i.e. 1,2,...,n—1,n,1,2,.... Tasks are only assigned to working servers.
Each server maintainsalocal FIFO queue of thetasks assigned to it. Thisqueue has
afixed size and tasks arriving when the queue isfull are lost. Queued tasks are lost
when the server fails.

b VQ (Virtua queue). The load balancing function maintains one virtual central
gueuefor al servers. The queue ordering is FIFO and tasksarriving when the virtual
gueueisfull arelost. Tasks are assigned, without delay, to serversin the order serv-
erscompletetheir task. Server failuresdo not affect queued tasks. Thisisareference
policy and requires usually too much system information to be applicablein a prac-
tical system.

¢ RO (Random Order). The load balancing function passes tasks to working servers
in arandom order. Each server maintains alocal FIFO queue of the tasks assigned
to it. This queue has afixed size and tasks arriving when the queue is full are lost.
Queued tasks are lost when the server fails.

Parameters

The most important parameters for the system structure are listed below, each with a sug-
gested variable name for the simulator and atypical value.
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- Expectedtask interarrival time(inverseof task arrival intensity); REAL timeNextTask;
25ms

- Expected task processing time; REAL timeProcessTask; 50 ms
- Distributions of task processing time (processing times arei.i.d.)
- Negative exponentially distributed;; Default
- Deterministic;
- LoadBaancing,i.e.RR,VQ, RO; INTEGER IbPolicy (1=>RR,2=>VQ, 3=>R0); 1

2.3  Failuremodesand fault handling

A server iseither intact or defect, i.e. it never workswith reduced capacity. Serversare not
physically co-located and has no tight interaction. Hence, it is assumed that the servers
fail independently of each other. The failure process is assumed to be Poissonian.

Failures are caused by two kinds of faults, permanent and temporary. The permanent
faultsinclude solid hardware faults and environment failures. Thetemporary onesinclude
logical faultsin SW and HW, transient HW faults and intermittents.

With a certain probability, afailure isimmediately recognized as caused by a permanent
fault. Otherwise it is sought handled as caused by temporary fault.

2.3.1 Handling of temporary faults
A fault, not immediately recognized as permanent, is handled astransient according to the
following procedure:

1. Thesystemisattempted restarted after some tasks are dropped and adefault stateis set
for the system (without afull reload of the software). Thistakesarandomly distributed
time (unknown distribution) and has a certain probability of success.

2. If therestart fails, afull reload is attempted. This takes arandomly distributed time
(unknown distribution) and has a certain probability of success.

3. If dsothereload fails, the fault is considered as a permanent fault.

2.3.2 Handling of permanent faults

A repair of the permanent fault(s) of the cluster is (are) initiated when anumber of servers
havefailed. We denote the number of failed serversbeforerepair isinitiated ask. k should
beintherange 0 <k < n—m. Thetimefrom initiation of repair to all serversare repaired
isarandom variable. Its distribution is unknown.
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Parameters

The most important parameters for the system structure is listed below with a suggested
variable name for the simulator and atypical value.

Expected time between failure of aserver for al kinds of faults (inverse of failureinten-
sity). Interfailure times are identically and independently negatively exponentially
distributed; REAL timeNextFailure; 17 h

Probability that afault isimmediately diagnosed as a permanent fault; REAL
probPermFailure; 0.1

Probability that arestart is successful; REAL probRestarted; 0.8
Probability that areload is successful; REAL probReloaded; 0.8
Expected duration of arestart; REAL timeRestart; 15 s
Expected duration of areload; REAL timeReload; 150 s
Expected duration of a manual repair; REAL timeRepair; 1.5 h

Distributions of the duration of a) restarts, b) reloads and ¢) manual repairs (all times
of thesamekind arei.i.d.)

- Negative exponentially distributed;; Default
- Deterministic;
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3 Simulation (Task 1)

3.1  Simulator development

A parameterized simulator of the system described in Section 2 shall be devel oped.

3.1.1 Input

By parameterized is meant that the simulator shall be able to run various simulation sce-
narios without alteration and recompilation of the smulator code. Key parameters and
their name is and default values with respect to:

e System structure,
» Workload and load balancing,
» Failures and fault handling,

are given in Section 2. Note that the list does not claim to be exhaustive and it is left to
the student to define the complete list of parameters. In additions

e Simulation parameters:

- Total simulation time and or the number of events (of which types?) that shall be
observed; e.g. REAL timeProcessJob

- Simulation transient period

- Random seed for the simulation experiment; REAL simseed

- Eventua replications for interval estimation/error control.
All system parameters shall be read from file.

3.1.2 Output

Trace files necessary for the detailed analysisin task 2 shall be generated as well as data
necessary for the analysisin tasks 3 and 4.

In addition to this, directly generated statistics from DEMOS which at |east presents:
- Carried traffic in the cluster and on each server.

- Relative and absolute number of lost tasksin the cluster and on each server.

- Task turn around time.

- Theavailability of the system and each server.

- Up times and down times of the system and each server.
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3.2  Simulation study

Most of the use of the simulator will take place in connections with Tasks 2, and 3
and/or 4. In thistask, the students should:

+ validate that the simulator is correct,

 establish asimulation environment for the production runs.

3.2.1 Verification

The student should choose afew simple parameterizations/configurations of the simulator
that may be easily verified by theoretical results and by comparison of simulation results
make it plausible that the simulator is a correct representation of the system described in
Section 2.

3.2.2 Environment

Computation requirements

Asadtart, the students should get familiar with the computation requirementsfor the ssim-
ulator, so he/she can plan production runs. The following tests are suggested:

» Estimate the average down time with and without generating jobs to the system.

» Try different PDF for the fault handling procedures, i.e. the timeRel oad,timeRestart,
and timeRepair.

» Try increasing the timeProcessJob by 50%, 100%, and 150%. Comment the “ accu-
racy” of the observations.

Make rules of thumb with respect to required execution times for various scenarios.

Production

While running a series of simulation experimentsit isimportant to keep track of
a the objectives of each experiment,
b the combinations of input parameters used
c theresults and observations

Describe your log, catalogue structure or intermediate report that you (plan to) use for
bookkeeping of the above.
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Execution of series of simulation experimentsis very resource demanding in terms of
computer time/resources. Hence, it is advantageous to:

a run experiments outside office hours - with low priority,
b use anumber of otherwise unused or lightly used computersin parallel,

c automate the dissemination and start of simulation runs, as well as collection of
results.

Which of these schemes that may be used depend on the platform used (unix, windows,
...). The students should:

» Create scripts for automatic start-up of simulation runs on a machine at specific times
(with alow priority).

» Create scriptsfor collection and preprocessing of simulation runs constituting one
experiment.

« Optional for unix platforms: Create scripts for distribution and start of simulation on
several computers. (Distribution of simulation jobs on the various computers is auto-
matically taken care of in the Department of Telematics MOSIX based computation
cluster Wolfpack.)

3.3 Documentation

A concise documentation including the following items should be prepared as a hand-in:

a A user guide to the ssmulator and use of the simulation including the its environ-
ment, cf. Section 3.2.2.

b Design documentation of the simulator.
¢ Format of the trace files.
d Results from the introductory investigations/validation, cf. Section 3.2.1.

Hints

If binsare used, variables must be used to storetheintermediate values and thefinal values
one wants to write to file (ex., delays and task turn around time).

If waitqueues are used, the smulationswill beslower andci m-nxtal | > fi | ename must
be used to compile with increasted memory, ex: ci m - L0 t est . si mwill allow the
simulator to use 10mb of memory.

To save time needed on task 2, make sure the output files generated by the simulator are-
conveninet to use for the data analysis. Also, keep in mind that Mathematicais not
optimized to handle huge amounts of data.
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4 Dataanalysis(Task 2)

4.1 Quantitiesto be extracted from the data

Thetrace files of the simulation shall be analysed with respect to the following quantities.

1. Down time distribution of a server and of the entire cluster. The distribution shall be
presented as smoothed graphs representing the pdf of the down times,

2. Thedistribution of the interval availability of a server and of the entire cluster. These
availabilities shall be presented for variousinterval lengths and compared in the same
graph, where the objective is to compare the shape of the distributions. Indicate also
the asymptotic unavail abilities with 60% and 90% confidence intervals.

3. Theservicetimedistribution, i.e. the the distribution of the task turn around times for
the three load balancing policies.

4. Theexpected waiting time and theloss probability for the threeload balancing policies
when

- the offered traffic varies from 0.1 to 0.9 Erlang per server,

- the queue-size varies. NB different for the three policies.

4.2 Documentation

The results from the analysis shall be presented as* publication quality” graphsin abrief
report. The graphs should be properly titled and annotated with respect, legends, axis,
parameterizations, etc.
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5 Trafficanalysis(Task 3)

51  Queueing policiesto be studied

Assume the service time is negative exponentially distributed.

1. Model the virtual queue (VQ) policy with the M/M/n/c queueing model and approx-
imate the loss probability with the probability that the system stateis at or above the
maximum queue-size.

2. Model the virtual queue (VQ) policy with the M/M/n/n + s queueing model where s
is the queue-size. Draw the state transition diagram, set up the linear set of state prob-
abilities and find expressions for conditional expected waiting time and loss.

Make plots of expected waiting time and loss against offered traffic and compare with

simulation results.

Optional:

3. Model the Round Robin (RR) policy with the G/IM/1/s+ 1 model where s isthe
queue-size (formulas given in Appendix).

4. For the virtual queue policy plot against buffersize afamily of curvesfor n=2,3 and 4
showing how much traffic can be offered and still meet the stated loss (say 5%).

52 Documentation

The results from the comparisons shall be presented as “ publication quality” graphs and
briefly commented upon in a short report. The graphs should be properly titled and anno-
tated with respect, legends, axis, parameterizations, etc. The comment should al so discuss
eventual discrepancies between simulation and analytical results.
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6 Dependability analysis (Task 4)

6.1  Comparisonsof theresultsfrom variousapproximatetechniques

1. Approximate analysis by reliability block schemes. Make the independence assump-
tions necessary to establish reliability block schemes of a server and entire network
server cluster. Determine the expected down times and availabilities. Compare to
items 1and 2 of Section 4.1 on Page 11 obtained with n.e.d. service restoration times.

2. Analysis by Markov model. Establish a Markov model (state diagram) of a server.
Determine the expected down time and availability and compare with the results from
asingle server obtained in the item above as well asitems 1 and 2 of Section 4.1 on

Page 11.

3. Service restoration time distribution. Compare the quantities obtained in item 2 with
simulations of deterministic service restoration times with the same expectation.
Optional: Extend the model of aserver to Erlang-k distributed servicerestoration times
and introduce the results in the comparison for k = 2, ....

4. Larger Markov model. Thisitem isoptional. Establish aMarkov model (state diagram)
of a system with more than one server, e.g. n = 2. Consider to use the techniques
based on Kronecker sums from the * StateDiagrams.m’ mathematica package or devel-
oping amodel based on the symmetries between servers. Compare with the results
from acluster obtained in item 1 above as well asitems 1 and 2 of Section 4.1 on

Page 11.

6.2 Transient behaviour

5. Relaxation time. Make a plot of the instantaneous availability of aserver whenitis
“started” in al itsstatesat t = 0.

6.3 Documentation

The results from the comparisons shall be presented as “publication quality” graphs and
briefly commented upon in a short report. The graphs should be properly titled and anno-
tated with respect, legends, axis, parameterizations, etc. The comment should al so discuss
whether discrepancies between simulation and analytical results are due to approxima-
tions in the analytical methods or stochastic variations in the simulations.

The transient behaviour of the system should be presented as a graph and the relaxation
time of the system commented upon with respect to parameters and initial state.
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Appendix A The G/M/m queue with finite waiting room

Results for the G/M/m queue with finite waiting room is found in [Hokstad 75]. In the
case of one server and s queueing places the arrival congestion under stationary condi-
tionsisfound as

g = AB) (A1)

where A" (B) isthe LST of theinterarrival distribution, A " (B) its i th derivativeand B
isthe serviceintensity. Further

GU) = 1
K
A.2
Gk = S yGk-)) k=12 (A-2)
i=1
and
1+8A (B) B'f\*(l)(B) fork =1
A (B) (A.3)
(_B)kA*ik)(B) fork = 2,3, ...
AP

The mean waiting time given the customer hasto wait is

s-1

E(W|W>0) = {z G(j)—SA*(B)}(B(G(S—l)—A*(B)))1 (A.4)

=0
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