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1. Abstract

At 10:07am on September 11™ 2001 (9/11) the crew of a New York Police Department
(NYPD) helicopter radioed police officers attending one of New York’s World Trade
Centre (WTC) twin towers — WTC1 — and recommended the immediate evacuation of
personnel. The pilot added — “About 15 floors down from the top, it looks like it’s
glowing red...It’s inevitable.” At 10:20am, the crew of another NYPD helicopter
advised police officers that WTC1 was now beginning to lean. With all NYPD personnel
safely evacuated, WTC1 collapsed at 10:29am, twenty-two minutes after the initial
warning of impending collapse. Soon after, another NYPD pilot radioed - “I dont think
(the second tower) has too much longer to go. I would evacuate all people within the
area of that second building.”

Firefighters of the New York Fire Department (FDNY), who were working within WTC1
and WTC2, did not receive or intercept the communications from the NYPD helicopter
Crews.

Unaware of the tower’s state of imminent
collapse, 121 firefighters died. In total,
343 firefighters were killed at the site of
the WTC.

These failures resurfaced into people's
consciousness four years after that fateful
day with the release of thousands of pages
of transcribed oral testimony recorded by
survivors and victims. The disturbing
tapes were obtained from FDNY in
September 2005 after the New York
Times sued the city under the United States (US) Freedom of Information Act. But why
in the twenty-first century did communications systems fail so totally in arguably the
world’s most technologically advanced country?

The events of 9/11 were unprecedented. Yet in both Europe and the US there is a
common misconception that public safety agencies can communicate efficiently and
effectively in times of crisis. The aftermath of 9/11 has brought attention to a serious
public safety problem and provided an opportunity to bring stakeholders together to
focus on the need for alternative and more effective emergency responses. Even though
many new communications technologies now exist, it will take leadership and political
will to provide the impetus to work through intergovernmental and interagency battles to
facilitate innovative policy and technical solutions to secure interoperability.

This paper provides a detailed account of interoperability and examines the barriers, the
developments, and provides recommendations aimed at future initiatives aimed at
improving telecommunications between public safety agencies. The presented findings
are primarily directed at readers in the United Kingdom (UK), among whom there is
currently a distinct void in their body of knowledge regarding the subject of
interoperability.
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2. Introduction

The necessity for radio communications between the public safety agencies™ has long
been recognised but regrettably is all too often cited as a major point of failure during
joint operations at major incidents. The myriad reports that have emerged from the tragic
events of 9/11 have repeatedly echoed the following findings:

“Firefighters and EMS personnel were hindered in their response on 9/11 by multiple
failures of communications systems and processes and technology limitations.””

“...it would appear that non-interoperability was at least partially responsible for the
loss of 343 firefighters at the World Trade Center.””

“The events of 9/11, which called for an integrated response of federal, state, and local
first responders, highlighted the need for interoperable first responder communications
across disciplines and throughout levels of government.””

Almost as a cruel irony of fate, 9/11 occurred exactly five years to the day after the
Public Safety Wireless Advisory Committee (PSWAC) released its final report prepared
in response to growing concerns regarding inadequate communications between the US
public safety agencies. The report stated that - “unless immediate measures are taken to
alleviate spectrum shortfall and promote interoperability, public safety agencies will not
be able to adequately discharge their obligation to protect life and property in a safe,
efficient and cost-effective manner.”

Public safety agencies, including first responders such as firefighters, police officers,
paramedics and civil protection workers, are dependent on wireless radios. Wireless
technology requires radio frequency capacity, known as spectrum, in order to function,
and existing wireless technology is designed to work within specified frequency ranges.
Four years ago in New York different operations, different applications, different rules
and standards, and different radio frequencies were among the problems first responders
faced in trying to communicate with each other. On 9/11 there was no dedicated
spectrum allocated to the US public safety agencies - and there still isn't.*

In 2005, it could be argued that the progress of the public safety agencies in addressing
the issue of effective interoperability has been erratic. Moreover, in many instances
public safety officers do not even possess reliable radio communications systems that
allow them to talk to their own agencies.’

The devastating impact of terrorist atrocities in the twenty-first century has created a
world-wide paradigm shift in the once conventional emergency preparedness and
response arrangements of the public safety community. The state of preparedness in
respect of radio interoperability had arguably, until the events of event 9/11, itself been
the victim of corporate malaise and procrastination. Moreover, as some would argue®,
interoperable communications is merely a buzz-phrase in the post 9/11 lexicon of

* The term Public Safety Agencies in the context of this paper refers predominantly to the fire, police,
medical (ambulance) and civil protection agencies.
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homeland security hyperbole if there are no governing bodies to consolidate ideas, set
directions and guide participants.

Interoperability, sometimes referred to as compatibility or connectivity, may be defined
as:

Interoperability is the ability of public safety agencies to talk to one another via radio
communication systems — to exchange voice and/or data with one another on demand, in
real time, when needed.”

The purpose of interoperability is to facilitate the flow of critical information, improving
its timeliness and accuracy by reducing the number of pathways over which it must travel
and therefore the length of time and number of opportunities for interruption, and by
reducing the number of individuals who may inadvertently contribute to error.®

Interoperability can be looked upon as a process, not a single end result. The US Public
Safety Wireless Network (PSWN) programme has identified three types of
interoperability:

e Day-to-day interoperability covers routine public safety operations, such as a
building fire that requires support from adjacent fire and rescue services, or when
a police vehicle pursuit traverses police boundaries.

e Mutual aid interoperability supports a joint and immediate response to
catastrophic accidents, large-scale incidents, and natural disasters. It supports
tactical communications in response to airplane crashes, bombings, forest fires,
earthquakes, hurricanes, and similar events that occur without warning.

e Task force interoperability supports local, state/county, and federal agencies
collaborating for an extended period of time to address a particular problem. For
example, a task force might lead extended recovery operations, provide security
for major events, or respond to prolonged criminal activity. These are activities
that are planned in advance.

Whilst at least in theory these levels or processes of interoperability should be readily
evident, there are of course many reasons given by various governments and agencies for
the absence of any significant progress. Some simply state that progress is hindered by
the numerous and complex challenges faced,” whereas others'® share the same opinion
that five key reasons thwart advancement, namely:

I. Incompatible and aging communications equipment
II. Limited and fragmented funding
III. Limited and fragmented planning
IV. Limited and fragmented radio spectrum
V. Lack of coordination and cooperation

Drawing on the experiences of a range of visited European and North American public
safety agencies, coupled with the review of published documents, this paper reports on
each of the above stated reasons, discusses progress achieved towards interoperability,
the developments taking place, and offers recommendations for consideration. The
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author also puts forward what he considers to be a sixth barrier, a barrier to progress that
often fails to warrant inclusion in official documents, that of — the perceived need for
interoperability.

The author gratefully acknowledges the multitude of individuals and organisations within

Austria, Canada, Denmark, France, Germany, Italy, New Zealand, the US and UK who
have supported this research.
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3. Incompatible and aging communications equipment

Existing old analogue public safety communication networks are claimed to be
inefficient from an economic perspective, particularly as capacity is under-utilised,
except during emergencies.'' In addition, when such emergencies do occur, proprietary
radios and multiple standards make it virtually impossible for different agencies to
cooperate in a scaled response to a major disaster.'?

More importantly to the user, existing analogue technology offers limited functionality to
secure interoperability between various agencies, and it is this latter point, in the wake of
9/11, that has emphasised the need to migrate from analogue systems.

In the UK, the majority of existing public safety radio
systems were originally installed in the 1970s and are
now aged and obsolete, with limited facilities and no
development potential. The UK’s public safety
agencies have historically been allocated different
bands of the spectrum and have had the autonomy to
procure different systems and equipment in
accordance with national priorities and individual
service budgetary constraints. This has led to
disparate technology evolution and procurement
cycles within each agency, making pragmatic levels
of interoperability difficult to achieve.”” Moreover,
as time marches on, these systems are becoming
increasingly unreliable and difficult to maintain. In addition, the low-band VHF radio
spectrum used by the fire and rescue services is to be withdrawn, for regulatory reasons.
Digital technologies available today use much less spectrum than the old analogue
systems historically used by most public safety agencies around the world for their
communications needs.'*

Whilst aged and redundant communications systems may be replaced with newer
technology, it is the addressing of standards that helps to promote public safety
communications interoperability. The use of new standards for equipment and software
may alleviate many of the interoperability problems faced today. This is not a new
problem. The need for open standards in public safety wireless communications began
about twenty years ago. Prior to that time, the technical compatibility of voice
communications systems relied on the common use of frequency modulated (FM)
analogue signalling. In effect, this was the standard; however, as manufacturers began
making improvements to the functionality and efficiency of their products, they began
using a signalling protocol that was unique to each manufacturer. They developed
proprietary systems that were incompatible with other manufactured systems in the same
way that the personal computers of the 1980s could not read each other’s data or use each
other’s software.”” However, despite a drive in both Europe and the US towards
standardisation, some of the newer digital radio communication systems will not even
communicate on the same radio frequency because of proprietary software (software that
is unique to a manufacturer and incompatible with other manufactured systems), which
prevents communication.'®
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4. Limited and fragmented funding

With few exceptions, public safety agencies have historically developed systems based
on individual needs when planning a radio communication system. Traditional funding
mechanisms have done little to discourage the development of stand-alone
communications systems.'’ Spending decisions have often been based on old strategies
that did not consider the need for interoperability or the effective use of limited spectrum
availability. However, as the demand for interoperable functionality increases, so do the
costs associated with providing agencies with a service that not only bridges the
traditional lines of organisational demarcation, but can also transcend regional or national
geographic boundaries.

The most frequently documented barrier to public safety communications interoperability
is cost. While there is no definitive answer on how much an interoperable
communications system would or should cost, there have been several estimates. In the
US, a PSWN study indicated it would cost approximately £32 billion to replace the
existing public safety communications infrastructure.'”® The US Government claims it is
making progress in achieving interoperability of emergency systems nationwide but
acknowledges it is dealing with a long-term problem."

In the UK, the cost of providing the nation’s police forces with a digital TETRA
(TErrestrial Trunked RAdio) radio service is believed to be in excess of £2.7 billion.

In Austria, replacing the aged federal police radio system with a new digital service
through project ADONIS (Austrian Digital Operating Network of Integrated Services)
has proved to be beyond the financial capacity of some forces, with Vienna Police
compelled to withdraw in 2003 as costs reached unaffordable proportions. In Denmark,
cost represents the prime obstacle to a nationwide migration to digital communications
for the public safety agencies.

Whilst there is little evidence to suggest that cost is not a major barrier to
interoperability, the communications industry argues that in the long term the increased
demand for interoperability will reduce costs. From an industry perspective, the
objectives of interoperability standards are to:*

e increase the effective market size and hence reduce manufacturers’ risks (and so
costs) and reduce equipment costs through economies of scale;

e reduce prices through increased competition in equipment supply;

e increase competition between network operators by enabling users to change
networks without having to buy a new terminal; and

e increase the utility of equipment by introducing greater operational flexibility
(e.g. allowing international mobility of terminals) and hence increase the potential
demand.

The public safety community and ultimately the taxpayers who will fund the migration to
new technology no doubt anxiously await the early achievement of these objectives.
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It is clear that cost is a significant obstacle to the enhancement of communications. In
the recently published report ‘America’s First Responders and the Federal Budget: A
Study of Rhetoric Versus Reality’, the First Response Coalition (FRC) stated: “first
responders will be underfunded by £330 billion by 2008.” FRC is an advocacy group of
40,000 police, firefighters, emergency workers and private citizens. Todd Main, director
of FRC, commented - “The overall lack of resources is creating new hardships for
police, fire, and EMS departments. We need to make sure that the promised money is
available at that basic communication needs get squared away immediately. It is simply
wrong for policymakers to promise needed funds to first responders and then fail to
deliver.”

In the UK, the move towards supplier standardisation will create a monopolistic market
place with a single communications network service provider (02 Airwave), and arguably
this in turn will lead to an oligopoly market for terminal provision. Such a situation will
inevitably have benefits, but the major disadvantage is the resulting reduced consumer
choice leading to limited product options that potentially will lead to higher prices. John
D. Cohen, US Special Advisor to the Secretary of Public Safety on Homeland Security,
stated that — “the lack of progress in achieving interoperability can be directly tied to the
efforts of industry to influence the attitudes of federal, state and local officials on this
issue.””” To alleviate this and similar concerns, representatives from US federal, state
and local governments have formed partnerships under the banner of the Association of
Public-Safety Communications Officials (APCO) to develop a set of common technical
standards for land mobile radio systems. Known as Project 25 (P25), these standards are
aimed at allowing any number of manufacturers to produce compatible equipment, thus
increasing competition and lowering prices. > However, industry officials believe that
P25 may still be a long way from completely solving the interoperability problem. It
offers no guidelines for how radios of different frequencies can communicate.
Nonetheless, P25 is taking hold in the marketplace.”*

When reviewing funding and financial matters relating to interoperability, quite
surprisingly it appears that little analysis has taken place to justify, or even demonstrate,
the value for money benefits derived from such costly systems. It is an unusual situation,
in that no one appears to have addressed the case for interoperability based on a sound
financial cost-versus-benefit argument. This issue is discussed further in section 6.
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5. Limited and fragmented planning

Whereas funding is the most frequently documented barrier to achieving interoperability,
many suppliers, in particular, consider limited and fragmented planning to be the major
impediment to progress for, without strategic planning, investments often are made in
systems and equipment that are not interoperable.”

In Europe, the debate over interoperable radio communication networks emerged at
about the same time as it did in the US. In Europe, however, the process necessary to
make interoperability a reality is far more complex than that experienced within the US
for, unlike the federal structure of the US, individual member nations of the European
Union (EU) retain substantial decision-making power, making coordination among them
more difficult. For decades, national regulatory bodies, not European-wide agencies,
enacted frequency plans, dividing radio spectrum geographically.*®

Across Europe, standardisation is the keyword for almost all international affairs in
relation to communications for public safety.”” At an international and technical level,
there are three primary initiatives aimed at addressing communications:

e Police: Schengen and Police Co-operation;

e Standardisation institutes: European Telecommunications Standards Institute
(ETSI), APCO P25 ; and

o Parties that support the European standard (TETRA MoU).

In the broader field of public safety management over the last years, the European
Commission (EC), European Space Agency and national institutions have been investing
heavily in new technologies and methodologies to improve the state-of-the-art in disaster
management. As a result of these efforts, more than two hundred research and
technological development projects have generated prototypes and partial solutions.”®
However, in many instances these initiatives have identified some common barriers to
progress, namely:

e Lack of a common terminology;

e [Lack of technical interoperability, accessibility and availability of data,
information and software; and

e Lack of involvement of disaster risk management stakeholders.

The need to improve access to the information has been fully recognised by the EC and
one of the most important developments is the new EC directive’ on public sector
information.

The EC in 2004 initiated two major crisis and disaster management projects —
ORCHESTRA (Open Architecture and Spatial Data Infrastructure for Risk Management)
and OASIS (Open Advanced System for CrisIS Management). The overall goal of
ORCHESTRA is to design and implement an open service oriented software architecture
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that will improve the interoperability among actors involved in multi-risk management.
The objective of OASIS is to define and develop an IT framework based on an open and
flexible architecture and using standards that will be the basis of a European emergency
management system. This command and control system aims to support the response
operations in the event of large scale as well as local emergencies.”® These projects
undoubtedly face a myriad of political, technological and economic obstacles. In terms
of technology, harmonisation is extremely complex because the European countries have
not chosen to adopt a common standard. Approximately 90% of Europe’s public safety
radio systems are based on outmoded analogue technology, which will be replaced
eventually by more modern digital systems. With such a large market, much discussion
is underway over the respective merits of the two leading systems (or ‘standards’) in
Europe — Tetrapol and TETRA.*' However, the standpoint of Schengen is that only an
‘open’ European standard could be considered as a Schengen choice. Currently only
TETRA meets the requirements for a European standard.*>

In the UK, planning issues for interoperability have been delegated to the recently
established Emergency Services Radio Liaison Group (ESRLG) under the auspices of the
Interoperability Steering Group (ISG), an inter-departmental ministerial group. Whilst
the leading professional associations™ and government representatives for the UK’s
statutory public safety agencies are represented on ESRLG, there is no permanent
representation or participation by other stakeholder groups such as the military, voluntary
agencies and suppliers.

Planning for interoperability amongst the UK’s public safety agencies should, at least in
theory, be somewhat simplified through the procurement of a common communications
provider. The Home Office has awarded a contract to 02 Airwave to implement a
nationwide digital trunked communications service adopting the TETRA standard for the
nation’s police forces. This contract was complemented in the summer of 2005 when the
National Health Service awarded a national contract to extend the facility to the UK’s
ambulance services and, despite two years of procrastination by government officials
acting for the UK’s fire and rescue services, a further contract was awarded to 02
Airwave in November 2005. The 2-year delay is, in part, due to government’s decision
to amalgamate the current 46 English fire control rooms into nine regional fire control
centres. Advisors’® to government have warned that it is essential that a coherent
national strategy be deployed for the management of control room rationalisation, as
differences in the way in which fire and rescue services approach potential change will
certainly undermine the national radio strategy and impede effective communications
between fire and rescue services, and their communications with other emergency
services.

In the US, a mass of planning activity has arisen in the wake of 9/11. Comprehensive
programmes such as AGILE (Advanced Generation of Interoperability for Law
Enforcement), PSWN, P25 and Project SAFECOM represent a few of the many planning
initiatives. The findings resulting from a PSWN study — ‘Analysis of Fire and EMS
Communications Interoperability’ — indicate a significant need for coordinated
approaches, relationship building, and information sharing.” However, the coordinated
approach called for goes beyond that of public safety agencies. Scrutiny of the above
initiatives has identified that it has become apparent that there is no structured
coordination. In a recently published US government report,*® officials stated that
Project SAFECOM had not received consistent executive commitment and support, as
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evidenced by the fact that it has been assigned to three different agencies and has had
four management teams in its first 2/4-year history. Additionally, the project has not
achieved the level of collaboration necessary for a complex cross-government initiative
of this type.

AGILE’s mission is to assist state and local law enforcement and public safety agencies
to communicate effectively and efficiently with one another, through both voice and data
media, across agency and jurisdictional boundaries. AGILE accomplishes its mission
through four main programme components:

supporting research and development of technology;

testing, evaluating, and piloting technologies;

developing standards; and

educating and reaching out to public safety practitioners and policymakers.

SAFECOM has developed several strategies to improve interoperability. Recognising
that it may take up to two decades to achieve full interoperability, it has developed a
number of initiatives including important interim measures. They include:

e RapidCom Initiative, a programme designed to ensure that a minimum level of
public safety interoperability would be in place in ten high-threat urban areas by
September 30, 2004.

o Development of a Statement of Requirements which defines what it will take to
achieve full interoperability;

e Initiating a process for development of a national interoperability baseline;

o The accelerated development of critical standards for interoperability;

e Creation of a Grant Guidance document to promote interoperability improvement
efforts; and

o Creation of the Statewide Communications Interoperability Planning
Methodology.

PSWN was established to promote effective public safety communications and to foster
interoperability among local, state, federal, and tribal communications systems. The US
Department of Justice and the Department of the Treasury jointly sponsor the project.
PSWN is in a transitional period now, due to the creation of the Department of Homeland
Security (DHS) and changes in funding streams. A product of the project is the PSWN
interactive web site that has been created to highlight strategy, in contrast to PSWN's
earlier insular programmatic and project oriented efforts.

Project 25 (P25) was begun as an APCO project in 1989 to create radio standards for
digital public safety systems. As the documents became formalised and accepted through
the Telecommunications Industry Association (TIA) and then through ANSI (American
National Standards Institute), the standards suite came to be known as Project 25.

Despite a fragmented level of support to planning activity in the US, the initiatives

underway are far more proactive than those witnessed in  Europe.
In attempting to address interoperability issues at a more global level in 2000, the TIA
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and the ETSI recognised a unique opportunity to jointly address similar public safety
problems and scenarios plaguing North America and Europe.’’  Working in
collaboration, Project MESA (Mobility for Emergency and Safety Applications) has been
implemented to facilitate dependable, advanced, efficient, effective and interoperable
equipment, specifications and applications that are involved with public safety-oriented
broadband communication needs. Additionally, MESA will attempt to harmonise
existing specifications and scenarios as part of its mandate.
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6. Limited and fragmented radio spectrum
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There is a limited and fragmented amount of radio spectrum available to the public safety
community.” The subject of scarce radio spectrum is not specific to the public safety
community. It is of major importance for a wide range of industrial activities in sectors
including telecommunications, broadcasting, transport, and research and development.
Spectrum is therefore of considerable economic importance in terms of both market
values and employment. Since many of these areas are covered by national policies, the
EC has a substantial interest in the development of a consistent radio spectrum policy.
Although the direct contribution of spectrum to the activities mentioned above may vary,
radio spectrum is an essential and increasingly scarce resource. In economic terms, the
value of radio spectrum is determined by the value of the services that can be provided
over it.** Perhaps surprisingly then, this research has found that there appears to be little
published evidence to quantify the economic value to be gained in terms of
interoperability benefits. The argument for interoperability is strong, and in many cases
the events of 9/11 are cited as sole justification. However, these arguments, rightly or
wrongly, are more often than not based on emotive issues. There appears to be little
cost-benefit analysis that strengthens the argument in favour of public safety agencies to
justify the acquisition of spectrum that supports greater communications functionality
and capacity. This issue is compounded by the emerging concerns regarding the
development of new equipment that requires access to higher frequency bands to support
additional features for the public safety market, potentially further dispersing public
safety communications across the spectrum bands. This will make coordination and
interoperability of communications exceptionally difficult in the future.*'

In the US, the Federal Communications Commission (FCC) has allocated certain
bandwidths, scattered across the spectrum, to public safety agencies, but this approach is
seen as inadequate as it makes communication between agencies difficult. Initially,
almost all public safety spectrum assignments were confined to the low frequency range
but transmission at higher frequencies became possible as technology advanced and the
FCC then assigned additional frequency bands to public safety. This added capacity, but
also caused the fragmentation that characterises the US public safety spectrum today,
with public safety operating in ten separate bands.*> Availability of radio spectrum
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remains among the outstanding problems. The designated channels for public safety are
currently held by television broadcasters and are to be cleared as part of the move from
analogue to digital television, but this will probably not happen until 2009.*

Within Europe, the limited availability of spectrum remains a key driver to the migration
of public safety agencies from analogue to digital frequencies. As European nations
currently find themselves partway through the process of migration, there is a general
reluctance to bridge existing variant analogue bands or the new TETRA, Tetrapol or
GSM to secure interoperability. Nevertheless, the answer may not be to introduce yet
another set of frequencies requiring new equipment. The ideal solution should work with
the existing equipment, improving utilisation of existing spectrum and allowing
innovation at the edge of the newly formed network in both repeaters and radios.**

The use of common frequencies is only one
method of achieving interoperability. In
North America, cities such as New York,
Washington DC and Toronto make effective
use of audio gateway devices to connect a
multitude of frequencies to make them
interoperable. The most common commercial
gateway is that of the ACU-1000. The device
is a modularised approach to controlling and

interconnecting various types of
communications  systems. Its  basic
components are interface modules, each
designed to connect a specific

communications medium (VHF/UHF radio,
telephone, HF radio or local operator), a
control module, a chassis to accommodate the
modules and a back-plane to route the
digitised audio and control signals between
modules. Currently there are over 2,100
ACU-1000 units in use around the world
providing interoperability solutions.*’
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7. Lack of coordination and cooperation

Although interoperability difficulties are most apparent in the telecommunication of
critical information during the response and recovery phases of the disaster, the root
causes of these difficulties usually existed before the event and, in this day and age, may
have less to do with technology and more to do with systemic organisational deficits.*®

William Jenkins, US Government Accountability Office Director, recently stated that -
“It's important to remember that interoperability is not really a technology issue... it's a
people and process issue.”’ A fundamental barrier to successfully addressing
interoperable communications problems for public safety has been the lack of effective,
collaborative, interdisciplinary, and intergovernmental planning.** John Cohen, US
special advisor on homeland security argues that — “The challenge of providing radio
system interoperability has less to do with technology and more to do with identifying
and putting in place the processes, protocols and agreements necessary to support
multiple agencies using an integrated radio system.”* The human factor is a substantial
obstacle; agencies are naturally reluctant to give up management and control of their
communications systems. Interoperability requires coordination and cooperation. It
requires a certain amount of shared management, control, and policies and procedures.™

Whilst some commentators®' consider Europe to be well on its way toward an integrated
continent-wide public safety radio communications network providing comprehensive
interoperability on all levels, the findings of this study would indicate that there is still
much to be done. Within the UK’s fire and rescue services, some senior officers have
warned that the latest government plans for a national radio system will lead to problems
for some fire and rescue services.”” Acknowledging the existence of the recently
established ESRLG, the apparent absence of a prominent central interoperability strategy
within the UK’s public safety agencies is, in part, arguably attributable to the recently
concluded national radio procurement competitions. With 02 Airwave now being the
sole network provider to the public safety community it is hoped that the ESRLG can
now engage in meaningful and open discussions with 02 Airwave to address and
coordinate interoperability.

Another growing concern is that of standard channel nomenclature. At an incident, it is
crucial that all responding agencies are able to tune their radios to the frequency or
frequencies that the incident commander directs. However, in the US there have been
instances in which the lack of standard channel nomenclature has caused confusion
among public safety agencies and delayed their response to the incident.”® In the UK, the
absence of any national guidance has thwarted endeavours by some TETRA users™” to
address standard nomenclature, leading to difficulty in determining and assigning
common channels to facilitate interoperability at the various levels of incident command
structures.

Technology solutions by themselves are not sufficient to address interoperability
problems. US studies™ have noted that non-technical barriers are the most important and
difficult to solve. Public safety agencies often have different concepts and doctrines on
how to operate an incident command post and use interoperable communications.
Specialised nomenclature, codes, and parochial call-signs are frequently used and even
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encouraged in some organisations. While these may seem minor operational issues, they
can become major obstacles to effective interoperability, particularly if the involved
organisations are also very traditional, elitist and resistant to change and adaptation.’®

It must be noted, however, that examples of good practice in terms of coordination and
cooperation, particularly in terms of nomenclature, have been identified within the cities
of New York, Washington DC, Toronto and Copenhagen. Nevertheless, on balance,
defining public safety processes and developing cooperative operational concepts appears
to be much more difficult and limiting. In some cases, changing processes can make the
technical solution much easier. There are few if any examples of technology overcoming
organisational coordination issues.”’
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8. Perceived need for interoperability

Following the events of 9/11, a study™® into the UK’s public safety communications
arrangements to deal with a major catastrophe found that the three most frequently cited
problems with current systems were poor coverage, redundancy and lack of network
capacity. Interoperability, frequently cited as a major issue by policy makers, came
fourth. A key universal consideration in almost all published civil resilience guidance to
date has been the need for interoperability, both between regional divisions of the same
service and between services themselves. Indeed it could be argued that a number of
agencies have positively exploited the events 9/11 to advance replacement
communication programmes. Yet despite the emotive reasons for securing
interoperability, there is still little analysis to support the value for money benefits that
may be achieved from interoperability.

In the UK, with the exception of the interoperability agreement issued by the nation’s
public safety professional associations®’, there is virtually no clear official explanation
from the UK government about what interoperability means in practice for public safety
radio communications. This has led to confusion and concern within the public safety
community as to the government’s intentions.”” The recently published Civil
Contingencies Act 2004° is seen as ambiguous over interoperability and open to various
interpretations. Moreover, such confusion leads some agencies to question the need for
interoperability at all. This position is further reinforced by the absence of any
significant objections or concerns emerging from the fire and rescue service following
the UK police forces migration to a digital trunked network, for fire and police personnel
were able to communicate directly with one another via UHF frequencies under the
previous arrangements.

The 9/11 Commission called for increased communications among emergency services, a
call that has been capitalised on as an argument for funding radio interoperability. The
commission said: "The inability to communicate was a critical element at the World
Trade Center, Pentagon, and Somerset County, Pennsylvania, crash sites, where multiple
agencies and multiple jurisdictions responded. The occurrence of this problem at three
very different sites is strong evidence that compatible and adequate communications
among public safety organizations at the local, state, and federal levels remains an
important problem.” Nevertheless, as one critic® of the Commission’s report points out,
the real problem had less to do with radio interoperability and more to do with the
systemic and political agency boundaries that prevented the rapid flow of intelligence
among agencies.

§ Civil Contingencies Act 2004 Section 6. Disclosure of information 25. Subsections (1) and (2) enable a Minister of
the Crown and, in relation to Scottish Category 1 responders or Scottish Category 2 responders, the Scottish
Ministers, to make regulations which require or permit information sharing between Category 1 responders and
Category 2 responders. Such provision may only be made in connection with a function of a responder, which relates
to emergencies. This reflects the fact that Category I and 2 responders may have functions under other legislation or
legal provisions, which relate to emergencies.
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Whilst the achievement of interoperability is considered as a priority within the US, its
necessity is viewed with less fervour in some areas of Europe. Whereas areas such as
Copenhagen and the Austrian Tyrol have benefited from a very simple and pragmatic
approach to interoperability for many years, some public safety officials in cities such as
Paris and Edinburgh see little added value in at incident inter-agency radio
communications.  This is not to say that the officials interviewed consider
interoperability unimportant; it is simply that their procedures focus more on face-to-face
communications than communications through the use of technology. This stance is
shared by those who question the cost-versus-benefit provided from costly digital radio
systems that facilitate interoperability.

Interestingly, some FEuropean public safety
officials cite the necessity for interoperability as
being directly proportional to the level of risk
faced from terrorism. Senior officers from one
organisation visited stated that — “we really
don’t need radio interoperability with other
services; no one is likely to bomb our city.” In
response, some would argue that the terrorism
attacks experienced by Madrid, Bali, Lockerbie
and more recently London illustrate that
terrorists are, by definition, indiscriminate in
their choice of country and victim.

A view shared by many public safety officials interviewed is that incident management is
only enhanced when radio interoperability is fully integrated within command and
control arrangements. Arlington County Fire Chief Edward P. Plaugher commented
following the 9/11 attack on the Pentagon that - “Successful mitigation of an incident is
built on a solid incident command structure. If we have multiple layers, we’ve got to
have communications between those layers, and the ability to set up clear command and
control. Without that, we 're lost. »62

Clearly, what enhances performance is the introduction and application of a unified
multi-agency command structure for the effective management of incidents. Where such
structures exist, radio interoperability is considered an integral element of command, and
not the command structure.
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9. Developments towards Interoperability

In the global community of public safety, there is a wide and diverse range of options
available to secure interoperability. However, as stated, there are a number of barriers to
the successful implementation of an ideal solution. The ideal solution may change over
time, due to a number of factors beyond the control of an organisation. For example, the
nature of the emergencies public safety agencies respond to may change dramatically
(e.g. as a consequence of increased terrorist activity or climatic/environmental change).
The availability of additional spectrum, new technologies and changes in available
budget can also have a dramatic impact on which interoperability solution an
organisation should choose.* Addressing the non-technology issues needs to be a part
of the pre-design stage of system implementation. Once key stakeholders have identified
which agencies need to talk to each other, and under what conditions that communication
should take place, the technical design of a system can then be accomplished.**

In considering suitable options, a primary factor that must be considered at the outset is
the selection and implementation of a solution that supports and facilitates multi-agency
command and control structures. This need has been recognised in recent years in both
the UK and US. In the US, there is a move from being independent to becoming
interdependent. The National Incident Management System (NIMS), issued in March
2004, requires all federal departments and agencies to adopt NIMS for incident
management. NIMS states that incident management organisations - “must ensure that
effective interoperable communications processes, procedures and systems exist to
support a wide variety of activities across agencies and jurisdictions. 53 In a similar
move, the UK’s New Dimension programme requires the public safety agencies and their
control rooms to be able to intercommunicate, irrespective of organisational boundaries
and geographical location; stressing that these communications systems must also be
resilient. To assist in the introduction of this requirement, the professional associations
of the UK’s public safety agencies have produced an Interoperability Agreement™ in the
form of a statement on the required levels of interoperability and resilience for the voice
communication systems. The statement classifies interoperability as same-service (i.e.
police-police), relating to normal working communications within the bounds of a
particular emergency service and multi-service (i.e. fire-police-ambulance), relating to
inter-service communications in the event of an incident requiring a multi-agency
response.

When considering available technical solutions to support inter-agency communications,
suppliers to the UK’s public safety agencies are mandated to facilitate interoperability
within their proposals for the provision of new national digital systems. In the US, the
DHS has been more proactive in developing a hierarchy of six levels of interoperability
that allows interim solutions to be deployed. Definitions of each level have been
expanded upon below and, where appropriate, related to the UK public safety
environment for clarity of explanation.
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Level - 1 Exchange of Radios

The simplest and most basic level of interoperability is the physical exchange of radios
with other agencies involved in an incident. However, it is impractical for every agency
to have extra radios on hand for each potential incident commander of every other
possible agency that could appear on-scene, especially for larger scale events. Focusing
on the primary public safety agencies (police, fire, ambulance and coastguard) the UK’s
professional public safety associations®’ are introducing a radio exchange strategy for the
supply of radio terminals from police forces to the other public safety agencies. The use
of this approach will, however, be limited to Bronze Command communications at major
incidents only.

Level - 2 Talkaround (Directed Net)

Talkaround provides interoperability where multiple radio users talk radio-to-radio
(direct mode operation) on the same transmit and receive frequency in the conventional
mode. In this situation, communications are tightly bound by the air interface: the same
frequency is required and transmissions are digital-to-digital or analogue-to-analogue,
not analogue-to-digital. Such arrangements previously existed between the UK’s police
and fire and rescue services utilising UHF hand-portable terminals. The introduction of
digital trunked radio to the UK’s public safety agencies will see this former level of
functionality eventually delivered by  the new 02 Airwave Service through
communications between multiple users by what is termed direct mode operation —
DMO.
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Level - 3 Mutual Aid

Mutual aid channels are intended to provide operability for public safety agencies
responder radios and interoperability between radios within the same frequency band, i.e.
VHF users can talk only to (or on) other VHF systems. In the UK, pending the full
implementation of the 02 Airwave Service, current arrangements in most instances
restrict communications to the same service users (i.e. fire-fire or police-police users etc.)
due to the disparate frequencies used by the police, ambulance and fire and rescue
services. Where technology, current or planned, facilitates such an approach, the
effectiveness of Mutual Aid Level-3 can only be achieved through adherence to
predetermined protocols and procedures as part of a prearranged incident command
system.
||

Interop Interop
Repeater Repeater

Interop

Channel Interop

IF || : Channel

Level- 4 Gateway (Console Patch)

A gateway is a generic term for devices (e.g. Cross band Repeaters
ACU-1000) that connect multiple frequency
bands and/or coverage areas and thereby provide
interoperability between them. They are
becoming increasing common in the US as a cost-
effective approach to securing interoperability but

. . . D' 'tl
are relatively scarce in Europe. Gateway switches VHF Intorop
: L : . Intero
provide limited and transitory interoperable Repoate Repeater
capabilities. Gateway switches connect VHF Digital
1 i Interop Channel
microphone and speaker interfaces from several  cpannel Canne

dissimilar radio systems. When, for example, a
police officer wishes to communicate with a
firefighter, radio terminals can be connected back-to-back. At an incident, several
different radio systems can be joined together, using these switches to enable
communications between multiple agencies.

In areas where coverage overlaps organisational or jurisdictional geographic boundaries,
interoperability can be achieved though the use of wired or wireless gateway devices.
For overlapping coverage areas operating in different frequency bands, wireless gateway
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devices provide cross-band
interoperability for the radios (but
require separate Transmit/ Receivers

Fixed Gateway Interface Box

R /// N //
e ~ o o .
Rl T frequencies).
VHF Digital . .
System system  For overlapping or non-overlapping
S coverage areas, wireline
Gateway . ..
= = interconnectivity also can be used to

provide cross-band operation for the
radio wusers while also providing
connectivity to and/or between control
room staff and systems. Gateway
devices may be used to provide wireline or wireless interoperability between the
coverage areas of mutual aid channels or existing systems, or a combination of both.

Audio, System data =]

control info Audio Only

These systems and coverage areas may
be single-site or multi-site, analogue or
digital, conventional or trunked,
proprietary  or  standards  based.
Interoperability will be limited to the
lowest common capability that these
systems provide.

Gateway Console Patch

These techniques have been available L, i
since US dispatch consoles were first ; g Audio Only
used to integrate complex radio systems 2
and make radio system management easier for control room personnel. The use of
gateways for patching radio systems to achieve interoperability is viewed as a cost
effective alternative to the procurement of a new radio system, while still providing
individual public safety agencies the flexibility of maintaining existing radio
infrastructures. **

Deployable RF Gateways

\,
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Field I
Deployed
VHF Gateway fa Digital

System
System

Level - 5 System Specific Roaming (Trunked and Conventional)

Where additional interoperable capabilities are considered necessary for incident
management, greater functionality can be achieved by leveraging existing
communications systems using mutual aid talk groups.
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These systems typically have more capabilities and greater capacity than mutual aid
channels alone. These systems may be in a variety of frequency bands, may be analogue
or digital and conventional or trunked. Existing systems are owned by specific agencies
and may come from a variety of system providers.

System Specific Roaming

- y
C‘(’)ntrolle Controller

Level - 6 Standards Based Shared Systems (Trunked and
Conventional)

This approach is considered in the US to be the optimum approach to securing
interoperability. Standard based systems ensure that the radio terminals and/or the
infrastructures use technology and messages that are interoperable, regardless of the
equipment supplier. Level - 6 systems may be conventional or trunked, single or multi-
site. In the US they must be based on the P25 standards and conform to SAFECOM
interoperability protocols. In the UK the current initiatives to replace the nation’s public
safety agencies with a digital trunked communications service will conform to the
European TETRA standard, delivering a similar standard based system.

Standards -Based Shared Systems
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10. Managing the Change

A collection of technical options that offer varying degrees of interoperability has been
summarised within the previous section. Nevertheless, whilst a variety of solutions
exists, the key to effective interoperability is careful planning. To not only ease the
planning process but also to facilitate the management of change, certain core principles
should be agreed to provide guidance to those tasked with implementing measures to
secure interoperability.

Succinctly, the core principles for effective interoperability include:

e Recognition amongst stakeholders that interoperability, as a vital component of
any multi-agency emergency response, requires an integrated collaborative and
cooperative approach.

e Identifying user and system expectations, requirements and potential solutions at
the outset of any planning activity. This should include defined levels of
interoperability commensurate with respective command structures. The key to
determining and introducing long-term interoperability measures is to recognise
what the solution, or solutions, need(s) to deliver. Once this has been
accomplished, technical user requirements can be specified and described.

o Establishing a well-designed telecommunications infrastructure, underpinned by
adequate support and governance structures (protocol development, training,
incident management, etc.)

From a technical perspective, these principles are considered by some organisations® as
forming the cornerstones of interoperability design, planning, implementation and
response. However, while the public safety community at large and governments wrestle
with what is considered the exact configuration of these solutions, there is a growing
experiential and knowledge base that can be called on to support decision making and
planning initiatives.. In Europe as in the US, the diversity of public safety agencies,
geography, equipment, and demographics, make it almost impossible to develop a
universal one size fits all solution. Instead, decision makers will need to recognise and
respect this diversity and provide for a system-of-systems approach when planning and
developing solutions.

Accepting that a system-of-systems approach will almost certainly be the norm, even in
the UK where all public safety agencies and military will eventually use the 02 Airwave
Service, the management of interoperability will require an incremental and structured
approach. To illustrate, the transition of the UK’s public safety agencies to the Airwave
Service may take several years. Whilst in some cases the UK’s police forces have
benefited from Airwave Service for around three years, it may take up to three further
years (or more) for the ambulance services to migrate and possibly longer for the fire and
rescue services. During this period, different and varying levels of service will be
procured based on need and cost, and potentially different operating protocols will
emerge, as has been the case to date. A transition strategy to unite the systems, protocols
and processes during the migration period will be necessary.
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In the US, with the input of local public safety officials, the SAFECOM RapidCom
initiative identified and advanced five critical success factors considered essential to the
planning and development of interoperable systems. These are:

Governance

Standard Operating Procedures (SOP's)
Technology

Training & Exercises

Usage

These five critical success factors have been developed and form the basis of
SAFECOM's Interoperability Continuum model. The model, shown below, illustrates
the elements and level of effort involved in moving from a minimal level of
interoperability to an optimal level.

Limited Leadership, Planning, and Collaboration Among Areas
High Degree of Leadership, Planning, and Collaboration Ameong Areas

Minimal 5 T : Optimai
Lovel Interoperability Continuum Leval

The Interoperability Continuum provides a graphical depiction to illustrate that there are
multiple elements to the development of a successful interoperability solution, beyond
just technology. Even though the model is for the most part intended for the US public
safety community, it offers an excellent incremental approach for European public safety
agencies and governments to adopt. An interactive version of the model is available at
http://www.safecomprogram.gov/SAFECOM/tools/continuum
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The model, while relatively wide in the range of elements assessed, does have a number
of drawbacks. Essentially the model examines progress along continuums that focus on
processes. The model does not address resilience, coverage and network availability.

Notwithstanding the previously mentioned drawbacks, the model is valid in the UK
where government has recently announced proposals to create regional police and
ambulance services. The police and ambulance service proposals are of course further
complemented by the FiReControl project, a project to establish regional fire control
centres integrated with the Firelink project that will deliver a national radio solution (02
Airwave Service) to the fire and rescue services. The UK has never before witnessed
such a comprehensive programme of change within the public safety agencies. The
change will result in all agencies migrating to a new digital trunked communications
network provided through a single supplier — 02 Airwave. This unparalleled change will
potentially create new opportunities through the proposed introduction of the regional
governance arrangements.

Cursory analysis of the general current planning arrangements to secure interoperability
within the UK places the public safety agencies at the Minimal Level end of the
continuum. In drawing this conclusion it is of course necessary to point out that
progress, in part because of recent legislative requirements’®, has been achieved in
respect of certain elements of the model. This is particularly so in respect of governance
and training arrangements. Conversely, progress in respect of technology, operating
procedures and frequency of use appears to be minimal. What is important to note is that
progress is occurring in the UK.

In mainland Europe, some organisations have not
endeavoured to address interoperability and, when
assessed in relation to the [Interoperability
Continuum model, their position is clearly at the
Minimal Level on all five elements. In contrast,
there are those organisations that have successfully
navigated the continuum and reached the Optimal
Level of interoperability. = The public safety
agencies of Denmark are indicative of those at the
optimal end of the continuum. This, in part, is
evidenced through the Danish emergency services’
interoperability governance and management
protocol. The protocol sets out in practical terms
the arrangements in place to achieve
interoperability.

The Interoperability Continuum model offers a
pragmatic and timely way forward for the UK’s public safety agencies. It also offers a
valuable measure of an organisation’s progress toward the achievement of optimal
interoperability. In fact, it could be argued that the ability of an organisation to
telecommunicate with others during a disaster is a measure of both its capacity to
participate effectively in a comprehensive system, and its professional maturity. ’!

The public safety community has already identified the issue of coordination and
partnerships as its greatest challenge in achieving interoperability.”” The model
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addresses these issues but its adoption and progression along the Interoperability
Continuum is contingent on the following key drivers:”

e Leadership commitment.

e Fostering collaboration across disciplines (all public safety agencies and military)
through leadership support.

e Using interoperability solutions on a regular basis.

e Coordinating across all elements (Frequency of Use, Governance, Standard
Operating Procedures, Technology, and Training/Exercises).

e Progressing along all the elements of the continuum in parallel. For example, if
new equipment is procured but training exercises have not been conducted on the
proper use of the new equipment, then there has been no true progress toward the
optimal level of interoperability.

To respond effectively to emergencies, government and industry must plan for
interoperability from the outset.”* Without appropriate planning, even the best solutions
will be under-utilised in responding to incidents, making command ineffectual. ">
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11. Conclusions

Historically, public safety agencies have developed their own radio systems independent
of other local entities, resulting in a myriad of systems operating on different frequency
bands.”® Today, creating interoperability between communications systems is one of the
biggest and most immediate challenges facing the public safety community.”’
Interoperability requires shared management, control, policies, and procedures. While it
may appear to be a technical issue, interoperability has more to do with establishing trust
and buy-in among stakeholders.”

It is a challenge that has been the subject of procrastination for many years, but that
challenge has intensified since 9/11. It is, however, wrong to view interoperability as the
panacea to prepare, in isolation, for such tragic events as witnessed at the WTC. For the
public safety community to acquire the full benefits attainable from interoperability
arrangements, interoperability must be viewed as prerequisite to an organisation’s day-to-
day operations. The deployment of such advanced and costly technology cannot be
justified in financial terms alone, based on a response to terrorism. Indefensibly, there
appears to have been little analysis of the disadvantages, or the financial benefits to be
derived from interoperability. Anecdotal evidence suggests that had personnel of FDNY
and NYPD had available to them a communications system that supported
interoperability at the time of 9/11, fewer public safety workers would have perished at
the time of the collapse of the WTC. This assertion in respect of 9/11 has not been
quantified in financial terms, neither does it appear to have been quantified for any other
application of interoperability in the public safety community. Evidence suggests that
the cost-versus-benefit argument has been overtaken by the intent, irrespective of cost, to
provide increased telecommunications resilience in preparation for terrorism-derived
incidents.

This study concurs with the view” that those tasked with acquiring and implementing
communications systems that afford firefighters, paramedics and police officers the fools
to talk still face many barriers. Changes in spectrum availability, changes in technology,
affordability and the evolving missions and responsibilities of public safety agencies in
an age of terrorism and dramatic climatic change, all highlight the dynamic nature of the
environment in which interoperable communications needs and solutions must be
addressed.*® The US government has recognised and stated that the fundamental barrier
to addressing all of the long-standing problems in interoperable communications is the
lack of effective, collaborative, interdisciplinary, and intergovernmental planning and
that no one first responder group or governmental agency can successfully fix the
interoperability problems that face America.*’

The research undertaken has identified in both Europe and North America the adoption
of a range of viable options, from the pragmatic exchange of radio terminals to the
implementation of a standards based system communications infrastructure to facilitate
interoperability. It is also acknowledged that several comprehensive and meaningful
planning and coordination initiatives that focus on standardisation as the perceived
panacea to achieve interoperability are underway within Europe. However, it is not
altogether clear in either the UK, or Europe as a whole, what arrangements, if any, exist
to coordinate the coordinators. At a macro level, the European public safety community
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will no doubt look to the integrated projects of ORCHESTRA and OASIS to develop a
pan-European approach to interoperability. At a micro level within the UK,
interoperability measures currently under development by the ESRLG offer an
opportunity to bring some clarity and organisation to the existing incongruent approaches
to interoperability.

For the public safety communities of Europe to
benefit from the technological advances in
communications, both ORCHESTRA and OASIS
must justify the development and delivery of
interoperability protocols that support a unified civil
crisis management methodology that provides value
for money.

Moreover, within the UK, the measures developed by
the ESRLG will be critical to the national migration
plans to implement a joined up system of systems that
delivers a reliable digital trunked communications
network. However, the eventual success and benefits
of the UK’s plans will be judged by the outcome of
the ESRLG’s efforts. The ESRLG must take
responsibility for the integration of local, regional
and national responders to work within common operational communication procedures
and decision-making processes in order to form a cohesive crisis response team to meet
complex emergencies. Without thorough coordination and planning, the long-term
interoperability problems for the public safety community will accumulate as the use of
new digital communications increases day-by-day. The ability of the UK’s public safety
agencies to communicate with others during a disaster is a measure of both the capacity
to particéizpate effectively in a comprehensive command structure, and professional
maturity”.

The public safety community has already identified the issue of coordination and
partnerships as its greatest challenge in achieving communications interoperability.¥ In
the US, there is a perception that leadership and risk-taking entrepreneurship are not
generally associated with Europe.** The UK’s professional bodies such as ACPO*,
CFOA, ASA and BAPCO are well positioned to influence, guide and provide the
leadership and entrepreneurship to the ESRLG to accelerate the progress of a process for
improving public safety communications interoperability. The recent royal assent
granted to the UK Civil Contingencies Act 2004 has provided the statutory basis for
public safety agencies to make information available to one another at the time of an
emergency. Although the Act is open to interpretation, its requirements could be
interpreted as the mandating of radio interoperability within the UK. However, the Act is
meaningless in promoting interoperability unless supplemented with a national plan that
incorporates both an inter-governmental and inter-service approach with specific action
and support for, without such a plan, current investments in national procurement
projects will serve only to hinder interoperability in the long term. The SAFECOM
Interoperability Continuum model offers a useful route forward to unite stakeholders and
users of digital trunked radio in the UK. Failure to act will result in a silo approach to
interoperability strategy development, resulting in ineffectual command structures and
under-utilised technology.
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12. Recommendations

This study has sought, through interviews, examination of developed strategies, and
visits to public safety agencies operating in North America and Europe, to define barriers
to interoperability and examine a range of available interoperability options. The
following recommendations are drawn from the research undertaken and are aimed
principally at the UK’s public safety agencies and those responsible in government for
their administration. Whilst this report’s findings are intended, in part, to fill a void in
the body of knowledge pertaining to interoperability within the UK, it is anticipated that
the following recommendations will serve also to promote the development of
interoperability strategies within the global public safety community.

e Recommendation 1

Ensure the active involvement and participation of all stakeholder groups. This should
include not only government departments and public safety agencies but also
professional bodies, the military, voluntary agencies and suppliers. Conflict and future
non-participation can be significantly reduced or eliminated if all relevant stakeholders,
regardless of size, are constructively engaged at the outset.

e Recommendation 2

Establish a well-defined governance structure that is representative of the key
stakeholders’ aims. This will improve the process of any major project to make decisions
regarding the implementation of interoperability initiatives. Such an arrangement can
also be valuable for improving communication and cooperation, creating guidelines and
policies.

e Recommendation 3

Establish a set of operating core values and principles, enshrined within a memorandum
of understanding (MoU) (or concordat) that promotes positive collective engagement
and eradicates division of effort.

e Recommendation 4

Adopt, or adapt as appropriate to suit national circumstances, the SAFECOM
Interoperability Continuum model. The model offers a useful and incremental route-map
for the development of plans aimed at achieving, ultimately, optimum interoperability.

e Recommendation 5

Where the SAFECOM [Interoperability Continuum model, or similar, is adopted, set
realistic goals and objectives with reasonable and realistic timeframes for the plan to
work. The plan, as with the Interoperability Continuum model, should be incremental to
allow for the deployment of interim (or sub-optimal) interoperability solutions. Short to
mid-term achievements will motivate participants to strive for long-term
accomplishments.

e Recommendation 6

Establish independent monitoring and audit processes to assess and test the effectiveness
of developed interim and optimum interoperability solutions.
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e Recommendation 7

Explore, identify and secure funding opportunities for both the governance arrangements
to be effective and to finance the interoperability endeavours. Experience indicates that
funding problems and concerns are major obstacles to interoperability and can mean
success or failure of the effort.*> These arrangements should be viewed as a long-term
investment.

e Recommendation 8

Detailed cost-versus-benefit analysis should be undertaken to determine the degree of
advantage or disadvantage inherent in varying communications options that facilitate the
range of minimum (level 1) to optimum (level 6) levels of interoperability.

e Recommendation 9

Promote and support the use of a flexible open standards based systems approach and
encourage all involved in public safety, irrespective of whether they are public, private,
military or voluntary agencies, to procure systems and equipment that conform to
national standards.

e Recommendation 10

Ensure that developed strategies are fully integrated to a multi-agency unified command
structure. This should also include the development and implementation of standardised
nomenclature together with a standardised multi-agency communications fleetmap.
Interoperability protocols should form part of day-to-day multi-agency events.
Interoperability should not be held in reserve for major incidents alone.

e Recommendation 11

Identify and map the activities of projects MESA, ORCHESTRA, OASIS, Firelink,
FiReControl, the work being undertaken by the ISG, ESRLG, government
departments/agencies including the military, Police Information Technology
Organisation and the professional associations. Evidence suggests that the degree of
overall coordination between these projects is minimal. This has led to duplication of
effort in some areas, whilst elsewhere the development and implementation of conflicting
parallel strategies are continuing unabated. A strategic review of all initiatives should be
undertaken to bring clarity and direction to the myriad of uncoordinated planning
activities in progress.
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Glossary of Abbreviations

9/11 September 11% 2001
ACPO Association of Public Safety Communications Officials (United States)
ACPO* Association of Chief Police Officers (United Kingdom)
ACU-1000 A commercial product that connects multiple frequency bands
ADONIS Austrian Digital Operating Network of Integrated Services
AGILE Advanced Generation of Interoperability for Law Enforcement
ANSI American National Standards Institute
BAPCO British Association of Public Safety Communications Officers
CACFOA Chief and Assistant Chief Fire Officers Association
CFOA Chief Fire Officers Association (formally known as CACFOA)
DHS Department of Homeland Security (United States)
EC European Commission
ESRLG Emergency Services Radio Liaison Group
ETSI European Telecommunications Standards Institute
EU European Union
FCC Federal Communications Commission
FDNY Fire Department New York
M Frequency Modulation
FRC First Response Coalition
HF High Frequency
ISG Interoperability Steering Group
MESA Mobility for Emergency and Safety Applications)
MoU Memorandum of Understanding
NIMS National Incident Management System
NYPD New York Police Department
OASIS Open Advanced System for CrisIS Management
ORCHESTRA  Open Architecture and Spatial Data Infrastructure for Risk
Management
P25 Project 25
PMR Private Mobile Radiocommunications
PSWAC Public Safety Wireless Advisory Committee
PSWN Public Safety Wireless Network
RF Radio Frequency
TETRA TErrestrial Trunked RAdio
TetraPol A competitive digital PMR technology to TETRA vendors
TIA Telecommunications Industry Association
UHF Ultra High Frequency
UK United Kingdom
US United States
VHF Very High Frequency
WTC World Trade Centre (New York City)
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